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Abstract

Security is one of the major problem in Aadhaar card. This work would be valuable to
Aadhaar card elaborately in data storage, transmission, communication and safeguarding
data security. Cryptography techniques are used to prescribe secrecy. Cryptography is the
most remarkable issue in network security. The benefit of this algorithm for security

decreases time for process of text encryption and decryption. RSA is an asymmetric system,
where a key pair to be created, a public key and a private key. RSA algorithm is the best
algorithm for data security in Smart card, Aadhaar card throughout the world. In this
research paper, the performance of RSA Cryptography algorithm is improved in terms of
speed and security by combining RSA and Runge-Kutta (RK) Method. The main benefits of
RK methods are that they are easy to apply and the error value is low. The RK-RSA
algorithm is proposed by improving its performance in terms of Avalanche Effect, Speed,

Article History

Article Received: 19 November 2019
Revised: 27January 2020

Accepted: 24 February 2020
Publication: 19 May 2020

Throughput and Power Consumption. The improved performance of RK-RSA algorithm and
experimental results are reported. The mathematical justification supporting the RK-RSA
algorithm is also detailed.
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I. INTRODUCTION

An Aadhaar card is a unique identification number
(UID) which has been issued by a central
government agency operating in India called the
Unique Identification Authority of India (UIDAI).
The government intends on keeping a database
containing information about every registered
citizen of India. These details can be generated by
the Aadhaar card holders which contain various
personal details like name, address, date of birth,
registered mobile number, registered email address
and others. In addition to a person’s personal
information, it also stores their photograph,
fingerprints and iris scans. With this system of
information, it becomes very easy to identify an
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individual by simply cross-referencing their data
with the data in the system.

The RSA algorithm is the base of a cryptosystem a
suite of cryptographic algorithms [1] that are used
for definite security facilities or resolves which
empowers public key encryption and is widely used
to secure penetrating data, mainly when it is being
sent over an insecure network such as the internet.

RSA [2,3] was first publicly described in 1977 by Ron
Riverst, Adi Shamir and Leonard Adleman of the
Massachusetts Institute of Technology, through the
1973 creation of a public key algorithm by British
mathematician Clifford locks was kept classified by the
UK’s GCHQ until 1997.
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The Avalanche effect [4] has been used to illustrate
that the proposed of RK-RSA algorithm possesses
latent circulation characteristics such as security as
that of the original RSA [5] algorithm. Thus the
proposed RK-RSA algorithm improve the
performance over RSA.

Il. LITERATURE SURVEY

The source of the encryption knowledge which is
used, is proposed by Diffie and Hellman in the paper
of "New Direction in Cryptography” in 1976 [6]. R.
Rivest, A. Shamir and L. Adleman understand a
public key cryptosystem that now called RSA public
cryptosystem [7]. The algorithm is considered to be
the most perfect and the most mature public-key
cryptosystem that is widely used in various fields.

Cryptography has a long history, but in general it is
still very strange, because it is only in a small area,
such as the military, intelligence, diplomatic and
other sensitive sectors [8]. Computer cryptography
is the study of computer information encryption,
decryption and transform scientific,
interdisciplinary mathematics and computer, is an
emerging discipline [9].

Cryptographic techniques are used to ensure the
confidentiality, integrity and authenticity of
electronic data. Confidentiality is to encrypt the
data, so that the illegal user cannot read data
information. The legitimate user can use the key to
read out information. The integrity of data is
determining whether the data is illegal tampered,
correct and complete information to ensure the
legitimate users. Authenticity is the authenticity of
the data sources, the authenticity of the
identification of the data itself, can ensure that
legitimate users are not deceived [9].

Asymmetric encryption algorithm of RSA is
different from symmetric encryption algorithm that
it needs two keys, a public key, a secret key. The
two of them appear in pairs, if the public key is to
encrypt data, only the corresponding private key can
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decrypt and vice versa. Because the encryption and
decryption is done using two different keys, this
algorithm is called asymmetric encryption algorithm
[10].

Exchange the key of the symmetric encryption
algorithm [11]: Asymmetric encryption algorithm is
slower than symmetric encryption algorithm with t =
(p-1)*(g-1). Hence asymmetric encryption algorithm
iIs used mainly for the encryption key of the
symmetric encryption algorithm.

I11. RSAALGORITHM

RSA is used by contemporary computers to
encrypt and decrypt the messages. It is asymmetric
key cryptographic algorithm which is intended for
digital signature. The attitude of RSA algorithm is
“it is easy to multiply prime numbers but tough to
factor them”. Hence it takes more time for
calculation with huge prime numbers. It is
advisable to construct a firm implementation of
RSA for Aadhaar cards with crypto coprocessor
[12].

The steps of RSA algorithm are as follows:

a) Two prime numbers p and g.

b)  n=p*qand O(n) = (p-1)(q-1).

c) Encryption key e, with the goal of gcd(e,

®(n))=1. Where 1<e< ®(n).

d) Find the decryption key d: d= 1 mod ®(n),

where 0<d<n.

e) Public encryption key : PU = {e,n}, which is

recognized to each person

f) Retain secret or private the decryption key:
PR = {d,n}, which is recognized only to the

person.

3.1 Data Encryption

a) The original text or message M, where 0 <M
<n.

b) Find the public key of receiver, PU={e,n}.

C) Calculate the cipher C: C = M® mod n

3.2 Data Decryption
11851
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a) The cipher text C
b) Uses their private key, PR={d,n}
c) Calculate message M: M = C? mod n

3.3 Structure of RSA Algorithm

RSA encryption is a public key encryption well
established by RSA Data Security. The RSA
algorithm is created on the trouble in factoring very
huge numbers. Based on this norm, the RSA
encryption algorithm procedures prime factorization
as the trap door for encryption. Reasoning an RSA
key, consequently, takes a vast volume of time and
processing power. RSA is the typical encryption
method for essential data, particularly data that’s
communicated over the Internet. Figure 3.1 shows
the structure of the RSA algorithm.

3
& T 040 &

iPublic Key) (Private Key)

Figure 3.1. Structure of RSA Algorithm

IV. PROPOSED RK-RSA ALGORITHM
AND ANALYSIS

The block diagram of the proposed RK-RSA
algorithm which is attained by RSA and RK
technique is shown in Figure 4.1. The RK-RSA
algorithm is detailed below.

Original Text Cipher Text

v v
Encrypt Decrypt

v v

Cipher Text Original Text

A

RSA + Runge-
Kutta Method

Figure 4.1. Block diagram of RK-RSA Algorithm
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4.1 Runge-Kutta Method

The Taylor’s series method [13] of explaining
differential equation numerically is handicapped by
the survival of finding the higher order derivatives.

Euler’s method is less competent in practical
problems as it needs calculation of higher order
derivatives with h as small. But the RK methods do
not need the calculations of higher order derivatives
[14,15].

Exactitude is the best in the RK methods [16] and
the error value is low. It is the most perfect of
numerical approximation techniques. RK methods
belong to a family of one-step method. In one step
method the global error is the same order as local
error. In one-step methods, the information from
only one preceding point is considered, that is to
evaluate the value yijit needs the conditions at the
previous point yi.; only. They are all founded on the
general form of the extrapolation equation

Yi+1 = Yi + slop x interval size
==yr+n1h

where m represents the slope at numerous points in
the interval h.

RK methods are self-starting and easy to program
for digital computers [17]. Second order RK
methods are obtained using two slopes in the RK
methods [18,19]. The method has one arbitrary
parameter whose value is suitably chosen. The
following method is one such choice

Vi =Yi+ (y +kp)
where k; = hf(x;,yi) and
ko = hf(xi+h, yi+ki)
4.2 RK-RSA

The F function [20,21,22] is improved in such a way
that the competence of RK-RSA is greater than that
of the RSA algorithm in terms of speed and security.
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dydx=0.5*(y*(1-(y/100)))

This modified F function supports to encrypt and
decrypt the given texts of the entire file. These
operations take the place in 3 steps thereby reducing
the time for every decryption.

V. EXPERIMENTAL RESULTS

The experimentation was completed with the input
file size changing from 226 bytes to 289 bytes. Each
file size is intended for the average of the ten values
(ten times). A Laptop with Intel(R) Celeron(R)
CPU3865U@1.80GHz 1.80GHZ is used in which
the performance data are added. The performance
metrics were the encryption time, decryption time,
execution speed, encryption throughput, decryption
throughput and avalanche effect. The RK-RSA
algorithm is applied using MATLAB.

The experimental results of several performance
metrices for the RK-RSA algorithm are detailed
below.

5.1 Encryption Time

Encryption time is the time taken to convert plaintext
message to cipher text. Figure 5.3 shows the average
encryption time for different input size for the
encryption time. In the bar chart, the average
encryption time for RK-RSA algorithm when
compared to the RSA algorithm takes the tiniest time.
The results are detailed as shown in Table 5.1.

Encryption Average

0.7 L -

Time (Secs)

RSA RKRSA
Algorithms

Figure 5.1. Comparison of Average Encryption
Time
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Table 5.1. Comparative Encryption Times (in

Secs)

Input Size in RSA RK_RSA
Bytes

226 0.602258 0.613445
252 0.744034 0.712629
253 0.723753 0.712525
263 0.782120 0.773362
268 0.791476 0.790323
270 0.805340 0.799510
279 0.866912 0.871408
280 0.834226 0.847019
282 0.862093 0.837777
289 0.871534 0.858908
Average Time | 0.7883746 0.7816906
(Secs)

5.2 Decryption Time

Decryption time is defined as, the time taken for
generating plain text from the cipher text. Figure 5.2
shows the average decryption time for different
input size for the encryption time. Clearly, the
amount of decryption time taken by RK-RSA
algorithm is the least compared to the RSA
algorithm from the bar chart. The results are shown
in Table 5.2.

Decryption Average
0.85

] A

075 F---

0.7 f---

0.65F---

Time (Secs)

06}---

0.55F---

05

RSA RKRSA

Algorithms

Figure 5.2. Comparison of Average Decryption
Time

Table 5.2. Comparative Decryption Times (in

Secs)
Input Size | RSA RK_RSA
in
Bytes
226 0.560304 0.564343
252 0.693223 0.694658
253 0.782367 0.672388
263 0.775782 0.717334
268 0.764340 0.731002
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270 0.769396 0.752547
279 0.834860 0.811948
280 0.809466 0.803145
282 0.794328 0.785748
289 0.824921 0.815846
Average 0.7608987 | 0.7348959
Time

(Secs)

5.3 Execution Time

The Execution time is defined as the time taken for
generating a cipher text from plain text and plain
text from the cipher text. Figure 5.3 shows the
average execution time for different input size for
the execution time. It is clear from the bar chart, the
execution time for RK-RSA algorithm is the
smallest as compared to the RSA algorithm. The
results are detailed as shown in the Table 5.3.

Execution Average

Time (Secs)
[=]
-

RSA RKRSA
Algorithms

Figure 5.3. Comparison of Execution Time

Table 5.3. Comparative Execution Times (in

Secs)
Input Size in | RSA RK_RSA
Bytes
226 0.573907 | 0.565474
252 0.694055 | 0.695677
253 0.783417 | 0.673372
263 0.776696 | 0.718339
268 0.765315 | 0.731968
270 0.772589 | 0.753626
279 0.836048 | 0.812941
280 0.810452 | 0.804144
282 0.795308 | 0.786582
289 0.826452 | 0.817084
Average 0.7634239 | 0.7359207
Time (Secs)

5.4 Encryption Throughput
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Figure 5.4 shows the comparison of Encryption
Throughput of RSA and RK-RSA algorithm with
different input files. It is clearly seen from the bar
chart, RK-RSA algorithm has the highest encryption
Throughput as compared to the RSA algorithm. The
results are detailed as given in the Table 5.4.

Encryption Throughput

0.36
0.34------- TR

032+ e
W 0.3 [
o
O
L0281 e
O

E
= 0.26}---

0.24 - [ -
022 [ - nneooe e

0.2

RSA RKRSA
Algorithms

Figure 5.4. Comparison of Encryption
Throughput

5.5 Decryption Throughput

Figure 5.5 shows the comparison of Decryption
Throughput of RSA and RK-RSA algorithm with
different input data files. The bar chart clearly shows
that the RK-RSA algorithm has the highest
decryption Throughput as compared to the RSA
algorithm. The results are detailed as given in the
Table 5.4.

Decryption Throughput
04 T T

03

Time (Secs)

0.25¢---

0.2

RSA RKRSA
Algorithms

Figure 5.5. Comparison of Decryption
Throughput
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Table 5.4. Comparison of RSA and RK-RSA Algorithm

Input Size | RSA RK_RSA

in Bytes ET DT EXT ET DT EXT

226 0.602258 0.560304 0.573907 0.613445 0.564343 0.565474
252 0.744034 0.693223 0.694055 0.712629 0.694658 0.695677
253 0.723753 0.782367 0.783417 0.712525 0.672388 0.673372
263 0.782120 0.775782 0.776696 0.773362 0.717334 0.718339
268 0.791476 0.764340 0.765315 0.790323 0.731002 0.731968
270 0.805340 0.769396 0.772589 0.799510 0.752547 0.753626
279 0.866912 0.834860 0.836048 0.871408 0.811948 0.812941
280 0.834226 0.809466 0.810452 0.847019 0.803145 0.804144
282 0.862093 0.794328 0.795308 0.837777 0.785748 0.786582
289 0.871534 0.824921 0.826452 0.858908 0.815846 0.817084
Average 0.7883746 0.7608987 0.7634239 0.7816906 0.7348959 0.7359207
Throughput | 0.337656743 | 0.349849461 | 0.348692253 | 0.340543944 | 0.362228174 | 0.361723756
(KB/Secs)

5.6 Execution Throughput

Figure 5.6 shows the comparison of Execution
Throughput of RSA and RK-RSA algorithm with
different input data files. The RK-RSA algorithm
has the highest execution Throughput when
compared to the RSA algorithm. The results are
detailed as given in Table 5.4.

Execution Throughput
0.38

)
034 -
032}

0.3}

028 ---

Time (Secs)

026 - ---- -
0.24 [---

022f---

02

RSA

RKRSA
Algorithms

Figure 5.6. Comparison of Execution Throughput
5.7 Power Consumption

From the above findings it is clearly proved that the
power consumption will be the least for RK-RSA
algorithm which has the highest Execution Throughput
when compared to the RSA algorithm.
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5.8 Avalanche Effect

When a modification in one bit of the original text
or one bit of the key schedule techniques is changed
there occurs changes in many bits of the cipher text
and that is called Avalanche effect. Thus higher the
Avalanche value, higher will be the security.

Figure 5.7 shows the evaluation of Avalanche effect
of RSA and RK-RSA algorithm with different input
data files. The bar chart clearly shows that the RSA
algorithm has the lowest Avalanche effect when
compared to the RK-RSA algorithm. The results are
detailed in Table 5.5.

Avalanche Effect
60

BO |-~ gl - oo s s nnnmonnnsooe oo .

A0 - oo .

Time (msecs)
[¥%)
[ =]

RSA RKRSA

Algorithms

Figure 5.7. Comparison of Avalanche effect
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Table 5.5. Comparison of Avalanche Effect

Encryption Avalanche
Technique Effect
RSA 50
RK_RSA 56

VI. CONCLUSION

RK-RSA has the better performance compared to
the RSA algorithm. Firstly, it consumes less time
compared to the RSA algorithm. Secondly, the
Throughput is higher than the existing RSA
algorithm. Thirdly, high security metrics which are
the result of high Avalanche value. Further hybrid
techniques with RSA can be developed in future.
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