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Abstract: 

The authors of the article analyze the features of using of the smart contracts for 

civil circulation. Smart contracts are made up of a code that secures the parties' 

agreements, and therefore the rights and obligations related to the performance of 

the contract are already implemented in the smart contract, even before it is 

enforced. This ensures a higher degree of protection of the rights and interests of 

the parties to the contract with respect to traditional contracts. Despite certain 

problems with the use of smart contracts, which still remain relevant, including the 

conflict of jurisdiction in the conclusion of smart contracts by residents of different 

countries, the technical difficulties associated with the possible settlement of 
disputes that may arise from such contracts in courts, the lack of proper regulation 

of relationships related to the use of this technology, etc., smart contracts are an 

innovation that can over time completely replace traditional business contracts. 

Keywords: blockchain, internet technologies, smart contracts, legal regulation, IT 

sphere, computer program. 

 

I.  INTRODUCTION 

The concept of smart contracts dates back to 1994 and 

was introduced by Nick Szabo, who, as a programmer, 

cryptographer, and lawyer, wanted to come up with an 

innovative way to settle contractual relationships, which 

would be a contract, as an electronic protocol of an 

agreement aimed at automatically based on a fully 

deterministic model of contracting and executing a 

contract similar to a computer program. Nick Szabo 

determined the smart fulfillment of her conditions. 

However, at that time, the concept of smart contracts was 

not widespread, mainly due to the lack of technical 

feasibility of its implementation. 

In the future, some of the conceptual principles 

proposed by Nick Szabo were embodied in the so-called 

"Ricardian contracts", which are considered to be a 

continuation of the development of the concept of smart 

contracts. However, in the Ricardian contracts, this 

concept has been interpreted somewhat differently and 

aimed exclusively at meeting the needs of the financial 

sector, which is why it has not become widespread. In 

this regard, the concept of smart contracts has long been 

neglected by the general public for a long time. 

Today there is no established definition of the term 

"smart contract". Even programmers are still debating 

what should be understood by this term. 

The first definition of the term "smart contract" was 

given by the creator of their concept Nick Szabo, who 

gave the term the following definition: "Smart contract is 

an electronic protocol of the agreement aimed at the 

automatic fulfillment of its terms" (Szabo, 1997). 

II.  METHODOLOGY 

During the writing of the article, different methods of 

scientific research were used. Among them, there can be 

distinguished the methods of analysis and synthesis. 

Thus, an analysis is a method of cognition, consisting 

of logical techniques of the theoretical or empirical 

division of a research subject into its elements, properties, 

and relations. This method allowed us to identify the 

imperfection of the current legislation in the area of smart 

contracts use and to determine the ways of its 

reformation. 

Moreover, the synthesis is a method of cognition, 

consisting of logical techniques of theoretical or 

empirical connection of selected elements of an object 

into a whole (or into a system). This method has helped 

the authors of the article to summarize information 

regarding the use of smart contracts and to propose the 

improvement of legal regulation of the mentioned 

relations. 
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III.  ANALYSIS OF RECENT RESEARCH 

Nowadays, authors from different fields of scientific 

search turn their views on the study of smart contracts. In 

this case, the authors of the article were interested in the 

study of smart contracts in terms of computer science and 

law, because it is these sciences that allow the 

implementation of many innovations that are emerging 

more and more. 

So, Stark D. believes that the term "smart contract" 

refers to the use of computer code in the form of a 

programming language, such as JavaScript or HTML, to 

formulate, validate and execute an agreement between the 

parties, which in effect becomes equivalent to a contract 

written in the natural human language. In doing so, a 

reasonable contract is "executed" by the computer, 

subject to the terms of the agreement. 

Moreover, in a paper dealing with cross-border 

aspects, Khurani S. believes that smart contracts are 

program codes that embed contract terms and operate on 

the network, leading to partial or full automated self-

fulfillment of the contract. 

Furthermore, smart contracts by M. Raskin are 

agreements that are executed automatically by computer 

programs that have control over physical or digital 

objects, which are implemented without human influence 

and in court. 

However, the most relevant one seems to be the 

definition proposed by British scientist Bashir Imran, 

who defined the term "smart contract" as follows: "A 

smart contract is an immutable, secure and irresponsible 

computer program that reflects an automatically executed 

agreement and operates in a distributed decentralized 

block chain network. This definition of the smart contract 

is the most widespread in the legal and specialized 

technical literature, so it is worth considering it in the 

future (Grigg, 2003). 

Based on the above definition, it can be said that 

essentially the two basic properties of smart contracts that 

characterize their essence are their immutability and 

automatic execution, which need to be considered in 

more detail. 

In addition, well-known scientists and young scientists 

in Ukraine are beginning to explore the topic of smart 

contracts in Ukraine (Kharytonov, Kharytonova, 

Kharytonova, Kolodin, &Tolmachevska, 2019). 

Moreover, Maren K. Woebbeking(2019) studied the 

impact of smart contracts on traditional concepts of 

contract law. Also, Tulsidas(2018) and Ting (2017)paid 

attention to the legal perspective of the smart contracts. 

However, many problems of legal regulation of 

relations regarding the use of smart contracts remain out 

of the limelight of researchers. For example, more 

detailed research requires the issue of liability for breach 

of obligations under smart contracts. 

IV.  RESULTS AND DISCUSSION 

Information society plays an important role in 

information and communication technologies that allow 

collecting, processing, receiving and transmitting 

information at the local, national and international levels 

(Kharytonov, Kharytonova, Tolmachevska, Fasii, & 

Tkalych, 2019).  

The latest information technologies are changing 

almost all spheres of public life. The world community is 

only beginning to realize the real and potential nuances of 

the influence of fully automated systems on the vital 

areas of social relations, on the growth of ethical, social 

and legal problems associated with this trend (Kolodin, 

Telychko, Rekun, Tkalych, &Yamkovyi, 2020). 

Unlike traditional contracts, which depend on the 

independent actions of the parties, it can be argued that 

smart contracts are capable of fulfilling (or at least 

partially fulfilling) contractual arrangements by computer 

without direct intervention by the parties. Smart contracts 

are made up of a code that secures the parties' 

agreements, and therefore the rights and obligations 

related to the performance of the contract are already 

implemented in the smart contract, even before it is 

enforced. These coded agreements can be regarded as 

terms and their associated consequences, for example, if 

conditions A and B coincide, the effect of B will be 

executed automatically by the smart contract. Smart 

contracts, unlike traditional contracts, act as autonomous 

agents that operate entirely on block chain and "eliminate 

a person from the accomplishment cycle." Therefore, 

block chain smart contracts are self-executing, based 

solely on the instructions implemented in its code. In the 

context of this, a smart contract can independently verify 

the fulfillment of the terms of the contract, if the pre-

designed criteria are the same (Hu, Liyanage, Manzoor, 

&Thilakarathna, 2019). 

Moreover, it is important to understand that a smart 

contract is different from a traditional computer-based 

contract, such as automated bank transfer. Most people 

today use online banking and set up several automated 
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bank transfers to other people, meaning they don't have to 

contact the bank every time they want to make a 

payment. A simple example is the payment of monthly 

lease payments: in the event of a stipulated date at the end 

of the month, the bank automatically transfers the 

predetermined amount to the lessor on behalf of the 

tenant. However, the final choice regarding the transfer of 

a predetermined amount remains within the "sphere of 

influence" of the bank or tenant, because the tenant or 

bank may intervene, suspend or change the payment at 

any time. Smart contracts, on the contrary, are executed 

automatically, without the possibility of third-party 

intervention and the risk of counterfeiting. In essence, a 

smart contract code will simply perform a transfer if an 

automated transfer has been implemented into a smart 

contract, making the third-party intervention unnecessary 

and impossible. Accordingly, the automated nature of 

self-fulfillment of rights and obligations is the basis for 

making smart contracts actually "smart" (Kukman, 

Jakomin, Kranjc, Mele, Mavsar, Dragar, Zibrat, &Vlacic, 

2018).  

It should be noted that avoiding third-party 

intervention is seen as a great benefit of using smart 

contracts. Not only does this minimize the costs of third-

party involvement, but it also makes the smart contract 

less dependent on their intervention. Therefore, a smart 

contract is less dependent on the will of third parties. 

While revealing the characteristics of the automatic 

performance of smart contracts, it should be emphasized 

that it occurs only in the presence of coincidence of 

predefined conditions. In this regard, it seems appropriate 

to clarify exactly how smart contracts receive information 

about the occurrence of certain circumstances, which is 

necessary for the implementation of the program 

instructions contained therein. 

Therefore, obtaining the smart contract with the 

necessary information depends on such fundamental 

elements of their ecosystem as oracles (oracle). Oracle is 

an interface that delivers data from an external source to 

smart contracts. 

Depending on the industry and requirements, oracles 

can deliver different types of data, from weather reports, 

real-world news, and corporate data to data coming from 

the Internet of Things (IoT) devices. Oracle is a trusted 

"person" who uses a secure channel to transmit smart 

contract data (McDermott, Nagle, Horowitz, & Johnson, 

2017). 

The oracles are also capable of digitally authenticating 

their source. Smart contracts can "subscribe" to an oracle 

and either extract or download data from an oracle 

independently. 

For smart contract developers, it may be appropriate to 

accept oracle data provided by large, trusted third parties 

with a good reputation, but in this case, there remains the 

problem of centralization. These types of oracles can be 

called standard or simple oracles. For example, a data 

source may come from a reliable hydrometer or airport 

information system that reports flight delays. 

Another concept that can be used to assure the 

reliability of data provided by Oracle to a third party is to 

obtain data from multiple sources; even users or members 

of a particular community who have access and are aware 

of some of the data can provide the data they need. This 

data can then be verified, so if a significant amount of the 

same information was provided from multiple sources, 

then there is a high chance that the data is correct and can 

be trusted (Clack, 2018). 

Another type of oracle that has inevitably emerged 

from the requirements of decentralization is called a 

decentralized oracle. These types of oracles can be 

constructed based on some distributed mechanisms. It can 

also be assumed that the oracles themselves can find a 

data source from another block chain that is managed by 

a distributed consensus, thus ensuring the reliability of 

the data. For example, one institution running its private 

block chain may publish its data through an oracle, which 

can then be consumed by other block chains. 

The researchers also introduced another oracle 

hardware concept that requires real data from physical 

devices. For example, this can be used in telemetry and 

the Internet of Things (IoT). However, this approach 

requires a mechanism in which hardware devices are 

tamper-proof. This can be achieved by providing 

cryptographic evidence (integrity) of the data of the 

Internet of Things (IoT) device and a counterfeit 

mechanism on such a device (IoT), rendering it unusable 

in the event of damage. 

Currently, platforms are available that allow the smart 

contract to receive external data via the oracle. There are 

different methods that Oracle uses to write data to a block 

chain, depending on the type of block chain used. For 

example, in a Bitcoin block chain, an oracle can write 

data to a particular transaction, and a smart contract can 

control that transaction in a block chain and read data. 

Various online services such as http://www.oraclize.it/ 

and https://www.realitykeys.com/ are available to provide 
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oracle services. Another service is available at 

https://smartcontract.com/, which provides external data 

and the ability to make payments using smart contracts 

(Tredgett, R., Blizzard, K., Schultz, E., Smith, H., Post, 

C., Datoo, A., Devulder, S., Streiner, J., Jho, H., Fey, K., 

Chin., D., Mckeever, D., Farrell, Smith, A., Lewis, P., 

Hay, R., Lawless, J., Bleiberg, S., Maly, V., Franks, D., 

Rozovsky, J., Larsen, K., &Vivies, C.-E. de. (2019).  

All of these services are designed to enable the smart 

contract to receive the data they need to execute and 

make decisions. Mechanisms such as TLSnotary that 

confirm the relationship between the data source and the 

Oracle can be used to validate the data obtained by 

Oracle from external sources. This ensures that the data 

returned to the smart contract is obtained directly from 

their source (more details on TLSnotary can be found at 

https://tlsnotary.org/). 

We should also mention the idea of the so-called 

"smart oracle", which was proposed by the laboratories of 

Ripple (codius). Smart oracles are objects similar to 

oracles, but with the added ability to execute a contract 

code. The smart oracles offered by Codius work with 

Google Native Client, which is an isolated environment 

for running unreliable code. 

 In addition to their self-fulfilling nature, smart 

contracts also differ from traditional contracts in their 

immutability. Since smart contracts are embodied in 

block chain programming language, it can be said that in 

the future they are difficult or unchanged (unilaterally) by 

the parties themselves. The smart contract code defines 

the operation and result of the contract throughout the 

duration of the smart contract cycle, which means that the 

existing arrangements in the smart contracts cannot be 

interpreted or otherwise influenced by external factors or 

the will of third parties (Çiftçi, &Aksel, 2017). 

The binary construction of a smart contract code 

prevents it from being interpreted based on the content or 

circumstances of the contract. Therefore, the parties to 

the contract should record the content and circumstances 

of the agreement at the time of drawing up the smart 

contract. Although it can be argued that most traditional 

agreements also require these aspects to be taken into 

account at the time of drafting, their content or the 

circumstances of the conclusion may then be established 

by a court. Besides, the content and circumstances of the 

contract are in most cases decisive for the judge in the 

decision-making process. 

The above-mentioned invariability can best be 

described from the Sabo vending machine. If someone 

wants to buy merchandise from a vending machine and 

insert a coin into the hole and press the button indicating 

the desired item, the seller does not need to intervene to 

verify that the transaction has been completed. The 

transaction must be autonomous and the seller should not 

be allowed to further intervene in it ("protection against 

unauthorized interference"). 

The same principle can also be embodied in a Bitcoin 

transaction: if a person confirms a valid Bitcoin transfer 

instruction, the transaction is automatically recorded in 

the Bitcoin block chain, which will not be modified until 

the next valid transaction is credited to it. 

According to the smart contract, you must have the 

ability to certify the execution in a way that depends on 

the completion of the autonomous technological process 

("if ... then") to have the property of protecting execution 

against third-party interference, such as vending machine 

and Bitcoin transaction. The definition of "protection 

against unauthorized interference" concerning smart 

contracts is understood to mean that the possibility of 

executing a smart contract may not necessarily be that it 

may be enforced by a court, but in the alternative sense of 

"enforcement" that may be embodied through an 

autonomous process that cannot be unilaterally 

intervened by the parties once it has been initiated 

(Cohen, Jacobs, Roszak, &Regan, 2016). 

V.  CONCLUSIONS 

1. The use of smart contracts has many advantages 

over conventional written contracts, which is due 

primarily to their basic properties such as immutability 

and automatic execution. In particular, this reduces the 

risks associated with the conclusion and execution of the 

contract, reduces the corresponding costs, and provides a 

higher degree of protection of the parties to the contract. 

However, the expediency of completely replacing smart 

contacts with traditional ways of contracting is still an 

open and rather debatable issue, given the shortcomings 

of this mechanism. 

2. Today, smart contracts are becoming an integral 

part of people's daily lives and are increasingly 

intertwined with those traditional contractual 

arrangements that govern various types of social 

relations. As of now, smart contracts have been most 

heavily influenced by international maritime freight and 

insurance contracts, as evidenced by the many successful 

projects in these areas, such as CargoX, CargoCoin, 
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fizzy, Etherisk and PolicyPal Network. However, the 

practice of furthering smart contracts and other types of 

contracts is quite expected, given their many benefits that 

cannot be overlooked. Therefore, we can conclude that in 

the near future, the prospects of modernization of various 

contractual legal institutions will increase, driven by the 

rapid development of innovative technologies such as 

block chain and smart contracts. 

3. It is indispensable to develop special legal rules 

regarding smart contracts in Ukrainian legislation. 

However, there are many difficulties to date for the legal 

implementation of smart contracts in the regulatory 

framework. These difficulties are both technological and 

legal in nature. In particular, the main ones are the 

technical limitations inherent in smart contracts in the 

current state of development of this technology. There are 

also several difficulties associated with the conversion of 

certain legal concepts into program code, in the 

development of smart contracts, which in turn can lead to 

inaccurate expression of intentions of the parties to the 

contract. Besides, it seems problematic to come up with 

an appropriate legislative definition of the term "smart 

contract", since even in the professional sphere of its use; 

there is no unambiguous opinion in this regard. There are 

also problematic issues regarding the resolution of 

disputes that could potentially arise from smart contracts, 

which, for the most part, relate to determining the 

jurisdiction of the court to which the dispute will be 

litigated. Undoubtedly, the implementation of legislative 

regulation at the national level alone seems to be 

insufficient, since smart contracts, for the most part, give 

rise to private legal relations with a foreign element, and 

therefore also require the improvement of relevant 

conflict-of-law rules that must take place at the 

international level. However, it should be noted that all 

these difficulties can be overcome in the future, and 

therefore their presence is not a critical impediment to the 

further implementation of the relevant legislation on 

smart contracts. 
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