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Abstract:

Cloud computing-based as a data storage system is one of the most widely used systems
in government organizations. However, the most problem in this system is the issue of
data security. Based on the literature studies, blockchain technology can be used as a
data storage system with a higher level of security compared to the cloud computing
system. This paper reviews twenty-four studies around the world which had identified
the weakness of cloud storage systems, also the characteristics and advantages of
blockchain technology. The purposes of this paper are to identify and communicate the
research gap in the previous literature. To achieve that purpose, the author has conducted
a comprehensive literature review. The twenty-four articles were reviewed in five
discussion topics: data storage system base on cloud computing, security in data storage
systems, blockchain and the characteristics, blockchain as a base data storage system,
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and utilization of blockchain technology.
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I. INTRODUCTION

Cybersecurity or information technology security
involves protecting and minimizing disruption of
aspects of confidentiality, integrity, and availability
[1] of information assets including the use, storage or
transmission of information through the application
of policies, education, and technology [2].

Cybersecurity threats also occur in government

organizations. According to data from the IBM
X-Force Threat Intelligence Index 2019, Government
Organizations are ranked seventh for the industry
with the greatest cybersecurity threat (8%).
Violations that occur include the use, sale, and
transmission of information, primarily for economic
and political gain.
Government organizations manage a lot of
confidential critical data and information. To
safeguard data and information from all threats, a
data and information storage system are needed that
is qualified in terms of security, access, and provision
of information quickly and accurately.

Security in sharing data is vulnerable to
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cyber-attacks. Existing data is increasing every year,
so it is important to pay attention to aspects of
infrastructure, confidentiality storage, and security of
data stored and the integration of old data in larger
storage media [5].

In traditional database systems such as cloud
storage, data control is centralized so that it does not
guarantee the confidentiality, integrity, and
authenticity of the data. This requires distributed
data storage technology that can guarantee the
authenticity, confidentiality, and integrity of data [6].

Based on the 2018 Cloud Readiness Index (CRI),
the results of the 2018 Asia Cloud Computing
Association research, Indonesia ranks 11th with a
total value of 49.4 out of 100 when compared to
countries in the Asia Pacific region for the growth of
cloud computing-based storage media [3].

Indonesia should prioritize initiatives to improve
cloud computing infrastructure such as by increasing
broadband speeds and providing more reliable
electricity.

Also, despite experiencing the addition of data
center infrastructure every year but it is not

1131



"TIEIST

Engineering & Management

significant enough to meet the needs of cloud
computing in Indonesia, especially for government
organizations. Confidential documents owned by the
Government of Indonesia require data centers that
must be managed by the Government themselves and
require a long time and high costs in its development
[4].

Cloud computing-based data storage systems have
several risks including low levels of system security;
data loss due to entity damage; lost data due to
deletion by unauthorized persons; lost access due to
entity closure/damage; lost access because there is no
internet connection; lost access due to OS
configuration  problems; and changes or
modifications to the data due to the absence of
non-transparent transaction and transaction logs.

Blockchain technology is a technology that can be
used for distributed data storage because it is
peer-to-peer so that in the process data can be moved
from one user to another without involving third
parties, and all transactions are transparent and data
storage is guaranteed to be secure because it is
replicated throughout blockchain network [1].

This article presents information about the
deficiencies in the cloud storage system that can be
overcome with the advantages of the blockchain as a
base data storage system.

Il. RESEARCH OBJECTIVE

This paper presents a general overview of the
weakness in cloud storage systems, also the
characteristics and advantages of blockchain
technology from related articles. The objective of
this research is to identify and communicate the
research gaps in the literature. The articles will be
discussed in five discussion topics: data storage
system based on cloud computing, security in data
storage systems, blockchain and the characteristics,
blockchain as a base data storage system, and
utilization of blockchain technology.

I1l. METHODOLOGY
In this paper, the researcher used a method of
analyzing  academic  articles  through the

meta-analysis classification system. That system had
been partially adapted in previous research. The
articles that are reviewed can be in the form of

Published by: The Mattingley Publishing Co., Inc.

May — June 2020
ISSN: 0193-4120 Page No. 1131 - 1138

journal articles and conference papers that are related
to the weakness in cloud storage systems, also the
characteristics and advantages of blockchain
technology. The researcher used 24 articles as
objects to be reviewed. Data are collected from the
articles will be divided into six discussion topics.

IV. RESULT AND FINDINGS

A. Cloud Computing Based Data Storage System

According to [7] based on its database (database)
the data storage system can be classified into
centralized, and decentralized. @ A centralized
database is a system that organizes all data in a single
node. This system is easy to manage but has low
reliability and availability [8]. An example of a
centralized database is cloud storage.

Whereas in a decentralized database several
computers that are scattered in several locations are
connected and each computer can do similar
processing independently and can interact with each
other in data exchange. An example of a
decentralized database is blockchain [8].

Cloud storage is a data storage service system that
is integrated and synchronized via the internet and
can be accessed using various platforms (OSX, iOS,
Windows, Windows Mobile, Android, Linux, etc.)
[9].

Cloud storage is a technology developed from
cloud computing, which is a computing model with
resources such as processor/computing power,
network storage, and software being abstracted as
services on the internet network with remote access
patterns [10].
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Figure 2 1 Centralized Database (left) and
Decentralized Database (right)
Source: Olnes, Ubacht, dan Janssen, (2017)

There are many advantages possessed by Cloud
storage when compared to traditional data storage
including ease of access anytime and anywhere with
an internet network [11] and file sharing [9] no need
to buy storage devices but only enough to pay for as
much storage as used [12], allows users to access
various other applications directly [13].

However, cloud storage also has several
shortcomings, including the possibility of hacking,
data security is not guaranteed entirely by service
providers, expensive for everyday use [13].

The threat of data security in cloud computing is
also conveyed by [14] in his research. Cloud
computing systems should be able to provide
certainty of integrity, confidentiality, privacy and
data availability.

[12] summarizes some of the shortcomings of
cloud storage, namely:

1. Immaturity. Vendors have to re-find solutions to
resolving incompatibilities with data storage
online, and that has created difficulties for the
organization.

2. Price and Reliability. Users must calculate the
effectiveness of the cost of hosting and
maintaining data by the cloud.

3. Security. There is a possibility that data can be
stolen or viewed by unauthorized persons.

4. Bandwidth limitation. If the bandwidth is not as
fast as the user needs, the solution won’t match.

5. Network distance (Latency). The amount of
temporal delay in propagation and transmission
packets in the network will affect cloud storage
systems.

Besides, according to [13] caution is needed in
moving documents to cloud storage because it will
move permanently from the original folder to the
location of cloud storage. Do a copy-paste if you
want the document to remain in the original folder
and cloud storage. Cloud storage also has a specific
bandwidth limit, if it exceeds the limit there will be a
significant increase in costs; can't access data without
an internet connection.
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In cloud storage, if you want to manipulate files
locally through several devices, you need to
download the service on all devices. The main
problem with cloud storage is the problem with the
security and privacy of data that is stored remotely
[15].

B. Security in Data Storage System

[12] revealed that cloud storage is a service that has
many shortcomings, but this is not a consideration for
users for economic reasons and flexibility.
Furthermore, users will lose control from the security
side, and there are concerns that data is accessed by
unauthorized persons.

Overall, data security covers three aspects namely
confidentiality, integrity, and availability [13]:

 Confidentiality:  protection of data and
information from disclosure to unauthorized persons.

* Integrity: protection of data and information
from being modified by unauthorized persons.

« Availability: data access whenever needed by an
authorized person.

Security in a data storage system is one aspect of an
Information Security Management System (ISMS).
Information security includes the security of
documents, hardware, software, infrastructure and
buildings that protect it [16]. In the ISMS, the term
information refers to information in the form of
documents and data.

[16] mentions several aspects of information
security including:

1. Privacy. Information collected, used and stored
by the organization is used only for certain
purposes, specifically for the data owner. Privacy
guarantees the security of data for the owner of
information from others.

2. ldentification. The first step that must be met to
obtain access rights to information that is secured,
for example by using a username.

3. Authentication. The system can prove that a user
is indeed a person who has the claimed identity.

4. Authorization.  Guarantee that users have
received specific and clear authorization to
access, change or delete content and information.

5. Accountability. The system can present data on
all activities to the information that has been
done, and who is doing the activity.

Meanwhile, according to ISO/IEC 27002, 2005
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documents related to 1ISO 27001 documents, there are
seven aspects of information, namely confidentiality,
integrity, availability, authenticity, accountability,
non-repudiation, and reliability. Whereas
information security aspects include confidentiality,
integrity, and availability (CIA).

1. Confidentiality. Certain information guarantees
can only be accessed by people who have the
right to access them.

2. Integrity. Guaranteed completeness of
information and guard against corruption,
damage and other threats that cause the
information to change from the original
information.

3. Auvailability. Guaranteed information can be
accessed by users at any time, without
interference and not in a format that cannot be
used.

Security in systems and applications is also one of
the four foundations for developing a national
strategy for developing cyber-security in Indonesia
[17].

C. Blockchain and the Characteristics of
Blockchain

Blockchain, a peer-to-peer network technology [1]
originally introduced by Satoshi Nakamoto in 2008
as part of bitcoin - a virtual currency system.

As an innovation, blockchain exists to store various
data and information, including financial transactions
[18]. Blockchain is a database in the form of records
or ledgers of all digital transactions spread across all
system users [19].

Blockchain is a decentralized application, without
centralized authority, without controlling entities
[20], and eternal [21]. Blockchain consists of a group
of nodes, where each node has the same data
replication [21].

Blockchain has several characteristics, namely:

1. Decentralization. As a scattered database, each
part of the blockchain has access to the entire
database with complete history, and each part
can verify transaction records directly without
contact [22], and without authentication by a
central agent [23] to avoid one party taking full
control against the network [24]. In this way,
blockchain can significantly reduce server
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costs (including development costs and
operating costs) and reduce performance
bottlenecks on a central server [23].
Peer-to-peer transmission. With blockchain,
data can be moved without a third party.
Communication takes place directly without
going through the central node. Each node
stores and forwards information to all other
nodes [25].

Transparency through encryption. Each
transaction can be seen by all users, and the
blockchain will authenticate user data in
real-time before the transaction is ratified
(Bank Indonesia Working Paper, 2017 in
Adinigsih 2019). Each node in the blockchain
is unique to more than 30 identified
alphanumeric characters. Users can choose to
remain anonymous or provide proof of identity
to others [22].

Data recording permanently. Transactions in a
blockchain are always updated and their history
cannot be changed or deleted because it is
linked to every transaction record [25]. Each
entity can review the information stored, but
changes to the database can only be
implemented by reaching consensus [26].
Secure. Blockchain is technology without the
influence or involvement of middle people.
Also, a consensus mechanism is needed to
validate transactions, and authentic
transactions are placed in blocks containing
timestamps and hashes from the previous block
[24]. So forgery can be detected easily [23].
Also, some sources say because the data is
spread on various parties, blockchain is a
technology that is safe in the event of a
cyberattack, compared to old technology that
only uses one party in storing data and
information [18].

Digital programming based. Blockchain
transactions are bound by computational and
programmed logic [22].

Traceability. The ability to trace and track
previous transactions iteratively [24].

. Anonymity. Each user can interact with the

blockchain network, to avoid exposing the
user’s identity it can generate many addresses.
User personal information is not stored by the
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central party [23]. In terms of data analysis, transactions on the
9. Permanent. Data in the blockchain cannot be blockchain can be used for analysis. For example, by
changed or deleted. Permanence works in total  extracting trading pattern data, users can predict the
based on consensus [24]. behavior of their potential partners with analysis.
Based on the results of his research [28] showing
the potential benefits of blockchain which are
summarized from various literature and displayed in
the following table:

D. Blockchain Types

[24] divides blockchain into three types, namely
public  blockchain, private blockchain, and

consortium blockchain. Benefit [ Explanation
1. A public blockchain is a blockchain that allows Strategy
all nodes to access data. For example Bitcoin and Transparency Transaction history remains
lite coins. All cryptocurrencies run a common visible and each node hasa
. complete picture of transactions.
blockchain [27].
2. Private Blockchain. Pre-registration, invitation Avoiding fraud and Illegal changes are difficult
or validation by the central authority is required, manipulation because the information is stored
: oo in lots of distributed ledger.
meaning only those who have permission.
Genera”Y used o n Intra-company  or Reducing corruption Storage in the blockchain
inter-business solutions [27]. prevents corruption because data
3. Blockchain Consortium.  Blockchain is not is difficult to manipulate.
controlled by a single authority, but rather by a —
.- . Organization
group _Of gpprov_ed aUthor_meS' Blockchain Increase trust Verification of data with
consortium is semi-decentralized. multiple nodes and unchanging
recording improves data control.
- - e o Transparent and Able to track transaction history
= = & auditable and make audit trails.
- - & = =
2 Improve predictive Information history availability
= = = - m capability improve predictive ability.
Figur Public blockeh Figure i: Pr blockchain
= = O Increase control Need for agreement to add
N\ transactions increases control.
& B - Clarity of ownership Governance needs to be clearly
o O : defined and how information can
be changed.
I ( sortium blockchain Economy
Reducing costs The cost of validating
transactions can be reduced
] ) because it does not involve
Figure IV-1 Blockchain Types humans.

Source: (Lin & Chun Liao, 2017) Increased resistance to | Higher levels of resilience and
spam and DDOS security reduce the cost of attack
attacks prevention.

F. Blockchain as the Base of Data Storage System _ _ Information _
[23] emphasized that Blockchain can function as | D@ integrity and Information stored according to
) improvement in data what is represented in reality is
data management as We-” as data analySIS AS da.ta qua“ty due to the need for consensus
management, blockchain can be used to store and its distributed nature. This
important data because it is distributed and secure. results in higher data quality.
Besides, bIockchaln_ can_also ensure data a_uthentlmty. Reducing human errors | Transactions and controls
For example_ for pat_lent_ mformauon data, it cannot be automatically reduce human
tampered with and is difficult to steal. errors
Access to information | Information is stored in many
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Benefit Explanation

places which can increase
convenience

access and access speed.

User privacy can be anonymous
by providing an encryption key
or access, to prevent others from
seeing the information.

Data is stored in many places.
The consensus mechanism
ensures that information can
only be changed when all parties
concerned agree.

Technology

Resilient against crime

Because data is stored in many
databases using encryption, it is
more difficult to manipulate.
The possibility of hacking at the
same time is very small.

After data are written to the
blockchain, it is difficult to
change or delete it.

Network energy consumption is
reduced by increasing efficiency
and transaction mechanisms.

Privacy

Reliability

Resilience
Security

Persistence and
irreversibility

Reducing energy
consumption

Source: Svein @lnes, Jolien Ubacht, dan Marijn
Janssen, (2017)

The potential benefits of the blockchain can be a
solution to the problem of data storage systems,
including the low level of system security, the risk of
data loss due to damage, the risk of loss of access due
to closure/damage to the entity, the risk of data
changes due to the absence of activity logs and
non-transparent transactions.

The use of blockchain  will increase

decentralization, data integrity, and transparency -
along with increased efficiency and reduced
operational costs.
Blockchain maximizes the efficiency of institutional
performance Blockchain systems and smart contracts
can be used to automate tasks and workflows, which
can significantly reduce the time and money spent in
the bureaucratic process.

In addition to reducing expenses which is very
practical, this will also help to strengthen the trust
and satisfaction of the community. More efficiency
and reduced costs are likely to increase levels of
government revenue highly. By cutting operational
costs, the government can invest in other areas such
as education, safety, and public health.

Blockchain is a revolution in the management
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process that can be a solution related to
interoperability, trust, and transparency in a network
or system. Under its function, blockchain is a
distributed ledger of assets and transaction storage
[29].

Based on the results of research Sibarani,
Pramukantoro, and Bakhtiar, 2019 blockchain can
know if there is data manipulation and can restore the
initial state of the data as before and can maintain the
integrity of the data that has been stored.

Documents in the blockchain database are less
likely to be hacked or falsified because the system
runs without a third party and there is algorithmic
automation. Besides, with the database being split
into hundreds of millions of servers, ensuring
agreement automation, data is recorded in a
transparent system so that the truth can be checked.

Blockchain can increase network efficiency results
and increase network security [25].

G. The Utilization of Blockchain Technology in

Government Organizations

Blockchain technology has attracted many
stakeholders and has been applied in various sectors
such as financial services and shipping [27], health,
utilities, housing, government [20], banking, and
public services [25], 10T, and education [24].

[29] in his research results revealed that blockchain
technology can be used in government voting
systems as practiced by the Danish Government.
With the anonymity of voters, the record of the
results of the vote will not change.

Also, it is still under research [29], conveyed that
the blockchain is also applied by the government for
food safety by using an application that connects
farmers with markets to ensure food safety and
quality.

The results of his research, [24] emphasized that
the blockchain with its decentralized characteristics,
transparency, and smart contracts can improve
governance problems such as data privacy, food
security, and elections.

Blockchain technology has been applied to many
government organizations. For example in Estonia,
blockchain is used in the Government Database
System, medical records, civil/population
registration (birth certificates and population
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education data). The Dubai government began in
2020 claiming all government systems will be based
on blockchain.  The United States uses the
blockchain for the financial system. Other uses in the
agrarian sector are land registration, banking,
insurance, IT, food, and logistics.

The use of blockchain technology in Indonesia
based on the literature includes blockchain research
as a basis for e-voting, with the advantages of
blockchain  which are anonymity, autonomy,
confidentiality, transparency, distribution, and
auditing are expected to be able to make elections go
better according to the principle of direct, general,
free, confidential, honest and fair [30].

[31] in his research on Blockchain as an
e-commerce base in Indonesia emphasized that
blockchain has the potential to resolve the challenges
of fraud, commission fees, limited contacts and
misuse of personal data in e-commerce by increasing
security and transparency through the application of
cryptocurrency in payments and smart contracts. As
a result, he proposed blockchain technology as an
architecture and e-commerce platform system in
Indonesia.

V. CONCLUSION

This paper discusses twenty-four articles related to
the weaknesses of cloud storage systems and the
advantages of blockchain technology for data storage
and data security. The twenty-four articles consisted
of research conducted from 2013 to 2019. The
following results are obtained from the literature
review regarding the six discussion topics.

1. For the Cloud Computing-based Data Storage
Systems, the main problem faced is a problem
with data security and privacy.

2. For the security in a Data Storage System, the
most important thing is confidentiality, integrity,
and availability.

3. The most dominant characteristic of blockchain
in a data storage system is decentralization, it can
record data permanently, safely, and
permanently.

4. As a Base Data Storage System, blockchain will
increase decentralization, data integrity, and
transparency.
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5. Blockchain  technology in  government
organizations is used for the Government
Database System, medical records,

civil/population registration (birth certificates
and population education data), financial
systems. Land registration systems, banking,
insurance, IT, food, and logistics, and e-voting.

VI. LIMITATION

This paper only discusses the literature review of
articles regarding the weaknesses of the cloud storage
systems and the advantages of blockchain technology
as the solution. The result of this paper shows the
state of the art of review articles. This paper does not
produce any results regarding the objectives or
objectives of each review article.
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