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Abstract

Data security for cloud mechanisms and identity is a new encryption
technique .In this technique we encrypt the data by using user personal
files such as name, emailid, phone number, date of birth etc. Even though
there are many encryption techniques the main uses of this one is it is
going to reduce the storage of data and hence authorisation time is going
to reduce. In this scheme there are three main parts .First one is user, the
user requests the data that is present in the cloud. Second one is Admin,
if the user is valid hegrants the permission and also he moniters every
request time to time and grants the permission .Third one is Data owner
he uploads the data. This scheme does doesn’t have the computational
overhead. Due to its uniqueness the efficiency is very high and reliable.
The sqgl database is connected in order to store the keys and data. If u
compare with diffehellman key exchange it provides more security and
decreases the access time .We also can use different types encryption and
decryption techniques like vinegar cipher, playfair cipher in order to
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encrypt the unique files.
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1. Introduction

Data security for cloud mechanisms and identity is a new
encryption technique to encrypt the data by unique data
of user .when ever user requests the data, The admin
checks whether the requested person is valid or not if the
request is valid .he sends the password to the users
registered mail .Then the user takes the password and
gets the data from the cloud .The encryption of data like
email id ,phone number ,name ,data of birth is done by
using different types of encryption techniques like
vinegar cipher, rsa algorithm, playfair cipher etc. This
encryption helps in generating unique key and these keys
can be used again and again for sending data .We can use
sgl server for storing the data in the database and these
database contains users personal files, keys. The
javascript is used to create the webpages of user,
dataowner and admin .This encryption and decryption
technique is done by three people .First one is user ,the
user requests the data that is present in the cloud .Second
one is Admin ,if the user is  valid he grants the
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permission and also he moniters every request time to
time and grants the permission .Third one is Data owner
he uploads the data. It provides high efficiency and there
by computational overhead decreases .If we want to
provide additional security to our files we can use extra
algorithms for security .With the help of cloud Data
owner can upload the data anytime he ever want .The
most interesting thing this the user gets the password to
his mail. so that he can access the data that is present in
the cloud. Local host plays an important role in sending
the password to the mail. All the things we have
discussed so far are done in the local host. This technique
is useful for getting unique keys for every encryption,
Unless having different keys for every time .For n
number of users it takes only n keys .it reduces storage
and hence access time reduces and performance
increases.

Public Key: It is a key that is known to everyone.
Private Key: It is a key that is known to only the person
who is using.

Plain Text: It is a text that is before encryption.

Cipher Text: It is a text that is after encryption.
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User Personal Files: These files may be phone number,
dob, email, name etc.

2. Literature Review

[1]K.REN et al suggested that data security is the most
important thing now a days. in order to secure our data
we need the algorithm that provides security .All these
algorithms that are proposed are have high complexity
and having high storage .if we use these algorithms for n
number of users we need 2n or n”2 number of keys .the
makes the databases full and the access time will be very
high .In order to overcome these problems we are having
new algorithm which provides high security with less
storage. In this we take using user personal files such as
name, emailid, phone number ,date of birth and encrypt
them using vineger or playfair cipher and then we gets the
encrypted key. In this technique for n number of users
only n keys are used. This makes it the more efficient
algorithm that is never before. it also provide low access
time due to the lesser number of keys .this makes the
algorithm to be more efficient..

[2]J.LI1 et al told that Cloud helps in accessing data
at anywhere and at anytime. In this algorithm we are
having three major parts First one is user ,the user
requests the data that is present in the cloud .Second one
is Admin ,if the user is  valid he grants the permission
and also he moniters every request time to time and
grants the permission .Third one is Data owner he
uploads the data. The uploaded data can be accessed
anywhere by the user if he requests the data. the admin
sends the key to the users mail. So that he can access the
data anywhere and at anytime. There are many
applications of this technique it is user friendly and it sis
understandable and it also provide good security. In order
to store the data we need sgl and for webpages we need
javascript. first the user needs to register .in this the keys
are very less this is because we are generating the keys by
using the users own personal data which is unique .The
cloud on the other hand stores all the data that is uploaded
by the owner and encrypts them. We use local host as a
server .these local host helps in sending mail to the user.
Many reallife applications use these technique. it is better
than differ hellman key exchange and if we need we can
provide additional security by using AES and Des etc.

3. Proposed system

In this system we have data owner, user and cloud
authority.

1. Data Owner:

The owner is the person that decides whether to upload
the data or not. He has the full knowledge of the uploaded
content, he uploads the data to the server. whenever some
user requests the data admin grants the permission and
gets the data. The money regarding the data will we gone
to the data owner account.

2. End User: The user first registers to the cloud account
and the request for the data.

Published by: The Mattingley Publishing Co., Inc.

March - April 2020
ISSN: 0193-4120 Page No. 11405 - 11407

3. Cloud Admin: The admin moniters all the data that is
uploaded in the cloud and then grants permission who
ever requests for the data if he is a valid person
Implementation Code: IT has three parts

They are owner, user, admin:

Admin: Admin controls the data and decide whether the
user is valid person or not.

Owner: owner encrypts the data and upload the content.
User: user can request the data and receive passcode in
mail

System Architecture: system architecture says that how
plain text is converted into cipher text by the ide
encryption .It also shows how the things will work
diagrammatically.
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4., Results

Whenever user requests for the data the admin verifies
the request and sends the key to the requested mail .He
then takes that key and access the data. we also have the
results for sizes of encryption, decryption keys etc

I
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5. Conclusion

The system that is proposed is totally based on providing
high security with unique identity of a person .This helps
in producing less number of keys and there by access
time and computational time is going to reduce
drastically. The most important thing is cloud which
provide access at any time and any place. The three
persons data owner, cloud, user plays a very important
role in providing security and good low computational
time.
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