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Abstract 

Network security is the process of avoiding unauthorized persons enters 

into the networks.  It consists of various policies to avoid unwanted 

users.  It is very difficult task.  It was handled by network experts only.  

It provides the access control in the current network system. It was 

controlled and managed by network administrator.  In companies are not 

use the security policy the companies confidential data is accessed by 

others.  Network security plays a very important role in various places.  

In hospitals patients medical records also take by some other unwanted 

persons without using security system.  Before transfer the data through 

transmission medium it is encrypted.   Encryption is the task of 

converting data into the unreadable form to any people using security 

algorithms.  Thos process of converting the unreadable form data to 

readable form is called decryption.  The data transferred with the public 

key and private from source to destination.  Public key is common for 

more than one persons but the private key is used by specific persons 

only.   In traditional networking system single key factor method is used 

for secure the data. This proposed system two factor key technique is 

used.  This system is more secure compared with existing security 

systems. In cloud computing the data stored in third party data storage 

area.  Here security concept categorized by two types: security issues 

related to cloud service provides and security issues related to users.  In 

this proposed system is used to provide the authentication system by 

using two factor methods in cloud computing environment. 
 

Keywords: Cloud Computing, Security, Algorithms, Pass word, Two 

Factors, Authentication. 
 

 

1. Introduction 

Now a day’s protecting our data SMS or our personal data is 

very important. Some ways to network secure is using 

strong encryption, using a secure WAP password, checking 

for rogue WI- FI access points, using VPN. Network 

security is the practice of preventing and protecting against 

unauthorized intrusion into corporate networks. As a 

philosophy it complements endpoint security with focuses 

on how those devices interact and on the connective tissue 

between them. Securing the network has became a dynamic 

art form with new dangerous are upcoming in software and 

also hardware. Default settings for any system are secure 

and make hackers alike. Network security is any activity 

designed to protect the use ability and integrity of the 

network. Effective network security manages access to the 

network. Organizations must make sure that their staff does 
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not send their sensitive in formations outside the network. 

Prevention of data can stop people from uploading 

forwarding or even printing artificial information in an 

unsafe manner. Emails gateways are the number one threat 

vector for a security breach. An email vector for a security 

application does not allow incoming attacks and control 

outboard messages to prevent the loss of sensitive data. 

Cybercriminals are increasingly targeting mobile devices 

and apps. Most of the enterprises offload some of their 

computing the needs. Most of the time this infrastructure 

acts as self contained networks which is either physical or 

virtual VM instance running together.  Various security 

concepts are applied during data transmission. In traditional 

systems the pass word authentication method was used.  

Most of the hackers easily break the static type of pass word.  

To overcome this problem this system provides the security 

using two factor methods.  This method is more secure than 

existing methods. 

Two-factor authentication (2FA) technique is called as 

s two-step verification or dual-factor authentication.  It is a 

security checking task.  In this system the user enters two 

various factors to proof their identity.  In authentication two 

factor concepts ensures a greater security than single factor 

security method. In this method add an extra layer for the 

authentication process.  So the hackers are not able hack the 

personal and confidential data. 

In this article organized as follows.  Section 2 deals 

with existing security systems.  Section 3 used to discuss 

about the proposed architecture and the flow of the security 

process.  Section 4 shows the various screen shorts of this 

proposed security system.  Finally section 5 concludes the 

proposed system. 

                  

2. Literature Survey 

K Anitha Kumari et al., says about the importance security 

in network systems. Now the development of 

communication technology increased day by day.  Currently 

data are transferred using 5G technology.   But security is 

the important key factor of data communication.  In 5G data 

transmission various types of security problems are occur.  

In this paper the authors says that end to end information 

security.  This end to end security system considers the 

various features of security systems like authentication, 

authorization, key generation and privacy policy. When 

using 5G protocols the security policies are needed. This 

system is tested depends on computing complexity, security 

resistance rate and security suspicious rate.  This proposed 

protocol is also executed for the network correctness using 

dictionary attacks and AVISPA tool [1]. 

Sam Kumar et al., explain about the importance of 

security in e Internet of Things (IoT). In this current 

scenario IoT is used to design smart building, smart devices, 

smart cities etc.  In these smart devices the various systems 

are communicated directly or indirectly.  In these systems 

the content of the messages are known already.  The real 

time data will be collected from these smart devices.  But 

achieving security in IoT devices is very tedious task.  In 

this article the authors proposed a new JEDI protocol used 

for IoT devices.  This JEDI system encodes the original 

message and transfer to the receiver.  In this protocol data 

are encrypted by using key concept.  This protocol was 

applied on the existing IoT devices and it provides the better 

result compared with existing approaches [2]. 

Rajesham Gajula et al., says that large amount of data 

stored on cloud server.   In cloud system contains various 

types of data are stored.  Important data from business 

organizations and sensitive type data from healthcare 

organizations are also stored on the cloud system. Varieties 

of security avoidance systems are already available. But 

now also cloud users have fear about their data.  Validation 

is playing a significant role in data security.  In this research 

the authors proposed a new security system using two key 

factor.  This method provides better security than other 

systems [3]. 

Marcos Portnoi et al., discussed about existing security 

systems.  In traditional a security system the user name and 

pass word was entered the system.  In this article the authors 

used two factors for authentication.  In this scheme attribute 

based encryption methods are used [4]. 

Stanislaw Jarecki et al., was presented two-factor 

authentication concept for security.  Here password and 

crypto devices are consider as the two factors of this 

proposed system.  This new concept provides better security 

with all level of components. This security model is an 

extension part of existing PAKE concept.  This proposed 

security concept was implemented and tested with real time 

data [5].  

Juan Lang et al. said in data transmission security keys 

are the most important factor.  These factors are used to save 

users data from middle man attacker. Here authors proposed 

a new security system.  These systems are easy to develop 

and easy to use and provides more secure against hackers. 

This security system was implemented on Google web site 

and used in several company web sites [6]. 

K. Mohan Kumar et al., explained about the importance 

of internet applications in our daily life.  All type of 

transactions are done by using various web applications. 

Now in this digital world everyone stores their personal 

details in web sites.   Every bank is used web applications of 

various type of transactions.  But the security systems are 

very less.  Due to this reason various types’ unwanted things 

are happened during various types of transactions. So 

security concept is very important in this current digital 

world. To avoid fraud during transactions one time 

password was generated. This OTP is inactive after a 

specified time.   In this study analyzed the various 

algorithms are used to generate OTP during transactions [7]. 
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Shirly Lee et al., describes the importance of cloud 

computing concepts.  This concept was widely used from 

individuals to large organizations also.  Cloud computing 

provides various features like virtual data storage, 

processors and different platforms.  The cloud resources are 

used through internet connection. But in this cloud 

computing concept does not provide the direct control to the 

users.  The users are communicated through third party 

people only.  The hackers are easily breaking the password 

authentication by using various techniques. Here the authors 

are proposed a new security concept called two factor 

authentications.  In this architecture implemented 

authorization task using public Key and mobile out-of-band 

(OOB) concept [8]. 

 

3. Proposed Method 

Our proposed system provided two factor security systems 

in cloud based system.   This architecture provides the 

security access to the users cloud services.  Initially 

password protection is used integrated with public and 

private key. Already registered users only access this 

system.  The following fig 1 demonstrates the proposed two 

factor authentication system. 

 
Figure 1: Two-Factor Authentication Framework 

 

This architecture is executed based upon the following 

stages. Initially the user provides his identify proof to the 

web server using password.  The cloud server verifies the 

password and provides the authentication in the second 

level.  After the password verification stage server transfer 

their authenticated server. If the password is incorrect the 

server provides the error message to the user. Depend upon 

the user’s request the authenticated server decode the 

information and generate one time password using NLM-

128 code generator. At the same time the users get the SMS 

from the server.  Then the user provides the OTP from their 

interface and submits to the server.  If the user provides the 

correct OTP the server allow for transactions. The following 

fig 2 shows the implementation diagram of proposed 

system.  

 
Figure 2: Implementation diagram of proposed system 

 

4. Results And Discussions 

This two factor security system provides more secure 

compare with existing security system.  The initial stage the 

user provides the user name and passes word from their 

application interface.  These authentication details are send 

to the cloud server.  If the user does not provide the proper 

authentication details the cloud server sent the error 

message.  Otherwise it accept the data to upload on the 

cloud server.  The data can be decrypted by using private 

key and public key.  The private is issued to more than one 

file.  But the private key is used by only one user. The 

following screen shots fig 3 shows the sample output of our 

proposed system. 

  

 
                         Figure 3: Two factor output 

https://www.researchgate.net/scientific-contributions/2024568833_Shirly_Lee
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5. Conclusion 

In this digital world most of organizations used the cloud 

computing concept.  The important and sensitive data also 

stored on the cloud server because of lack amount of 

resources.  In healthcare organizations used the cloud server 

for store patient’s sensitive data also.  Security service is 

important to make sure the users who are all using the cloud 

computing services.   In this paper proposed a new security 

system using two factor authentication methods.  The main 

benefit of this proposed system is stop the unauthenticated 

person in the beginning itself. Using this system initially the 

user enters their user id and password to the server using 

their application interfaces. If the password is not correct the 

server not allows the user to provide the further access.    

This system is implemented successfully and tested with real 

time data.  
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