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Abstract 

Cloud computing is one of emerging technology in this digital world.  In 

cloud computing large amount of information are stored through internet.  

The major benefit of the cloud computing is it decreasing the cost of 

maintaining our own server system.  Here the data are stored on the 

cloud server not in our own local system.  Using this concept of cloud 

computing the users can store and share the data with others from remote 

location itself.  Cloud server also contains large amount of sensitive data 

like electronic health details. The sensitive type of data cannot be 

demonstrated to other third party users when the content is shared.  So, 

the security is one of the important concerns in this situation. In this 

proposed model data integrity concept is applied to give the assurance of 

secured data.  Encryption concept is provides the security of entire file.  

So, the other third party users unable to open this particular file.  To 

avoid this problem the proposed system is used.  In this proposed model 

remote information integrity approach is used to hide the sensitive 

information.  Finally the proposed scheme performance is compared with 

existing techniques. 

 

Keywords: Cloud Computing, Sensitive Data, Encryption, Integrity, 

Electronic Healthcare, Sanitizer. 

 

I. Introduction 

In every business organizations and institutions contains 

huge amount of data.  Storing the entire data into the local 

system is very difficult. For that reasons most of the 

business organizations store their information to the cloud 

storage.  Sometimes the data stored on the cloud also 

going to deleted or corrupted due to human mistakes or 

software viruses. To verify the data on the cloud various 

schemes are already available.  In these schemes the data 

owner initially prepares the signature of the data blocks 

before store the data into the cloud server.  The data 

blocks are integrated with the signatures and stored on the 

cloud server.  This stored data accessed by others using 

various applications like Google Drive, iCloud etc.  

Cloud server also contains large amount of sensitive data. 

The healthcare organizations also store their data on 

the cloud.  The healthcare organizations are stored the 

patients details such as name of the patient, contact 

number and unique number of the patients. If the details 

are stored directly into the cloud server the researchers 

use and share their data for their research activities. Data 

integrity has given from remotely to the sensitive 

information on the cloud server. To avoid this specified 

problem is to decrypt the whole fileusing generated 

signatures by the users.  But in this method, the entire 

information is going too encrypted.  The researchers are 

not able to use the sensitive data for their research work.  

Many times the sensitive data is need for analysis 

infectious like problems.  Data distribution with sensitive 

information encryption from remotely is very useful.  

This type of problems was not solved in existing 

research works. Here fig 1 illustrate about HER. 
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Figure 1: Example for HER 

In this EHR example the data can be categorized into 

two types.  The first type of the data is personal 

information like name of the patient and patient 

registration number.  Another type of the data is 

healthcare organization sensitive data such as hospital 

name.  Actually the sensitive information are marked as * 

symbol and upload to the cloud server for the purpose of 

research.  Here sanitizer is called as the administrator of 

the entire organization data.  The important individual 

personal data not share to sanitizer.  To protect the 

patients data the doctor blind the information before 

transfer the data to the sanitizer.  Whenever the medical 

practitioner needs the data from EHR they issue the result 

to the sanitizer.  The sanitizer sends the blind data to the 

practitioner.  The doctor recovers to the original form. By 

using this process the sensitive data will be hided from 

others.  

This article can be divided as follows.  Section 2 

describes about existing techniques used to save the 

sensitive data.  Section 3 discussed about the proposed 

method and process flow of our system.  Section 4 

explains about this proposed system result.  Section 5 

concludes the proposed system. 

 

II. Literature Survey 

Hovav Shacham et al., shared their view of data security.  

They said that data storage center only provides the 

security of stored data.  Providing security was the 

challenging task of the storage area.  In this article the 

authors gave the initial proof of the security concept. In 

this scheme BLS concept was used to secure the data.  

PRF concept was used for security user’s verification [2]. 

Boyang Wang et al., says that the data available on 

the cloud is not secure.   Third party members are easily 

access and share the data.  To provide more security on 

cloud data the owners can generate signatures.  The actual 

data with there is stored on the cloud server.  Each and 

every block of the data can sign by various users. Here 

already signed users are exited from the group, the 

particular block is signed by other user.   This task is very 

difficult because cloud contains large amount of data.   

In this paper the authors used a new concept for audit 

for the shared data on the cloud.  Here proxy signatures 

are used to resign the block instead existing user. This 

technique is also used in batch auditing also.  In batch 

auditing multiple tasks are audited simultaneously.  The 

final result shows that this proposed method increase 

improve the effectiveness of user resigning [3].   

Yannan Li   et al., explained about the importance of 

security in cloud server.   Various auditing protocols are 

used to verify and ensure the honesty of the outsourced 

information.  The important problem of an existing 

system was key management.  In this paper the authors 

introduced new auditing concept based on fizzy identity 

for key management.  Here new protocols were 

constructed using biometrics concept with fuzzy logic. 

They proved that this new concept provide more security 

than other models.  Finally this protocol was executed in 

real time scenario. [4]. 

G., Susilo et al., proposed new protocol offers the 

property of error-tolerance, namely, it binds with private 

key to one identity which can be used to verify the 

correctness of a response generated with another identity, 

if and only if both identities are sufficiently close. We 

prove the security of our protocol based on the 

computational Diffie-Hellman assumption and the 

discrete logarithm assumption in the selective-ID security 

model. Finally, we develop a prototype implementation 

of the protocol which demonstrates the practicality of the 

proposal [4] 

Huaqun Wang discussed about the importance of the 

cloud computing concepts. Cloud computing provides 

flexible, forceful infrastructure of healthcare, business 

organizations and educational institutions.  Using public 

data the owners move the data into the cloud not they are 

able to control over the data.   Here cloud security was 

the biggest challenge.  Sometimes clients are not able to 

access the data remotely. In this paper the authors 

describe about proxy provable data possession. Here the 

authors implement and execute this proposed model.  

Finally they done security analysis and shows the output 

of proposed system provides better security compared 

with other schemes [5].  

Jian Shen et al., said that due to the development of 

communication technology all the organizations are going 

to use the computers for their storage and processing task. 

But storing large amount of data in the single system is 

very difficult.   Cloud computing infrastructure provides 

more storage area of any type of organizations. Cloud 

security was challenging task in this current scenario.  

Many research people were developing security protocols 

for cloud server.  In this research article the author 
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proposed a new protocol for cloud server. This new 

protocol using blockless checking and provides the 

facility for batch auditing. This new protocol consists of 

doubly linked table and use location array for storing the 

location.  Finally the security analysis was conducted.  

Based upon the security analysis this new protocol 

executed efficiently compared with other protocols [6]. 

Ch Sai Pavan et al. explained the importance of cloud 

computing in various organizations.  Cloud computing is 

developing technology used to store large amount of data 

from various organizations and individual users. But the 

data owners have fear about the security of their data. 

Many protocols were already used to provide the security 

of the cloud data.  In this article the authors proposed a 

new security protocol.  This protocol is executed based on 

doubly link table and array of location.   This new 

protocol implemented and executed with real time data.  

The final result shows the efficiency of the proposed 

protocol compared with existing protocols [7]. 

P. Kanimozhi says that cloud concept is mainly used 

to store large amount of data from various institutions and 

organizations.  But the data owners have a fear about the 

security of the stored data.  Here the authors used a set of 

security policies and architecture used to check the 

security level of storage area of the cloud. Multi users 

also verified by using this implemented technique and 

auditing also performed. The major benefit of this 

proposed technique was reducing the memory usage than 

existing techniques [8]. 

 

III. Proposed Method 

This proposed system is mainly used to provide the 

secure way of storing sensitive data in cloud computing 

environment.  The following fig 2 represents our 

proposed model for integrity auditing. 

 

Figure 2: The Proposed Auditing model 

This proposed system consists of various modules like 

User, Sanitizer, PKG and TPA. The user is the part of the 

organization.  They have large amount of file to be 

transferred in the cloud storage.  The sanitizer integrates 

with the data to the sensitive type of information. The 

responsibility of the PKG is generating private key based 

upon user ID. TPA is used to verify the integrity of data 

on the cloud storage instead of users. The main goal of 

this proposed model is to provide the correct private key 

data to the user.   This private key is used to pass the 

verification information to the client. The private key is 

generated by using key generation algorithms.  In this 

system the data owner pass the blinded file with the 

proper signature to the sanitizer.  The sanitizer verifies 

the signatures with the blinded file data and transferred to 

the cloud storage.  This all verification process is 

managed by using third party auditors. The auditing proof 

will be transfer the cloud by third party auditors.   The 

sensitive information is not sending to the sanitizer.  If 

the user accesses the data from cloud storage they are not 

able to find the sensitive information.   

 

IV. Results And Discussions 

In this proposed system is used to attain information 

sharing with hide sensitive data in remote auditing for 

secured cloud environment.  By using this system the 

sensitive information hides from the public and the 

remaining information displayed to the user.  Here 

sanitizer module is used to sanitize the information blocks 

matched to the specified sensitive data of the file on the 

cloud server. Initially data owner integrates data blocks 

with sensitive data of the initial file and produce the 

equivalent signature, and transfer the data to the sanitizer. 

The sanitizer linked these data blocks into the 

common format and the blocks equals to the companies’ 

sensitive data.  This system also converts the signature to 

the valid data for the file on sanitizer. This system is used 

to notice remote integrity of data auditing.  And also this 

system shared the data in the cloud server.  The following 

fig 3 represents the process of integrity auditing. 

 

Figure 3: Process of Integrity Auditing 

The performance of the proposed system is compared 

with other related existing systems.   The following table 

1 describes the performance of our proposed model 

compared with other techniques by considering various 

functionalities. 
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Table 1: Functionality Comparison with Existing 

Schemes 

 
 

V. Conclusion 

The cloud storage provides large amount of space to store 

the user’s data.  Using cloud storage the user can able to 

upload various types of data.  The data may be in text 

form, images, audio, video etc.  But security is the major 

concern of the cloud computing technique. To improve 

the security level of sensitive data the proposed system is 

used. This system satisfies various cloud computing 

security properties.  The major properties are correctness 

of the private key, correctness of data owner generated 

signature and its equivalent blinded file and the 

correctness of auditing.  Here we constructed an actual 

data integrity based on identity with responsive data 

hiding in cloud environment.  This system is mainly used 

to store the sensitive information which is more secured 

in the cloud server.  Finally the performance of the 

proposed systemcompared with other related existing 

security schemes. Based on performance analysis, this 

proposed system is more secure compared with other 

schemes. 
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