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Abstract 
Establishment and focus: As network technology has developed, provision of necessary 
services via network connections has become available at any time and place. Different 
forms of security threats in the new network environment, unlike the ones in the previous, 
has emerged and new security techniques is required to respond to the threats. In this thesis, 
to secure the user anonymity of users transmitting-receiving messages, unilateral hash 
function is applied to user information so that the information can maintain confidentiality 
of its login message during transmission. Attackers cannot identify any transmitter-receiver 
information from the messages with confidentiality maintained. Hence, untraceability is 
ensured. By using time stamps for session key generation, forward confidentiality is 
retained. If forward confidentiality is retained, attacks cannot speculate future session keys 
despite of their acquisitions of sessions keys used in prior. 

System: In the user authentication scheme proposed in the thesis, first, users and servers 
can perform mutual authentication. If users create login messages using their registered 
information in server and send the messages to the server, the server compares the login 
message contents and registered user data to identify an authorized user. The server, 
authenticated a user who received a login message, uses the login message contents and 
user information stored for generation and transfer of a message including required 
information for user authentication. The users who received the messages from the server 
can identify whether the message receiver is an authorized server by referring to the 
message contents and self-generated data. Second, user anonymity and untraceability are 
provided. User information in a message needed for login and authentication is included as 
a figure with a unilateral hash function and the message is transmitted after being encrypted 
through symmetric-key cryptographic Algorithm. Accordingly, user anonymity is secured 
as attackers cannot identify any of user information through message tapping, thus 
untraceability of a message is maintained as the attackers cannot identify any of message 
transmitters and receivers. Third, users login into smartcards by using ID, password and 
biometrics. Attackers who captured a smartcard cannot obtain ID, password and biometrics, 
and cannot login into the smartcard without the data. Fourth, forward confidentiality is 
maintained. Attackers who acquired previous session keys cannot presume any future 
session keys to be generated. This thesis proposes a symmetric key cryptographic 
authentication scheme which is more efficient in arithmetic operations than a public key 
cryptosystem, and the technique involves mutual authentication, ensures anonymity and 
untraceability, and secures responses to impersonation attacks and forward confidentiality. 

Keywords: Anonymity, Smartcard, Symmetric-Key Cryptographic, Untraceability, User 
Authentication. 
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1. Introduction 

Due to network technology development and 
expanded distribution of smartphones, network 
users have become available for access to system 
services by connecting networks at any time and 
place. Moreover, as the number of linking devices 
to networks increases, relevant services, yet as 
well as security threats, are constantly being 
expanded[1]. The network services can be 
exposed to various attacks as they are transferred 
via public channels. For secured communication 
among servers offering services and users to use 
the services linked with networks, mutual 
authentication step is necessarily required.  

User authentication involves various factors as if 
Table 1[2]. ID distributed to devices is used for 
device verification and authentication in the most 
traditional and universal ID-based authentication 
scheme. ID-based authentication scheme can be 
applied to any conditions, however, is vulnerable 
impersonation attacks from ID exposure. In 
addition, devices disguising as authorized devices 
can transmit-receive data without any verification 
process, the attackers can collect data through 
impersonation attacks and utilize the collected 
data for replay attacks. To improve the ID-based 
authentication scheme, various authentication 
schemes based on authentication certification, 
biometrics and smartcards are suggested. Among 
them, the smartcard-based scheme can use 
biometrics, knowledge information, ID and 

password can be used for authentication. 
Numerous user authentication schemes have been 
proposed and their complete security safety has 
been asserted, yet are proved to have 
vulnerabilities and the vulnerabilities have 
consistently been improved.[3,4].  

In this thesis, to increase efficiency, instead of 
using multiple servers, a user authentication 
scheme with a single server as registration center 
is to be proposed. The proposal authentication 
scheme enables mutual authentication, enhanced 
anonymity and untraceability of users, respond to 
impersonation attacks, and ensures forward 
confidentiality. 

This thesis consists of followings. Chapter 2 
observes the previous model of user 
authentication scheme and analyzes its 
weaknesses. Chapter 3 proposed its reinforced 
model with the weaknesses improved and Chapter 
4 analyzes security and efficiency of the proposal 
model. Then, Chapter 5 draws a conclusion. 

2. Related Study  

Recently proposed user authentication schemes 
has following features. Lu et al.’ scheme[5] 
improved the vulnerability to password guessing 
attacks from Arshad et al.’s[6], suggesting use of 
biometrics as an authentication instrument and 
decreased the level of calculation complexity by 
using dot product. 

Table 1.  Authentication Method[2] 

Element Description Technology 

Knowledge Something you know ID, Password, PIN 

Possession Something you have Token, Smartcard, OTP, SMS 

Existence Something you are Fingerprinter, Iris, Retina, Face, Palm pattern, Vein 

Behavior Something you do Sign, Gait, Voice, Keyboard input 
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K. C. Shin’s[7] proposal scheme cannot ensure 
anonymity, and Lu et al.’s scheme is vulnerable 
impersonation attacks. Huang et al.’s[8] is based 
on RSA cryptographic Algorithm and suggested 
dual element remote authentication using time-
stamps. Amin et al.’s[9] proved the Huang et al.’s 
to be vulnerable to impersonation, password 
guessing and insider attacks and to have errors in 
password changing phase and suggested an user 
authentication scheme based on an improved RSA 
password system. Furthermore, in 2018, Xu et 
al.’s[10] indicated Amin et al.`s vulnerability to 
impersonation attacks with no forward 
confidentiality and untraceability ensured, and 
proposed a ECC-based multi-server authentication 
scheme. 

2.1 Lu et al.’s Proposal User Authentication 
Scheme  

Signs used in Lu et al. ’ s proposal user 
authentication scheme as Table 2. 

Table 2. Notation 

Symbol Description 

Ui, Sj User, Server 

ID, PW, BIO Identity, password, Bio  

h(),h1(),h2() Hash function 

x Secret key of the server  

y Secret Number  

⊕, || XOR operation, Concatenation 
operation 

Ek, Dk Encryption/Decryption with k 
T timestamp 

SK Session key 
 

Registration Stage 

Users register into a server to issue smartcards.  

1) User selects their IDi and PWi and creates BIOi. 

2) User calculates BPWi=PWi⊕h(BIOi) by using 
password PWi and biometrics BIOi, then transmit 
{IDi, BPWi} to the server via a secured channel. 

3) Server with IDi and BPWi received calculates 
AIDi=IDi⊕h2(x) and Vi=h1(IDi||BPWi) by using 
secret key x, stores {AIDi, Vi, h1(), h2(), h()} in 
smartcards and transmits it to the users.. 

Login Stage 

Users create a login message to request a server 
login. 

1) Users insert their smartcards received from 
servers into card readers, then input IDi, PWi, and 
BIOi. Smartcards performs calculation of 
BPWi*=PWi⊕h(BIOi) with the input data and of 
Vi*=h1(IDi||BPWi) with BPWi*. The calculated 
Vi* and Vi stored in smartcards are compared 

2) If the comparison results in not being equal, the 
login message is rejected. If the two are equal, 
smartcards select a random number Ri. Using the 
Ri, timestamp T1, stored data in smartcards and 
input data by users, K=h1(IDi||IDi⊕AIDi), 
M1=K⊕Ri and M2=h1(IDi||Ri||T1) are calculated. 
Login message {M1, M2, AIDi, T1} is created 
and transmitted to the server 

Authentication Stage 

Server which received the login message from 
users, performs authentication upon the users and 
practices authentication stage to create a session 
key. 

1) Server with login {M1, M2, AIDi, T1} received 
create a timestamp Tc. Using the Tc created and 
message timestamp T1, validity of login message 
is verified. |Tc-T1|≤ΔT 

2) Once the validity is verified, for the server to 
extract the user ID, IDi*=AIDi⊕h2(x) is 
calculated by using AIDi from the message and 
private key x from the server. Using the extracted 
user IDi* and received AIDi, 
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K*=h1(IDi*||IDi*⊕AIDi) is calculated, then a 
random number of the user, Ri*=K*⊕M1, is 
calculated by using the calculated figures and 
timestamp T1. M2* is compared with M2 within 
the login message. 

3) If the two values are equal, the entity that 
transmitted a login message is confirmed to be a 
user. The server creates a random number Rs and 
timestamp T2. Using the Rs and T2, M3=K⊕Rs, 
SK=h(Ri||Rs), and M4=h1(K||Ri||SK||T2) are 
calculated, then the message {M3, M4, T2} is 
transmitted to the user. 

4) User with message {M3, M4, T2} received 
creates a timestamp Tc, then verifies the message 
validity by using T2 from the message and Tc. 
|Tc-T2|≤ΔT 

5) Once the validity is verified, the user calculates 
Rs*=K⊕M3 by using K and M3 from the 
message, then calculates SK*=h(Ri||Rs*) with the 
calculated Rs*. Using the calculated values and 
received values, performs calculation of 
M4*=h1(K||Ri||SK*||T2) and comparison between 
the M4* and M4 from the message. 

6) If the two are equal, the user creates a 
timestamp T3, calculates M5=h1(K||Rs||SK||T3) 
and transmits {M5, T3} to the server. 

7) Server with {M5, T3} received creates a 
timestamp Tc, then practices verification of server 
validity with T3 from the message and Tc. |Tc-T3|
≤ΔT  

Once the validity is verified, 
M5*=h1(K|Rs||SK|T3) is calculated, then 
compares it with M5 from the message. If the two 
are equal, user is authenticated, and SK is 
approved through a session key. 

2.2 Vulnerabilities in Lu et al.’s Proposal User 
Authentication Scheme  

Vulnerable to User Impersonation Attacks 

If an attacker who tapped a login message {M1, 
M2, AIDi, T1} transmitted from user Ui to the 
server is the user Ua with a smartcard legitimately 
issued from the server, the attacker can identify 
the ID of user Ui from the login message sent by 
user Ui. 

All users with smartcard {AIDx, Vx, h1(), h2(), 
h()} issued from the server can calculate 
h2(x)=AIDx⊕IDx by using AIDx and their own 
IDx. If an attacker Ua taps a login message and 
calculates AIDi⊕h2(x) via h2(x) calculated and 
AID from the login message {M1, M2, AIDi, T1}, 
the attacker can extract the ID of user Ui who 
transmitted-received a login message. Attacker Ua 
can disguise as user Ui by using IDI of user Ui, 
the smartcard owner, and can perform mutual 
authentication with the server and session key 
creation. 

Vulnerable to Server Impersonation Attacks  

User Ua who legitimately issued a smartcard can 
disguise as the server. Attacker, who tapped a 
login message {M1, M2, AIDi, T1} being 
transmitted from user Ui to the server, can extract 
user ID by calculating AIDi⊕h2(x) from h2(x), 
calculate K=h1(IDi*||IDi*⊕AIDi) by using the 
extracted IDi and AIDi from a tapped message, 
and a random number Ri=K⊕M1 of the user Ui 
by using M1 from the login message and 
calculated K. Attacker Ua selects a random 
number Ra, creates a timestamp T2, calculates 
M3=K⊕Ra, SK=h(Ri||Ra), M4=h1(K||Ri||SK||T2), 
and transmits a message {M3, M4, T2} to user Ui. 

User Ui who received the message {M3, M4, T2} 
from user Ua disguising itself as the server 
identifies the T2 validity, then calculates Ra from 
M3⊕K and SK from h(Ri||Rs). Using Ra, SK, T2 
and its own random number Rj, M4 is calculated 
and then the value is compared with the M4 in the 
message from attacker Ua for further verification 
of the attacker Ua as an authorized server. 
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3. Proposal User Authentication Scheme 

This thesis suggests an improved model from the 
previous user authentication scheme 
vulnerabilities. 

Registration Stage 

1) User Ui selects identifier IDi, password PWi, 
biometrics BIOi and a random number Ri, then 

performs calculation of h(BIOi)와, 
RPWi=h(PWi||Ri). Registration message {IDi, 
RPWi, h(BIOi)} is transmitted to the server Sj via 
a secured channel. 

2) The server Sj with registration message {IDi, 
RPWi, h(BIOi)} received uses a shared secret key 
xi with user Ui to calculate Vi=h(xi), 
CIDi=h(IDi||Vi||h(BIOi)) and 
DIDi=h(IDi||h(BIOi)). Using the calculated Vi and 
CIDi, Yi=RPWi⊕CIDi is calculated. Server Sj 
stores IDi, DIDi, DIDI and Vi of the user Ui into 
the database. 

3) Server Sj stores Yi and DIDi into smartcards 
and transmits them to user Ui through a secured 
channel. 

4) The User Ui with a smartcard received 
calculates Ai=Ri⊕h(IDi||PWi), and calculates 
CIDi*=Yi⊕RPWi by using RPWi. Using the 
calculated CIDi, Bi=h(Ri||CIDi*||h(IDi||PWi), 
Ci=h(xi)⊕h(IDi||PWi) are calculated then, Ai, Bi, 
Ci are additionally stored into the smartcards. 
SCi={Yi, DIDi, Ai, Bi, Ci} 

Login and Authentication Stage 

1) User Ui inserts a smartcard into a card reader, 
then input IDi, PWi, and BIOi. 

2) Using the input values and stored values, 
Ri*=Ai⊕h(IDi||PWi) is calculated, and using Ri*, 
CIDi*=Yi⊕h(PWi||Ri*) is calculated. Using the 
calculated Ri* and CIDi*, 
Bi*=h(Ri*||CIDi*||h(IDi||PWi) is calculated and is 

compared with stored Bi. If the two values are 
equal, the smartcard confirms the user who input 
IDi, PWi, BIOi as the smartcard owner. 

3) User selects a random number N1 and creates a 
timestamp T1. h(xi)*=Ci⊕h(IDi||PWi) is 
calculated and a secret key k=h(h(xi)⊕T1) is 
created by using the calculated h(xi)* and T1. 

4) Using the secret key k, a cryptograph 
Li=Ek(IDi||N1||h(BIOi))is created. 

5) User transmits a login message {Li, T1, DIDi} 
to the server. 

6) The serve which received the login message 
{Li, T1, DIDi} creates a timestamp Tc. Using the 
timestamp Tc and login message timestamp T1, 
validity of login message is verified. |Tc-T1|≤ΔT 

7) Once the validity is verified, the server 
searches for DIDi from the database of login 
messages. Vi is selected from the searched DIDi. 
Using the selected Vi and T1 of the message, 
k=h(Vi)⊕T1) is created, then Li is descrambled 
with the secret key k. 

8) Using the extracted IDi from descrambling and 
h(BIOi), CIDi*=h(IDi||Vi||h(BIOi)) is calculated, 
then the value is compared with CIDi stored in a 
database. If they are equal, the user who 
transmitted-received a login message is confirmed 
to be a legitimate user. 

9) Using CIDi, CIDi’=CIDi⊕k is calculated, and 
a timestamp T2 is created. With the calculated 
CIDi’ and N1 of login message and timestamps 
T1 and T2, a session key SK=h(CIDi’||N1||T1||T2) 
is created then, Yj=h(IDi||SK||T2) is calculated. 

10) The server transmits the message {Yj, T2} to 
the user. 

11) The user who received the message {Yj, T2} 
from the server creates a timestamp Tc, then 
verifies the message validity by using the Tc and 
T2 from the message. |Tc-T2|≤ΔT 
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12) Once the validity is verified, the user 
calculates CIDi’*=CIDi⊕k and a session key 
SK*=h(CIDi’*||N1||T1||T2), then 
Yj*=h(IDi||SK*||T2) by using the calculated 
session key. If the calculated Yj* and Yj are equal, 
the user confirms the server which transmitted the 
message as an authorized server 

4. Safety Analysis of Proposal User 
Authentication Scheme 

4.1 Mutual Authentication  

The server with the login message {Li, T1, DIDi} 
receives from user Ui searches DIDi in the 
database and extracts Vi from the searched values. 
With the extracted Vi and T1 from login message, 
a secret key k is created, then Li is descrambled 
by using the created secret key. As a result of 
descrambling, IDi, random number N1 and 
h(BIOi) are extracted, and CIDi is calculated by 
using the extracted figures. If the CIDi is found 
from the database, the user Ui who transmitted-
received the login message is authenticated. The 
server which authenticated the user creates a 
message {Yj, T2} and sends it to the user, then the 
user who received the message can calculate 
CIDi’ by using CIDi and secret key k and can 
generate a session key SK from the figures. The 
user Ui who calculated Yj by using the calculated 
CIDi’ and session key SK, verifies the 
transmitting-receiving server of message {Yj, T2} 
as a legitimately authorized server if the 
calculated Yj and Yj from the received message 
are equal. 

4.2 Provision of User Anonymity and 
Untraceability 

If user Ua who legitimately issued a smartcard by 
performing a registration stage can identify IDi of 
user Ui and the shared secret key h(xi) among the 
server and the user Ui by tapping a message 
transmitted-received between user Ui and the 
server or by using the stored data in tis own 
smartcard, the user anonymity cannot be ensured 

and the data can be used by attackers to commit 
impersonation attacks. However, in the user 
authentication scheme proposed in this thesis, the 
data regarding users is included in Li of the login 
message {Li, T1, DIDi}, and Li is encrypted with 
secret key k. Moreover, DIDi=h(IDi||h(BIOi)) 
cannot be created, if IDi and h(BIOi) of user Ui is 
not identifiable. Thus, even if the attacker taps a 
login message, no data upon the transmitter and 
the receiver can be discovered. 

4.3 Response to Smartcard Thefts 

When smartcard is lost or stolen, impersonation 
attacks using stored data is available. In the user 
authentication scheme of this thesis, {Yi, DIDi, Ai, 
Bi, Ci} is the data stored in smartcards. All values 
stored in smartcards consists of values which 
cannot be used for extraction of any figures 
including IDi, PWi, BIOi, random number Rj and 
unique key xi,. Furthermore, no data can be 
obtained about users from any message in 
transmission-reception among servers and users. 

4.4 Forward Confidentiality 

Session key and secret key k to encrypt login 
message are generated as h(CIDi’||N1||T1||T2) and 
h(h(xi)||T1) respectively. Involving different 
timestamps at each session key and secret key 
creation, even if session key used previously is 
exposed to attackers, the data in exposed session 
keys cannot be used for guessing future session 
key. 

5. Conclusion  

In the user authentication scheme in this thesis 
proposal, first, users and servers can perform 
mutual authentication. Users registered to the 
server create login message by using their 
registered data, transmits the created message to 
the server, then the server compares the login 
message content and registered user information 
to authenticate the user.  
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Table 3. Comparison of security features 

Features Lu Proposal User Authentication Scheme 

Key Agreement O O 

Forward Confidentiality O O 

Untracebility X O 

Smart-card Loss Attack X O 

User Anonymity X O 

mutual authentication X O 

 

The server uses the login message content and the 
stored information to create authentication 
message after the completion of authentication 
process and transmits the message to the user. 

 The user who received the authentication 
message from the server uses the message content 
and the data previously input to identify whether 
the server is legitimately authorized. Second, user 
anonymity and untraceability are ensured. 
Messages transmitted-received among the server 
and users are not transmitted in plain texts, hence 
attackers cannot identify the user information 
despite of their tapping attempts. As no data of 
transmitter and receiver can be captured from 
messages, untraceability is ensured. Third, the 
system can respond to smartcard thefts. Attackers 
who acquired a lost smartcard by a legitimate user 
can use the smartcards can create login or 
authentication messages by obtaining ID, 
password and biometrics of the smartcard owners. 
However, creation of login or authentication 
messages is unavailable through stored figures in 
smartcards in the authentication scheme of this 
thesis proposal. Fourth, forward confidentiality I 
ensured. Having a timestamp at each session key 
or secret key generation allowed used session or 
secret key at previous session has no use for 
guessing future session or secret key from its 
containing information despite of being exposed 
to attackers. 
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