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Abstract 

Establishment and focus: This study proposes a method that a vehicle can automatically 

change its MAC address for anonymity in vehicle communication system. After a shared 

key is established between the two cars participating in the communication, the two cars 

can use this shared key to generate and use a large number of new MAC addresses. 

Vehicles not participating in the communication cannot know the newly changed medium 

access control (MAC) address, thereby ensuring anonymity of the vehicle communication. 

System: The sender and the receiver can calculate hv(i) = HMACSHA512(rs, CertA, CertB) 

using the shared secret number rs, and can generate up to 10 MAC addresses in one hv(i). 

The HMAC used for the calculation of each hv(i) uses rs which is secretly shared by the 

sender and receiver, so that the attacker cannot find out the generated MAC address. In this 

study, it is assumed that the vehicle communication system is made according to the IEEE 

WAVE standard. Therefore, the key value is shared between the transmitter and the receiver 

by using ECIES (Elliptic Curve Integrated Encryption Scheme). However, even if this 

study is used in a different environment, the results of the study can be applied as long as 

the transmitting and receiving vehicles share the same key value. The vehicle transmitting 

the MAC frame can guarantee anonymity of the vehicle communication by arbitrarily 

changing its MAC address. 

Keywords: Vehicle, Communication, Anonymity, VANET, MAC address, WAVE. 

 

1. Introduction 

Vehicle communication technology incorporating 

communication functions into automobiles is 

being actively researched as a core technology of 

future transportation systems. The automotive 

communication system enables vehicles to be 

connected based on vehicle-to-everything (V2X) 

communication technology to provide safe driving, 

traffic congestion prevention, and various services 

through two-way communication with nearby 

vehicles, road infrastructure, and pedestrians [1,2]. 

Future car technology is expected to evolve into 

autonomous cars, connected cars, smart cars, etc. 

Standardization of vehicle communication 

technology includes: 1) IEEE WAVE system, 

which can modify existing IEEE 802.11 wireless 

LAN standard and apply to fast moving cars, 2) 

5G V2X system that utilizes 5G mobile 

communication technology for automobile 

communication, 3) many of V2X projects that are 

being researched around the European 

Telecommunications Standards Institute (ETSI) 

[3]. The core technology of the automotive 

communication system being studied in these 

systems basically requires fast data transmission, 

low-latency high reliability, ultra-precision 

positioning information, and security functions. 

Among them, the car security functions can be 

classified into an internal car security system and 
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an inter vehicle security system. In-vehicle 

security system is a technology for protecting 

various devices inside the car such as ECU, 

sensors, actuators, and inter vehicle security 

system is a technology that adds a security 

function to the car communication. The inter 

vehicle security system requires the function of 

encrypting the content of the transmitted message 

and the message authentication function to detect 

the forgery of the message. In addition, since the 

vehicle transmits a number of BSM (basic safety 

message) messages in broadcasting mode, 

anonymity support function for protecting the 

privacy of the driver is also required [4]. In this 

paper, we propose a method for auto-changing of 

MAC address for anonymity in automobile 

communication systems. In chapter 2, related 

research is described. In chapter 3, MAC address 

generation methods for auto change of MAC 

address is described. Chapters 4 and 5 describe 

performance analysis, verification, and 

conclusions. 

2. Related research 

2.1 Security Requirements in Vehicle 

Communications  

Because automotive communication systems are 

used in a variety of environments, they must be 

able to support secure communications from 

multiple security threats [5]. The security 

requirements of the automotive communication 

system are as follows. 

• Entity authentication 

It is to verify that the other party participating in 

the communication is a normal user. Generally, a 

method of using a pre-shared key, digital signature, 

or public key is used for entity authentication. 

However, in a vehicle communication, a PKI 

certificate dedicated to a car communication 

system is appropriate [6]. 

 

• Privacy preservation 

Cars participating in communication exchange 

important information about their safety and 

mobility with other cars or road side equipment 

(RSE) wirelessly. This sharing of information 

between cars and RSEs can lead to personal 

privacy violations. In order to solve this problem, 

the message transmitted in the vehicle 

communication should not include information 

that can directly or indirectly identify a particular 

person or vehicle [7]. 

•  Non-Repudiation 

Since the messages sent from the car 

communication system can be directly related to 

the safety of the car, the entity sending the 

message must not later deny the message sent by 

it. These features can be used to defend against 

network attacks by malicious vehicles or to 

identify problems in the event of an accident. 

•  Confidentiality 

All data sent in automotive communication is 

transmitted over the air, allowing all users to 

receive messages. Thus, if necessary, the content 

of the message should be encrypted so that the 

third party cannot know the content. 

• Message authentication 

The vehicle receiving the message must be able to 

confirm that the content of the received message 

has not changed and that the sender of the 

message is a normal user. This feature can be used 

to defend against network attacks by malicious 

vehicles. 

2.2  WAVE security system  

Wireless Access in Vehicular Environment 

(WAVE) system for vehicle communication is a 

standard communication method established by 

IEEE for V2X vehicle networking. In the WAVE 

system, the IEEE 802.11p standard is defined as 

Layers 1 and 2, which are modified to fit the 
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physical and MAC layer functions of the IEEE 

802.11 standard for automobile communication. 

The WAVE system consists of 1609.3 for 

networking services on top of IEEE 802.11p, 

1609.4 for defining operations on multiple 

channels, and 1609.2 for defining security 

functions of communication systems. Among 

them, the 1609.2 standard, which is responsible 

for security functions, has been revised to the 

current standard after several revisions since it 

was first published in 2006[3]. Security 

algorithms used in the IEEE 1609.2 WAVE 

standard include ECDSA for digital signature and 

ECIES for encrypting data. Figure 1. shows the 

WAVE protocol stack. 

 

 

 

 

 

Figure 1. WAVE protocol layers 

2.3 Security Algorithms in WAVE Systems  

The IEEE WAVE system uses ECDSA and ECIES 

algorithms for message authentication and 

confidentiality [8-10]. Each algorithm works as 

follows: 

• ECDSA (Elliptic Curve Digital Signature 

Algorithm, ECDSA) 

WAVE systems require the use of ECDSA 

specifications as described in FIPS 186-4. The 

elliptic curves required for the application of this 

specification use the NIST P256 curve described 

in FIPS 186-4 or the brainpoolP256r1 described in 

RFC 5639[11-13]. Figure 2 shows the simplified 

ECDSA operations. The sender generates its own 

private key  and computes the public key  

( , G is generator). Sender generates 

random number  ( ) to sign 

message M, computes  and sets 

. Sender calculates  and , and 

transmits to the other the "  ". 

The receiving side calculates  using the 

received  and , and determines that the 

verification is successful if  is equal to . As 

can be seen from equation 1, the calculated  is 

the same value as  calculated by the sender, so 

  and  become the same if the contents of the 

message have not changed. 

 

 

 

 

 

 

 

Figure 2. Simplified ECDSA operation 

     

 

 

     

       (1) 

• ECIES (Elliptic Curve Integrated Encryption 

Scheme) 

In the WAVE system, ECIES described in IEEE 

1363a is used as an asymmetric encryption 

algorithm. The elliptic curves used are the same as 

those used in ECDSA. The user transmits the key 

to be used by the symmetric encryption algorithm 

(AES-CCM) to the other party using ECIES, and 

then transmits the data encrypted by the AES-

CCM method using the shared session key. 
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Figure 3. Simplified ECIES operation 

Figure 3 shows the simplified ECIES operations. 

The sender generates a random integer  

(  and calculates  by 

multiplying this value by the receiver's public 

key . Since  is a point on the elliptic curve, 

it has a value of , and this  input to 

the KDF (key derivation function) function. The 

output of the KDF function is used as an 

encryption key ( ) and MAC key ( ). The 

sender sends a message such as , 

ciphertext ( ,  

(  to the receiver. The 

receiver calculates the value of , by 

multiplying the received  by its secret key . 

The calculated  has the same value as  

calculated by the sender according to equation 

(2). Since the sender and the receiver have the 

same , the receiver can decrypt the received 

message and verify the MAC code using , . 

      (2) 

In the WAVE system, AES CCM mode is used 

as a symmetric key encryption algorithm. 

3. MAC address auto-change methods 

In this study, we propose a scheme to change its 

MAC address after sharing key value using 

ECIES. In this study, it is assumed that the vehicle 

communication system is made according to the 

IEEE WAVE standard. Therefore, the key value is 

shared between the transmitter and the receiver by 

using ECIES. However, even if this study is used 

in a different environment, the results of the study 

can be applied as long as the transmitting and 

receiving vehicles share the same key value. 

Figure 4 shows the MAC address generation 

algorithm. 

 

Figure 4. MAC address generation algorithm 

The sender and the receiver can calculate  

using the shared secret number , and can 

generate up to 10 MAC addresses in one . 

The HMAC used for the calculation of each  

uses  secretly shared by the sender and receiver, 

so that the attacker cannot find out the generated 

MAC address. The generated large amount of 

MAC address can be used in various ways 

depending on the needs of the application. For 

example, the MAC address can be changed 

periodically at a certain time, or it can be changed 

whenever a specific event occurs. 

4. Performance Verification and Analysis 

In this study, we implemented the proposed MAC 

address automatic change algorithm and analyzed 
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the performance in real environment. Source code 

for performance analysis is implemented in C 

using the Openssl library. Time for performance 

analysis was measured in a notebook using the 

Ubuntu 18 operating system (Linux Kernel 

4.15.0-58) (Intel (R) Core (TM) i5-3570 CPU @ 

3.40GHz, 8G RAM). Figure 4 shows the sender's 

performance for secret key generation, encryption 

with ECIES, and sending. Figure 5 (a) shows the 

performance of generating a random number and 

encrypting it, and (b) shows the total time 

required to initialize ECIES, generate random 

numbers, encrypt ECIES and generate MAC 

addresses. 

 

 

 

 

 

 

 

(a) Time for random number generation and encryption                   (b) Total sender processing time 

Figure 5. Sender processing time for MAC address generation 

Figure 6 shows the performance of the message 

receiver. Figure 6 (a) shows the time required for 

ECIES decryption, and Figure 6 (b) shows the 

total time required for ECIES initialization, 

ECIES decryption, and MAC address generation. 

 

 

 

 

 

 

 

(a) ECIES decryption time                                           (b) Total receiver processing time 

Figure 6. Receiver processing time for MAC address generation 

5. Conclusion 

V2X research is being actively conducted to 

increase the safety of road operation by adding 

communication functions to automobiles. In 

addition to the security requirements of a typical 

wireless communication system, automotive 

communication systems also require anonymity 

support for privacy protection. In order to 

guarantee the confidentiality of the message in the 

vehicle communication system, a shared key must 

be established between the two vehicles 

participating in the communication. Such a shared 

key may be set using an ECIES algorithm as in 

the IEEE WAVE system, or may be set using an 
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Elliptic-curve Diffie-Hellman (ECDH) algorithm 

or a certificate. In this study, we propose a scheme 

to support anonymity in automotive 

communication systems and analyze its 

performance. When a shared key is established 

between two cars participating in the 

communication system, the two cars can use the 

shared key to generate a large amount of new 

MAC address. Then, the two vehicles 

participating in the communication can change 

their MAC address as needed. Terminals not 

participating in the communication cannot know 

the newly changed MAC address, thereby 

ensuring the anonymity of the vehicle 

communication. Later, we will conduct a study to 

apply the proposed method in the actual 

environment. 
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