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Abstract 

Video forensics is one of the most prominent areas of digital forensics which helps the real 

world in finding the originality and authenticity of the videos. Existing techniques which 

focuses on the video forensics relies on the video data stream for the analysis and 

verification. In recent times there is a new line of research which encountered by monitoring 

and analyzing the video containers to verify the authenticity of the videos. Furthermore, 

existing work on the video containers works based on the manual compression and feature 

extraction which is a time consuming task and require a huge processing power. To address 

this issue, this paper proposes a novel deep learning framework for detecting the video 

forgery. The key idea of the proposed deep learning framework is to utilize the dissimilarity 

between the frames on the video and to extract the meta-information from the video 

containers. The proposed framework is experimentally tested and validated using high end 

workstation with Intel Xeon processor and 64 GB RAM and Titan X Pascal GPU card. The 

experimental validation is carried out on an  average of 100 videos of 360p video format and 

it is proven that the proposed framework works fine with better accuracy of nearly 98% for 

the tested samples. 

 

Keywords:Video forensics, image forensics, Deep learning model, Digital forensics, 

Video forgery. 

 

 

I. INTRODUCTION 

With the rise in popularity of deep learning and machine 

learning, we can observe their benefits in our day to day 

life. While this exceptional technology brings comfort 

and help the human race advance, there have been 

several misuses reported. As with every other 

technology, people find a way to misuse it for several ill 

intentions [1-2]. One of the major misuses of deep 

learning was to forge faces, fingerprints etc. Such 

forgeries are extreme security vulnerability [41] which is 

capable of compromising a huge potential of data. One 

such example was the “Deep fake” which caused huge 

mayhem in the world. Deep fake essentially was a deep 

learning algorithm trained very well to replicate the faces 

of any person. Later on, it also introduced voice cloning 

[3-4]. 

This can be considered a potential identity theft which is 

punishable by the penal code of any judicial system in 

the world. Not just this, such identity thefts can be 

misused to harm the  

reputation of the people on the internet spread false 

propaganda etc. And if this continues unchecked, it 

wouldn’t be long before people lose trust in the videos 

they watch. There have been several methods and trusted 

forensic ways to detect video forgeries. But there still 

needs upward improvements to combat such forgeries 

which have a great deal of precision [5-8]. To combat 

this, researchers at Technical University of Munich have 

developed a deep learning algorithm which can 

potentially identify face swaps in videos on the internet. 

Furthermore, the forgery-classification task aims at 

identifying duplicate images. This puts the binary 

classification problem on the basis of each frame of 

handled videos [9]. Because there are no specific 

approaches in the   current   literature for   detecting   

Face   2   Face   manipulations, in the forensic 

community, we decided to consider learning-based 
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methods used for general manipulation detection, 

computer generated, and natural image detection, and 

face damage detection. In addition, we have added a 

sophisticated deep network [10-11]. 

Each of these methods is trained in the target 

reconstruction dataset from a single source consisting of 

10 frames from each of the 704 simulators and 704 

beautiful videos. Similarly, both the validation and test 

set have 10 frames extracted from 150 (original) and 150 

(duplicate) videos [42]. For each frame, we carve all of 

the face-centered images, where we use the mask 

provided by Face 2 Face. When requested, faces are 

changed to the amount of input on the network; 

otherwise, a clip of 128 × 128 pixels centered on the face 

was extracted as input [11]. 

Basically, the researchers began by preparing a dataset of 

over 1000 original videos as well as the forged ones (the 

ones with face swaps). The basic criteria were to classify 

the forged frames and the original frames. Thus, this 

dataset of original and forged videos provides a huge 

array of data to learn the key difference between them. 

Moreover, they also added additional computer-

generated images to improve the input quality of the data 

in recognizing such forgery [12-15]. 

In total, there were more than half a million images of 

faces that had been manipulated by software. This 

curated dataset is then fed to a state-of-the art deep 

learning neural network. It had been trained over multiple 

epochs with several optimization techniques handling the 

bias, variance and other potential problems. One 

tremendous leap this CNN has produced is how it 

produces results even when the input video is highly 

compressed. Since compressed videos pose a potentially 

higher challenge [16]. 

Contribution in this paper 

• This paper proposed deep learning framework is to 

utilize the dissimilarity between the frames on the video 

and to extract the meta-information from the video 

containers. 

• This paper utilized automated model for extraction of 

parameters such as motion features and Optical Flow 

features maintains consistency in finding the tamper 

points. 

• Deep learning model utilized mobile net architecture for 

automating the stuffs stated in the above points 

 The organization of the paper is as follows: Section II 

clearly details the state of the art techniques available in 

the literature. Further this section elaborates the 

motivation for this paper. Section III discusses about the 

proposed deep learning framework. Section IV 

showcases the experimental test bed used for 

experimenting thee proposed deep learning framework. 

Section V exhibits the results obtained during the 

experimentation and finally the paper is conclude in the 

section VI. 

II. LITERATURE SURVEY 

Due to the lack of a lot of research in the video forgery 

detection area as compared to the image forgery 

detection, majority of the forgery detection approaches 

for video are simply the algorithms used on an image 

applied to each and every frame of the video sequence 

[17-20]. However, a few types of forgery in video cannot 

be detected with this approach due to the lack of 

considerable relationship between the frames [21]. For 

example, simple duplication of frames cannot be detected 

since each frame portrays to be authentic and original 

when evaluated individually. Although with the lack of 

efficient forgery detection algorithms for videos, there 

have been several advancements by the years and the 

research is certainly growing fruitfully [22]. Very 

common methods available in the literature for the video 

forgery detection are listed below and reviewed. 

Inconsistency based detection 

This method effectively tries to detect forgery which 

actively includes interlacing of multiple videos to tamper 

with the original one. Several detection algorithms 

cannot detect such forgery since they operate on 

individual frames most of the time. This method 

proposed by [23] checks the consistency of de-interlacing 

parameters i.e. the fundamental parameters required to 

convert an interlaced (forged) video into a non-interlaced 

output. This consistency of such parameters lets us 

evaluate the authenticity of the video. This algorithm is 

based strongly on the predicament that interlaced videos 

have half the vertical resolution to that of the original 

video and thus the de-interlacing process encircles 

evaluation of insertion, deletion, duplication and 

interpolation of frames to create a full-resolution video 

output. The fundamental de-interlacing parameters are 

extracted simultaneously by using the EM method. The 

inter-frame motion is firmly related across several 

parameters in interlaced videos. Assessing the 

interference to this relationship brought about by 

tampering permits this framework i.e. this detection 

method to recognize forgery in interlaced videos. 

Forgery detection with the correlation of noise 

This method proves strongly efficient in detecting video 

tampering where similar regions of the video have been 

manipulated or if various synthesized objects were to be 

introduced to the original video. It has been explored in 
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detail by [24]. This suggests that the volume-level 

correspondence of the noise residue serves as the 

defining characteristic for detecting video fraud. On the 

off chance that a region is implanted by another region in 

the same video, it is observed that the correlation factor 

amongst those regions jumps up to an unusually high 

value, and interestingly, the noise residuals of the 

orchestrated (synthesized) textured region taken from 

another video display low consistency with noise 

outstanding as compared to the other regions. So, by 

comparing and carefully evaluating the noise residual 

values, such forgery can be detected. The drawback to 

this method is that, during noise intensity authentic and 

the forged videos are extremely different from one 

another, it fails to accurately reduce the noise and thus 

can miss a few regions of forgery. There are several noise 

reduction methods which help to extract the residual 

values, but because of the vast varied availability of 

different techniques, even the slightest change in these 

values can bring about vivid outputs. Thus, specialized 

equipment is a necessity too [25-27]. 

Probabilistic intensity similarity: CRF’s (Camera 

response functions) are a key parameter to intelligently 

detect if a video has been tampered with. These values 

can be obtained by applying the temporal noise intensity 

distribution at each pixel, which has been studied in 

detail by [28]. It has been observed that CRF’s are very 

helpful in detecting the regions of forgery as they exhibit 

characteristic values for different distribution of noise. 

To aid this, another method to estimate CRF’s was 

proposed on the basis of probabilistic intensity match 

[31]. This is the measurement of the observed pixel 

values and the probability that any two pixel values 

originate from the same display brightness [43]. This 

measure gives a clear output on whether the neighboring 

pixels originate from the same source or not. Using this 

measure over a distributed are in the video sequence 

(frames) CRF’s are calculated and thus detecting the 

forged regions of the video [29-32][37]. 

From the literature it is observed that the existing method 

focuses only on the parameters related to the images and 

frames. Extracting these parameters over consumes the 

CPU and takes lot of time for processing [33-35]. 

Further, existing approaches parameters such as motion 

features and Optical Flow features maintains consistency 

in finding the tamper points. However the processing 

time needs to be optimized. Further most of the optimal 

technique in the literature relies on the correlation part 

for feature comparison. Correlating all the features 

extracted in each frames again leads the process complex 

and over burden the CPU tasks [36][38]. For these 

problems to be solved, this paper proposes a novel deep 

learning framework which utilizes the dissimilarity 

between the frames on the video and to extract the meta-

information from the video containers. The proposed 

framework is high optimized to work with non-GPU 

environments also which in turn helps to run the model in 

any machine. 

III. PROPOSED METHOD – DEEP LEARNING 

FRAMEWORK 

Disturbances encode intermediate input and output as 

they reveal the model's ability to convert from lower-

level concepts such as inner layer pixels to higher-level 

descriptions such as image types. [39-40]. MobileNet 

consists of two blocks. A Residual block with a stride of 

1 and another block with stride of 2 for downsizing. 

Moreover, there are 3 layers for both the blocks. 

Figure 1 shows the Mobilenet architecture. First Layer is 

1×1 Convolution with ReLU6. The second layer is 

equipped with depth wise convolution. The third layer is 

a 1×1 convolution without any non-linearity. Every input 

has attached with an expansion factor (t) and t = 6 

(default expansion factor) in all major operations. 

 

Figure 1 - Mobilenet architecture 

If the input has 32 channels, them the internet output 

would get 32 × 6 = 192 channels. In the primary network 

(width multiplier 1, 224 x 224), has a 300 million 

multiply adds as its computational cost and uses 3.4 

million parameters. 

 

Figure2 - Mobilenet layered architecture. 
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Figure 2 shows the layered architecture of Mobilenet. 

The resolutions of the input image can go from 96 to 224 

and width multipliers of 0.3 to 1.4. In total, the model 

consists of 3xconv2d. 7xbottleneck, 1 average pooling 

system layers. The point wise convolution makes the 

number of channels smaller. Also known as the 

projection layer, the data with the largest number of 

channels are plotted with the smallest number of 

dimensions in the tensor. 

The expansion layer has more output channels than the 

input channels. It acts as a decompression to restore the 

data to its full potential, then performs layer filtering and 

scheduling and then converts the data back into smaller 

ones. Input and output modules are low- dimensional 

tensors, while the filtration step inside the in-block is 

done in high-dimensional tensors. 

 

Figure3 - Image block processing 

Mean Intersection over Union (mIOU) score is used to 

assess the semantic segmentation algorithms. Technically 

speaking this is a very basic evaluation carried out. 

mIOU is computed pixel wise, where true-positives 

belong to that class and are correctly predicted as class; 

false- negatives belong to that class, but are falsely 

predicted as different class and false. Positives belong to 

a different class but are predicted as class. 

MobileNetV2 uses PASCAL VOC 2012 Semantic 

Segmentation as a feature extraction to obtain classes 

from test and train images. MobileNetV2 disables Atrous 

Spatial Pyramid Pooling (ASPP) as well as Multi-scaling 

And Flipping (MP), giving a mIOU of 75.32% with the 

terrific low model size and computational cost. Figure 3 

shows the quick explanations of the later image size and 

channels. 

The remaining connection facilitates the flow of 

gradients through the network. This helps shortcuts 

enable faster training and better accuracy. Each layer has 

module normalization and activation functionality - 

ReLU6, as mentioned earlier. However, the projection 

layer does not have an activation function unlike other 

models in the industry. 

IV. EXPERIMENTAL SETUP 

The experimental setup of the proposed framework is 

given in this section. All the experimentation is 

performed in a secure lab system running in windows 10, 

64 GB RAM, Intel Xeon processor with Titan X Pascal 

GPU card. Adobe After effects is used to forge the 

videos.  A few alterations are performed on the videos of 

set 100. Each set can hold upto 42frames/second. The 

experimental validation is carried out in two different 

datasets. The experimental validation is carried out on an 

average of 100 videos of 360p video format. We used our 

own dataset (self-created), which we collected from the 

internet. The dimension of the videos in both the datasets 

are of size 320 × 240. 

V. RESULTS AND DISCUSSION 

Figure 4 shows the video processing on the two different 

dataset. Figure 4 also shows the two different variant of 

the extracted in which left side frames are original and 

whereas right side frames are tampered. From the Figure 

5 it is inferred that the apparent motion of the individual 

pixel can give good approximation on true moments 

projected onto the image plane. So, the difference in 

motion variation between the first and the consecutive 

frames will be large and effective in traffic video-based 

applications. Furthermore from the Figure 5, it is also 

proven that the exact pixel position could be easily 

identified in the forged video. 
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Figure 4 - Normal image extracted from video frame 

vs. the tampered frame 

 

Figure 5 - Tampered frame detected by the proposed 

deep learning framework 

VI. CONCLUSIONS 

This paper is concluded by proposing a novel deep 

learning framework. The proposed deep learning 

algorithm achieves better results when compared to the 

state of the art methods. The key idea of the proposed 

deep learning model is to effectively use video meta-

information feature video container. Further the training 

characteristic was also an important feature which 

validates the entire system to avoid over fitting problem. 

The challenge involved in using the proposed method is 

that fixation of total epochs for training and validation. 

Further monitoring of flow level in pixels leads the 

pathway to detect the tampered contents from the video 

at ease. 
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