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Abstract: 

with the advance and huge development in the cloud services, Cloud Storage 

service gives the huge storage where we can store the local data remotely with the 

minimum computing power and limited storage as we delete the locally present 

data. However, Cloud Service provider (CSP) may cause damage or make 

unauthorized alterations to the data for benefits. For this purpose, the cloud user 

must periodically check the integrity of remote data. Public auditing method used 

for the cloud data integrity verification on behalf of the user. ID-based public 

auditing protocol (IDPA) for cloud data integrity verification is proposed. Even 

existing methods can not protect the privacy of the user, as the third party auditor 

obtains data from the user when auditing.. In this paper, we propose a IDPA for 

data integrity verification, privacy preserving and effective batch verification. 

Furthermore we compare our proposed protocol with other IDPA methods. 
 

Keywords: —Identity-based public auditing protocol, Remote Data auditing, data 

integrity, privacy, batch auditing 

 

I. INTRODUCTION 

With the advance and huge development in the cloud 

services, users with the limited storage space can 

store the locally presented large amount of data to 

the cloud[3][4]. As Cloud is service oriented and 

many users use the cloud system it leads to security 

threat. Once data stored remotely in the remote cloud 

server, cloud service provider may delete or tamper 

the data knowingly or unknowingly hence the 

integrity of the data is violated[6][7]. As data stored 

remotely Cloud user cannot check the data integrity 

locally or by using any conventional method. Thus, 

cloud users need to periodically check the integrity 

of the large data stored in the remote cloud 

server.Public auditing methods are preferred to do 

the data integrity verification in which data integrity 

can be verified without downloading all the 

data.Several public audit protocols based on a public 

key cryptographic scheme were proposed after the 

implementation of the concept of public auditing. 

Then ID based cryptographic system are proposed to 

eliminate the burden of public key management but 

ID bases method leads to forgery attack and also for 

frequent auditing methods cannot preserve the 

privacy of the user.[8][9][10].Based on the study, 

We proposed an IDPA for data integrity verification. 

ID-based public auditing protocol which optimizes 

the time taken to generate the tag and verify, also 

reduce the computational cost of the batch 

verification. Furthermore, IDPA protocol has 

privacy-preserving functionality as third party 

auditors are unable to render or manipulate data 

blocks for the cloud users. We show the proposed 

protocol can withstand forgery attack . We also 

compare the proposed protocol with other IDPA. 

The proposed audit protocol is proven Secure and 

more efficient by comparing with the computation 

cost. 

II. LITERATURE WORK 

Ateniese [1] model that allows a cloud user to verify 

the integrity of the original data by taking the sample 

from the random set of blocks without downloading 

it from the untrusted server. [2] Efficient and 

provably secure PDP technique which allows 

outsourcing dynamic data and technique supports 

operations such as modification, deletion and append 
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but not insertion on the outsourced data.[3][6] An 

efficient and privacy preserving public auditing 

protocol which supports dynamic operations. [7] a 

secure storage, auditing and verification of the 
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∀X,Y,Z ∈ G, ∀a,b∈z, 

ee(Y,X+Z)=ee(X+Z,Y)=ee(X,Y)·ee(Z,Y) 

ee(aX,bX)=ee(X+bX)a =ee(aX,X)b =ee(X,X 

outsourced data which are includes the deduplication 

framework and Kerberos authentication protocol 

with identity based remote data verification and 

authentication.[8] An approach based on index based 

i.e relative index and time stamped merkle-hash tree 

ensure that outsourced data is not been pouted as 

well as recent copy is maintained. Supports public 

auditing of data and efficiently supports data 

dynamic operations. [9] MAC mode of encryption 

and concrete including VDBC scheme to achieve the 

desired security properties. [10][11] users random 

masking technique to protect external threats and 

also prevent the altering verified results from the 

auditor audited which leads to the auditor 

overhead.[12][13] SecCloud which helps client to 

generate the number of data tags before uploading 

which reduced communication cost of the file 

uploading and auditing phases. Public auditing 

figured out the collusion attack and [14] public 

integrity auditing scheme with vector based 

commitment and generating the verifier local 

revocation group signature this method also supports 

the count ability and traceability.[15] IBDO scheme 

which gives authorization to proxies to upload the 

data and it also supports the comprehensive auditing 

and also regular integrity auditing of the outsourced 

data. [16] ID-based public key cryptography 

methods were used and Where Proxy server is used 

to upload data and remotely check data integrity in 

the public cloud. 

III. PRELIMINARY 

In this preliminary section, discuss the properties of 

bilinear pairings (BP) and Computational Diffie- 

Hellman (CDH) problem. 

A. Properties of Bilinear pairings 

Let G and GT be a group of Cyclic Additives and 

multiplicative group with the same q number. 

Bilinear pairs are called G and GT.ee: G × G →GT is 

a bilinear map. If the following properties are met: 

(1) Bilinear: 

(2) non-degeneracy: X,Y∈G ee(X,Y)≠1 GT 

(3) Computability e(X,Y)for any X,Y∈ G can be 

efficiently computed. 

Properties of Computational Diffie-Hellman 

problem (CDH) 

Problems with calculating gxy , gx,gy∈ G where G be 

a Cyclic group with generator g. 

 
IV. SYSTEM MODEL 

As shown in Fig 3.1, an IDPA system for cloud data 

storage normally includes CSP-cloud storage 

provider, DO-Data Owner, TPA-Third party auditor 

and PKG-Public key generator. 

-Cloud Service Provider Provides substantial storage 

space and computing power on request. 

-Data Owner create and upload the locally present 

large amount of data to cloud server. 

-Third Party auditor Trusted party that, upon request, 

offers the auditing service by checking the data 

integrity on behalf of the data owner. 

-Public Key generator to generate the security or 

system parameters like master key and private keys 

for the users. 

 

Fig 3.1: System model for cloud data storage audit 

 
V. PROPOSED METHOD 

We propose an IDPA in this section using signature 

based protocol. It includes four stages, Setup ,key 

generation ,, tag generation , Challenge and Prove ,. 
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Setup: Following security parameters are provided 

by public key generator : 

1. Selects G1 and a cyclic multiplicative group 

(G1,G2) of the same order q > 2k using the security 

parameters k 

2. Let e: G1*G2->G2 . Let H1 :{0,1}*→Zq, H2 

:{0,1}n
v hash functions where nv € Z. 

3. Randomly chosen s belongs Zq as a master key 

and compute public key Ppub=ga. 

These System parameters are generated (G1, 

G2,e,q,g,h,H1,h,g2,Ppub). 

Key Extraction: To get the Key, Data Owner sends a 

request with his ID to the Public Key Generator. 

Then Send the ID to PKG, PKG computes K = h(ID) 

€ G1,Set the private key S= s*K where s is the 

master Key of PKG.Tag Generation: With the file 

M, With the data owner ID split M into n blocks 

each block has s sectors. Such that 

M=m1||m2||m3….||mn. Then randomly  select 

WORD from zq and s+1 random values r0,r1,rs 

belongs to R.Zq to compute ui=gri for each 0 ≤ i≤ s. 

Following step used to tag generation: 

1. Compute (Pks,Sks)-> using secure signatures 

algorithms S KGen(xk) where x=1 to get a pair of 

public keys and private keys. 

2. Compute Y=∑.sign(SKs,τ0) to obtain  the 

signature τ0. Where τ0 =WORD||n|| uo||u1||….Un. 

3. for each data block bi 0 ≤ i≤ n. calculates 

(2) 𝐶𝑆P → : (𝜎’, 𝜇) On receipt 𝐶ℎ𝑎𝑙𝑙 = [𝐼𝐷𝐷𝑈, 𝜏, 

𝑎, 𝐼] and (𝐼𝐷𝐴𝑈, 𝜔,,𝑇), Cloud Server checks the 

formula. 

𝑒 (𝐺, 𝑃) = 𝑒 (ℎ  (𝜏  ‖ 𝜔  ‖ 𝑇) 𝑃𝑝𝑢𝑏  + 𝑇, 𝑄𝐷𝑈) . (15)  

If the equation satisfies, CS finds (𝐼𝐷𝐷𝑈, 𝑀, 𝜏, 𝜎𝑚1 

⋅⋅⋅ ,𝜎𝑚𝑛, 𝑅) , produces set 𝜔  =  {(𝑖,  𝑏𝑖)},  𝑖∈𝐼.  

Here, 𝑏𝑖 = 𝑎𝑖 mod 𝑞. with 𝑀 = 𝑚1 ‖ ⋅⋅⋅ ‖ 𝑚𝑛 and 

(𝜎𝑚1 ⋅⋅⋅ ,𝜎𝑚𝑛), Cloud Server computes 
 

 

(3) After obtaining the cloud storage proof (𝜎’, 𝜇), 

based on stored information 𝐹𝐴, 𝐷𝑈, AU computes 
 

Then Auditor reviews the equation below: 

𝑒 (𝜎’, 𝑃) = 𝑒 (𝑧𝑄𝐷𝑈+ 𝜇𝑃, 𝑃𝑝𝑢𝑏) ⋅𝑒 (𝑅’, 𝑄𝐷𝑈) 

Where the equation applies, the auditor accepts the 

proof. 

VI. RESULTS AND DISCUSSIONS 

To validate the efficiency of our audit service, We 

Simulated the computational cost of our proposed 

protocol and of the protocol of Zhang et al. [12] on a 

linux machine with Intel i5 2450 CPU @2.50 Ghz 

and 16-GB RAM. We used version 0.5.14 of the 

Pairing-based cryptography (PBC) library. We 

ώi =r 0H1(WORD|| i) +   s rjmij 

4. Compute authentication tag 

t  = (t =   d     
δi (v′ ∏v ), t = d g 

measure the performance of our proposed audit 

protocol with regard to security features, 

communication   cost   and   computation   costs,  are 
r 

shown, respectively, in Table 1. Computation costs 

of our proposed protocol in Key extraction phase   is 
The data owner sends the M file along with all the ti 

authentication tags to the cloud storage services. 

Challenge and Prove: 

Challenge and prove phase consisting of 3 steps: 

(1) TPA → CSP(𝐶ℎ𝑎𝑙𝑙, 𝐼𝐷𝐴𝑈, 𝜔, 𝐺, 𝑇) 

To test the integrity of the outsourced data file M, 

Third party Auditor randomly selects a set 𝐼⊆ [1, 𝑛] 

and a number 𝑎∈𝑍𝑞 to generate the challenging 

information 𝐶ℎ𝑎𝑙𝑙 = [𝐼𝐷𝐷𝑈, 𝜏, 𝑎, 𝐼] and sends 

𝐶ℎ𝑎𝑙𝑙and (𝐼𝐷𝐴𝑈, 𝜔, 𝐺, 𝑇) to Cloud service provider 

2HC+2SC+1 , Block tag generation step is 

(6n+8)HC+(7n+10)SC+13BC, prove and verify step 

is —I—HC +I—SC—EC and —I—SC+5BC-HC. 

When the file is 1024 Bytes, When the number n of 

the blocks of the file is 48, Figure 2 shows a 

comparison of the cost of computation between our 

IDPA proposed protocol and Zhang et al.'s protocol. 

When the file is large and the number of its blocks is 

correspondingly large, The result shows that our 

IDPA protocol needs significant low cost 

computation. 
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Table 6.1: Comparison of computation costs. 
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Zhang 2HC+ 4nHC+ —I— —I— 

et al. 2SC 6nSC+ HC+2— HC+2 

[12]  3nBC+ I— —I— 

  nEC SC+I— SC+3B 

   EC C 

Ours HC+S (6n+8) —I— —I— 

protoc C+1 HC+(7 HC +I— SC+5B 

ol  n+10)S SC—EC C-HC 

  C+13B   

  C   

E: Exponential operation , S: scalar multiplication, 

H: hash computation , B: bilinear pairing with 
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Fig 6.1: Comparison of computation cost 

CONCLUSION 

In this paper, we propose an IDPA for cloud data 

integrity verification with preserving privacy. IDPA 

proposed protocol which optimizes the time taken to 

generate the tag and verify, also reduce the 

computational cost of the batch verification. 

Furthermore, IDPA has privacy features, since the 

auditor cannot render or tamper the cloud user data 

blocks. We prove that the proposed IDPA protocol 

can withstand the attack of forgery on the 

assumption that the problem with Diffie-Hellman is 

difficult. We also compare the proposed IDPA 

protocol with other existing ID-based auditing 

methods. It is shown that the proposed audit protocol 

is Secure and more efficient in comparing with the 

cost of the computation. 
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