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Abstract 
Smart government are becoming one of the dominant and preferred sectors that intensely 
improving their service and facilities to attract public organization as well as to improve 
their delivering information. On top of that, security has become the main consent as it 
involves in every services and technology in smart government. This study aims to provide 
a new security readiness model of public organization in smart government. The proposed 
conceptual model for evaluating the level readiness of public organization in security of 
smart government. The proposed model will improve the security delivery of UAE 
government departments by enhancing the readiness towards public organization. 
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I. INTRODUCTION 

Smart governments need to provide effective 
security infrastructure and environment for better 
public organization. As the threat landscape on 
public organization continues to escalate, many 
organizations still lag behind in terms of protecting 
its critical infrastructure and electronic protected 
organization information as evident in the use of 
outdated technology and insecure internet. 
Therefore, improving the security in public 
organization is often the primary objective of the 
smart government to increase the security readiness 
level of organization change However, the smart 
government often impinge on the security public 
organization. It needs to be properly managed to 
public organization when they experience the 
security measures. It is necessary to consider 
readiness perspective to model security public 
organization in smart government in order to meet 

requirement in the future infrastructure of smart 
governments in order to meet the physical and 
emotional expectation of the public employee 
However, many studies have overlooked the aspect 
of security when it comes to the readiness model in. 
Likewise, the smart governments implemented at 
the United Arab Emirates is still at the infancy 
stage. Among of the issues faced by the 
organization are poor security management process. 
As the result, the organization faced the difficulty in 
terms of completing the procedure to change the 
readiness of security in public organization of smart 
government. In particular, readiness model remains 
largely unclear and definition and design of the 
underlying security readiness model of public 
organization in smart government is currently still 
missing, although various studies highlight the great 
demand and necessity for developing a renewing 
readiness model. Therefore, there are so far no 
security readiness model in public organization 
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designer for the smart government context. To fill in 
this research gap, this paper seeks to develop 
security readiness model of public organization 
smart government based on common findings of 
available readiness model for public organization 
perform self-assessment in determining its readiness 
to fight the security problem. 

The rest of this paper is organized as follows: 
Section II presents the background and motivation. 
Section III presents the security readiness model in 
this paper. Section IV concludes the paper with 
some discussions about security readiness model 
and future works. 

II. BACKGROUND AND MOTIVATION 

A. Security of Public Organizations in Smart 
Governments   
In the context of smart government, the IT plays 

the important role to ensure the success of smart 
government implantation. The technology used are: 
Internet of Things (IoT), cloud computing, 
crowdsourcing, open data and others. Hence, the 
issues of security are also main problem in public 
organization.  

The information security important for public 
organization which is enables the safe operation of 
application implemented on the organizations 
information technology system, protect the data the 
organizations collects and use at the organization 
and lastly is protect the organization’s ability to 
function. This is because to protect the data, the 
organization will applied or install the appropriate 
software that will secure the data such as antivirus 
and others protected applications. So, information 
security is very important in an organization to 
protect the applications that implemented in 
organizations and protect the data store in computer 
as well. Besides protect the data, the application 
installed also need to be protect because it can 
contribute to information lost or damages. 

Next, security is important to protect the data 
organization collects and used. If information is left 
unprotected, the information can be accessed by 
anyone. If the information falls into the wrong 
hands, it can destroy lives, dropping business and 

can also be used to do harm. Information security 
programs will ensure that appropriate information is 
protected both business and legal requirements by 
taken steps to protect the organizations data. In 
addition, taken steps to protect organizations 
information is a matter of maintaining privacy and 
will help prevent identity theft. 

 In public organization, information is 
important business assets and essential for the 
business and thus need appropriate protected. This is 
especially important in a business environment 
increasingly interconnected, in which information is 
now exposed to a growing number and a wider 
variety of threats and vulnerabilities. Cause damage 
such as malicious code, computer hacking, and 
denial of service attacks have become more 
common, more ambitious, and more sophisticated. 
So, by implemented the information security in an 
organization, it can protect the technology assets in 
use at the organization. However, the readiness of 
security is still not investigating in the public 
organization of smart government  

Smart government is a complex concept, which 
involves not only the adoption of an innovation or 
sophisticated technology, but also involving the 
government and society as the parties that adopt the 
innovation. In addition, the adoption of smart city 
concept is a huge investment, in terms of providing 
smart technology, IT professionals, and also in 
designing procedures and ICT plans that must be 
tailored to the goals of both central and local 
government. Therefore, before adopting smart 
government concept, every leader needs to assess the 
barriers and benefits, as well as the readiness of their 
city, either from internal or external organization. 
Lou (2010) defines the concept of electronic 
readiness (e-readiness) as the ability of a country, 
company, or organizational unit to prepare, use, and 
take a benefit from the adoption of a new innovation, 
such as e-business, e-government, e-procurement, e-
learning, etc. Based on the definition, the concept of 
smart government readiness is defined as the ability 
of the local government to prepare itself in adopting 
and implementing smart government optimally, so 
that the purpose of the smart government adoption 
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can be achieved well. Assessment of internal 
readiness when adopting smart government can 
provide an overview of the current position and state 
of the local government. In addition, it also can be a 
guideline to prepare all requirements needed in 
adopting smart government concept in public 
organization. Thus, smart government strategy or 
implementation plan can be done smoothly and 
solve various security problems in public 
organization. 

 

B. What is readiness in the context of public 
organization? 
Expressions, such as organizational readiness or 

organizational preparedness have the same meaning 
and they are focus more on the micro level, which is 
organization level. On the other hand, addition 
expression can be found, such as e-readiness which 
is more focused on macro level. “E-readiness 
(electronic readiness) is a measure of the degree to 
which a country, nation or economy may be ready, 
willing or prepared to obtain benefits which arise 
from information and communication technologies” 
(Dada, 2006, p. 1). The most practical definition of 
organizational readiness/preparedness from our 
stand point of view is the one proposed by Hartman, 
Sifonis, and Kador (2000) and refers to the “level at 
which an organization has optimized key attributes 
required to successfully implement Internet-enabled 
business strategies and initiatives“. Without first 
addressing its readiness, an organization’s IT 
initiatives may fail. 

Organizational readiness is a journey, not a 
destination. Through continuous improvement an 
organizational can more easily deploy and use ICT 
enabled business processes that are focused, 
accountable and measurable. Together the four pillar 
can help drive organizational success. If the 
foundation of one pillar is not as strong as the others, 
the organization may falter on its path on long term 
success.  

 

C. The Factors to Determine Readiness of Security 
in Public Organization. 
There are many works done to enhance the 

security in public organization. For example, 
(Tarimo, 2006) have developed a new approach for 
ICT security readiness checklist for developing 
countries. They are conducted quantitative approach 
to measure the effectiveness of security for 
developing countries. The measurement item focus 
in information security which is confidentiality, 
integrity and availability. However this research 
more focusing on developing countries rather than 
focus on organization.  

Next, Upadhyaya et al., (2012) developed E-
government security readiness assessment for 
developing countries. In this studies, they are use 
mixed research method in which both qualitative and 
quantitative methods and techniques are used in the 
overall study. They are use two sets of questions 
were prepared. The first set was targeted for IT 
department heads, and security experts or system 
administrators because they manage all the 
information systems functionalities including its 
security while the security experts or system 
administrators make sure that the systems are 
functioning as per the required policy, procedures, 
organization's requirement, etc. The second set was a 
general security related questions targeted for any 
employee of that organization to understand whether 
information systems users in the organizations to 
know the awareness of IS security, policies and 
procedures, training they received, etc. 
Questionnaires that were targeted to the IT 
department heads were designed based on the ISO 
audit checklist customized and ICT security 
readiness checklist addressing the main components 
to assess the IS security readiness and audit of a 
given organization. Even though, this study focusses 
on the security readiness in organization. But they 
are doing not focus on public organization.  

Mijnhardt et al., (2016) developed Information 
Security Focus Area Maturity for Small Medium 
Enterprise SME information security as cornerstone 
in the development of an assessment too for tailor-
made, fast, and easy-to-use information security 
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advice for SMEs. They evaluate the model with the 
expert it ICT. They evaluate based on these two 
important factors in the security which are 
information security and security policy. This 
another seven previous studies also mentioned that 
information security and security policy are 
important in the security of organization (Choi and 
Lee, 2015) (Kautsarina and Gautama, 2014) 
(Antoniou, 2018) (Sohrabi et al., 2016) (Soomro et 
al., 2016)(Singh, 2017)(Kirlappos et al., 2015).  This 
work describes exploratory research into the field of 
adaptive IS assessments targeted at SMEs. They 
performed a systematic literature review and 
assembled a total of 75 organizational factors. By 
grouping factors and removing factors not adhering 
to set criteria, we identified a long list of 26 OCs for 
IS in SMEs. For each of these OCs, the levels of 
measurement were defined and a number of iterative 
interviews were held. Even though this study focus 
on the security maturity but they more focusing on 
the measurement security in SME rather than public 
organization.  

Furthermore (Al-izki and Weir, 2016) conducted 
survey to assess the information security posture 
within Omani public sector organization, as well as 
the Omani manager’s attitude towards Security. In 
the survey, they targeted four dimensions of security 
in public organization which are 1. Organization’s 
Information Security Policy 2. Organization’s 
compliance with IS best practices 3. Information 
Security Training and Awareness 4. Managerial 
attitude towards Information Security. These four 
dimensions were specified as aspects of Information 
Security. The survey, was conducted anonymously 
and was disseminated electronically via the Internet 
to all participants. Questions were written in Arabic 
and English to accommodate the native language 
and working language of participants. However, this 
study those not cater on the security readiness in the 
public organization.  

(Almubayedh et al., 2019) discussed on the 
security issues in Saudi Arabia Small Organization. 
The studies more emphasize that the precise 
awareness of information security policy, its aspects 

and practices is a significant point that organizations 
must pay attention to prevent potential security 
threats. However, some Saudi organizations lack the 
security awareness. They represents some previous 
studies that were conducted to evaluate the state of 
policy, information security awareness and security 
training (Sari and Nurshabrina, 2016) (Singh, 2014) 
(Maynard et al., 2013) (Kraemer et al., 2009) and 
application in a Saudi organization. They consider a 
small Saudi organization to perform a case study, to 
audit its state and describe the possible risk scenarios 
that may take place. Most information about the 
company was gathered by interviewing its CEO. The 
audit found five possible risk scenarios, named lack 
of security policy, personal information leakage 
from the website, the risk of damage of the CEO’s 
device and two scenarios related to outsourcing 
companies. Therefore, they provided some 
recommendations to the audited organization which 
may serve other organizations that have the same 
characteristics, which are adopting and documenting 
a comprehensive security policy and procedures 
from beginning stages of a company, ensure that the 
employees are aware of these documents and the 
required practices to secure sensitive information. In 
addition, introduce a mechanism to ensure that 
security controls are met and to secure personal 
information transmitted over their website and 
recommending to regularly checks that the website 
is bugs free. Additionally, recommends considering 
more security details on the outsourcing contracts 
and involve a specialized attorney on it. Also, prefer 
short-term out- sourcing contracts and take possible 
alternatives third-party companies into consideration 
as a precaution. 

In the nutshell, the comparison of all above-
mentioned related works and the summarization of 
factor to determine readiness of security in public 
organization in Table 1. 
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Table 1: Factor of Security in Public Organization 
Author Factor Domain 

Information 
Security 

Security Policy 

Security Standard 

Security Processed 

Security T
raining 

C
ulture 

A
w

areness 

 

A
vailability  

Integrity 

C
onfidentiality 

(Tarimo, 2006) x x x       IT 
(Upadhyaya et al., 2012)    x x X    E-Government 
(Mijnhardt et al., 2016) x x x x      SME 
(Choi and Lee, 2015) x x x x      Cloud System  
(Kautsarina and Gautama, 
2014) 

x x x x x     IT 

(Al-izki and Weir, 2016)    x   x  x Public organization 
(Antoniou, 2018) x x x x x     Public Organization 
(Almubayedh et al., 2019)    x x X x   Organization 

 
(Felipe, 2017)    x      Organization 
(Almubayedh et al., 2019)    x   x  x Organization 
(Sari and Nurshabrina, 2016)    x   x  x Education 
(Lange et al., 2016)    x      Organization 

(Singh, 2014)    x   x x x Organization 
(Madini O. Alassafi, 
Abdulrahman Alharthi, 
Robert J Walters, 2015) 

       x  Organization 

(Maynard et al., 2013)         x SME 

(Sohrabi et al., 2016) x x x x      Organization 

(Soomro et al., 2016) x x x x   x  x  

(Singh, 2017) x x x x   x  x Services organization 

(Kirlappos et al., 2015) x x x x     x Learning Organization 

(Kraemer et al., 2009)       x  x Organization 

Total 9 16 4 2 8  9  

 
Altogether, seven important factors were 

identified from a total of 20 studies to the factors 
involved in security in public organization. Based 
on the Table 1 above, we found that Security 
Policy is most important factor which account 16 
studies. This is followed by Information security 
and Awareness of security with nine studies and 
security training with eight studies. The rest of 
this studies brief of description of these findings. 

As a conclusion, although Security policy, 
Information security and Awareness is the most 

concerned factor identified in this review, the 
weightage of applying the factor influence is 
different. It shows that all attributes four Security 
Policy, Information Security, Awareness and 
Security Training are gained more crucial and 
attention in security of public organization. 
Therefore, in Table 1 and Table 2, we explain in 
general and operational definition of four factors of 
security in public organization. 
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Table 2: The Definition of Factor in security of 
organization 

Element Operational Definition  
Security 
Policy 

A set of rules and practices that 
specify or regulate on how a 
system or organization provides 
security services to protect 
sensitive and critical system 
resources.  

Security 
Information 

The practice of protection 
information such as confidentiality, 
integrity and availability from 
unauthorized access, use, 
disclosure, alert, inspection and 
recording or damage. 

Security 
Training 

formal process for educating 
employees about computer security 

Awareness Knowledge and attitude members 
of an organization possess 
regarding the protection of the 
physical, and especially 
informational, assets of that 
organization. Many organizations 
require formal security awareness 
training for all workers when they 
join the organization and 
periodically thereafter, usually 
annually 

III. CONCEPTUAL FRAMEWORK 

Figure 1 shows the conceptual framework of 
security readiness model of public organization in 
smart government. The model is developed based on 
the literature review. The model consists of 
dimension of security readiness and dimension of 
readiness model. The developments of the model 
start with determination of dimensions of security 
readiness of smart governments. The purpose of 
developing a new security readiness model of public 
organization in smart governments as reference for 
top management to measure the readiness of 
organization for level security. Based on the 
literature review conducted, we found that there are 
four dimensions of security of organization which 
are security policy, security information, security 

training and awareness. These four dimensions have 
relationship with security readiness in public 
organizations. The detailed description of the 
conceptual frameworks is explained in below: 

Motivated from the gaps described by the 
literature and determine factor of security readiness 
in section II(c), we propose to overcome the gaps 
through proposing a security readiness model of 
public organization in smart governments. This 
security readiness model will employ the concept of 
readiness model design as per described in Section 
II. This is because it found that readiness model able 
to incorporate human perspective and technology 
for better change in public organization of smart 
UAE government. Figure 1 shows the conceptual 
framework proposed for this study. As shown in 
Figure 1, the security readiness model in public 
organization.  

Based on the research conceptual model, the 
specifically hypothesis following are formulated in 
this research and shown in Table 3. 

 
Table 3: Formulation Research Hypothesis 

H1 

H1: There is a significant relationship 
information security and security 
readiness 

H0: There is no significant relationship 
between information security and 
security readiness 

H2 

H1: H1: There is a significant relationship 
between security policy and security 
readiness 

H0: There is no significant relationship 
between security policy and security 
readiness 

H3 

H1: There is significant relationship between 
security training and security readiness 

H0: There is no significant relationship 
between security training and security 
readiness 

H4 

H1: There is a significant relationship 
between awareness and security 
readiness 

H0: There is no significant relationship 
between awareness and security 
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readiness 

H5 

H1: There is a significant relationship 
between trust and security readiness 

H0: There is no significant relationship 
between trust and security readiness 

H6 

H1: There is a significant relationship 
between usability and security readiness 

H0: There is no significant relationship 
between usability and security readiness 

H7 

H1: There is a significant relationship 
between knowledge and security 
readiness 

H0: There is no significant relationship 
between knowledge and security 
readiness 

IV. CONCLUSION AND FUTURE RESEARCH 

DIRECTION 

This study contributes on new factor of security 
readiness for public organization in UAE, 
organization can use this model for reference in 
developing the successful public organization.  
The intention was to develop security readiness 
model to help guide the top management in the 
public organization to measure readiness of security 
according employee expectation. For future work, 
we will evaluate the security readiness model with 
our potential respondent that working in public 
organization at the UAE smart governments.  
 

 

 
Fig. 1.  The proposed conceptual framework 
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