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Abstract: 

Malware has always been a threat to the computer world, but with fast growth in the 

use of the internet, malware severely affects the computer world. Malware predictors 

and detectors are critical tools in defense against malware. The existing malware 

detectors and predictors have been created, the effectiveness of these detectors and 

predictors depend upon the techniques being used.  This study is specifically, addressed 

the following objectives: (1) propose a model to predict malware behavior using 

machine activity data; (2) apply the random forest algorithm in predicting malicious 

behavior. In this study, applied research is being used; this is the stage in the life cycle 

of the study in which we recognize how well we have used our knowledge to solve a 

pressing problem and to produce predictable results. In the proposed work of this 

research, a useful machine learning model using a random forest is developed and 

implemented with a malware data base. The proposed multi-layer machine learning 

model is used for training and predictive malware analysis on multiple parameters, 

including error factor, accuracy rate, and overall performance. The result of the model 

from the evaluation measures provides a high accuracy rate and a lesser mean absolute 

error value. There are very few parameters in the random forest as well, and these can 

be optimized using generalization theory without having to separate validation set 

during training. 

Keywords: Malware Detection, Prediction, Random Forest, Machine learning, 

Algorithm 

 

 

I. INTRODUCTION 

  Digital Technology has a part of today's life in 

which the worlds of business and education depend 

on technology and its applications. However, these 

advances have also opened up opportunities for the 

attacking community, and within a few years, 

malware has become the primary security threat, 

affecting computers and the network widely.[1].  

Malicious software is known as malware. 

Computer malware is a program that, when 

executed, reproduces and infects a computer, poses a 

threat to the integrity of the system. The scope of the 

malware harm could be anywhere from removing 

files, destroying software to reformatting the hard 

disk. The malware will spread the systems in a 

variety of ways. One way is to download from the 

internet, and once the malware finds its way to the 

systems, the action will begin. Some of the time, the 

malware won't harm the system; otherwise, it could 

affect the performance and cause an overload 

method. On the other hand, some malware is hidden 

in the process, which is difficult to detect by the 

current malware detection. Based on the above 

challenges, it is important to carry out a more in-

depth analysis to understand the malware for better 

detection and predictability. 

[2] On the feasibility of online malware detection 

with performance counters, this was discussed by 

machine learning to detect discrepancies between 
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normal and malicious performance counter 

measurements during execution. Detection 

techniques proposed in[3],[4] Aware processor: a 

platform for efficient online malware detection, 

referred to as conventional machine-based detection, 

aim at finding a classifier that distinguishes 

malicious and benign information. In an attempt to 

differentiate between the actions of benign and 

malicious data, a trained classifier is a single model. 

The problem, however, is that most malware is 

introduced into programs that are otherwise 

harmless. For a specific program, its execution could 

be either benign or malicious depending on whether 

the malware is installed  

activated, making it difficult to classify the software 

during practice, the classifier is also really the 

classifier is also searching for the option of 

benevolent and malicious examples in the training 

set and may lead to undesirable false positives and 

false negatives. 

We propose to determine whether a file 

maliciously uses a behavior-based model to create a 

method that could be used in an end-user solution. 

Nonetheless, benign and malicious files contain a 

wide range of code and potential actions, our 

assumption is that malicious action starts rapidly 

once the malicious file starts to run because this 

decreases the overall runtime of the program. 

Eventually, use the Random Forest algorithm to 

predict malicious activity and check the ability of 

our system to detect various malware and variants 

that it has not seen before. 

II. LITERATURE REVIEW 

Related work is divided into two sections, with 

the first description of malware family research and 

malware detection. The second part is the study of 

machine learning methods, including structural 

support. 

a. Malware Families  

Malware identification is a complex process. 

Code that enables the device to be operated illegally 

is malicious. Malware comes in a variety of types 

and classes. These are usually classified on the basis 

of their method of spread and actions performed on 

the infected machine using the specified malicious 

program. 

The virus is a malicious program that spreads 

from one program to another or from one computer 

to another by injecting its code into another 

program.[5]  

Worm. It is a self-replicating program that 

spreads from one machine to another by spreading a 

copy of itself through a network without user 

permission[5]. 

Trojan horse hides them by pretending to be 

something real. Trojans usually crash data or attempt 

to collect private information, including financial 

data. The code, too.[5],[6] 

Spyware is any program mounted on the device 

without the knowledge of the user. It is a hybrid 

term for technology that tracks and collects personal 

information back to the invader so that the invader 

can use the information taken in a suspicious 

manner. This generally gets into the process when it 

takes open source or experimental code and runs on 

the system without the user's knowledge, changes 

the configuration of your browser, or adds hostile 

browser toolbars..[7][8]  

Scareware is a malware that is protected as a free 

or preliminary enemy of virus programming or some 

other free online trick. This appears to be 

implemented by the user when making false security 

programming, opening connections, or visiting a 

pernicious page. After it has been developed, it 

assembles all the data stored on your computer that 

could be sold to other cyber criminals.[9] 

Adware encourages verified software that 

automatically runs, shows, or duplicates ads to a 

device after malicious programming is implemented 

or the application is used. This bit of code is usually 

set to a free downloaded application. The most 
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common source of adware programs is free games, 

including peer-to-peer clients. [9] 

The botnet is remotely controlled by stand-alone 

technology. It's normally a zombie system under 

general command for any network infrastructure.[9] 

Ransomware is a particularly malicious form of 

malware that limits a person's access to their 

computer and demands payments to restore 

functionality. Since then, the attack has been 

streamlined and professionalized. It is known to be 

highly lucrative, with past claims valued at hundreds 

of millions of dollars a year.[10] 

b. Machine Learning Techniques 

Machine learning is stated to a set of methods 

that automate the analysis of extensive – scale data. 

In this study, we the researcher considers 

classification functions where machine learning 

models are intended to learn mappings between 

information area and a predefined set of yields called 

classes. For instance, the data collection domain and 

the classes malicious or benign when the errand of 

attention is malware detection in documents. 

Techniques like support vector machines [11], and 

more recently, deep learning [12], and revisiting 

neural networks architectures [13] are common 

choices to learn supervised model data. 

[14] An online cloud anomaly detection program 

using a single-class support vector machine was 

pointed out. One SVM formulation category is used 

at the level of the hypervisor. Security and stability 

are important functions in cloud infrastructure; 

hence, the cloud should be able to react to unknown 

threats. The virtual machine used in the experiment 

uses per VM methods to perform the analysis, which 

helps in the detection of malware. 

 

Fig 1. The High level description of the D2 R2 + DR 

network resilience architecture 2[14]. 

 The above framework consists of two modes of 

operation. The outer loop which detects the 

vulnerability of the current configuration and then 

refines the overall system and resilience strategy. 

Often, an internal control loop that involves 

defending the system, detecting faults and 

irregularities, remedying them, and eventually 

recovering from detected faults..[14] 

[15] presented a scalable, clustering approach 

that identifies and clusters malware. An extended 

ANUBIS system is used with taint tracking for 

analyzing the behavior. The limiting factor of this 

approach is trace dependence. Another issue is 

dynamic data tainting; so malicious binary could be 

injected. Some malware triggers only during some 

actions or events such as setting up a time to 

explore, and so on these forms significant 

limitations for this framework. 

[16] pointed out the analysis of static and 

dynamic malware approaches. The static method is 

achieved without running system whereas dynamic 

while running. The study highlights the significant 

pros and cons of each technique with different usage 

of it. 

The static method uses manual inspection, 

which fails due to evasion, obfuscation, and 

polymorphism technique. On the other hand, the 

advanced static method provides a better result with 

more specific details about the malicious programs. 

The integration of these two approaches results in a 

better solution to the detection of malware 

activities.
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[17] proposed a behavioral-based framework 

for malware analysis. It improves behavior-based 

analysis for suspicious programs allowing end-users 

to get a secure environment which makes them feel 

executing directly on the former environment. The 

system calls are used both security lab and potential 

victim programs. 

[15] proposed the system to detect malware in 

an automated way by reducing the rate of false 

identification of malware. The usage of dynamic 

analysis is to detect the presence of malicious 

behavior. The architectural view of the proposed 

system is depicted in the figures below, which 

mainly consist of the analysis module and the 

classification module. The analysis module mainly 

does preprocess tasks such as generating data 

suitable for the classifier tool. Whereas, 

classification modules deal with the preprocessed 

data to perform the proper classification in order to 

differentiate each sample into its corresponding 

neighbors. 

Machine Learning is one of the advanced 

technologies that have worked in this direction.. 

Many  research focused on building research 

frameworks[18][19][20] to acquire static 

features[21],[22] and to identify malware 

families[23],[24],[25]. The architecture depends on 

the machine learning to detect unknown malicious 

information, without the need to eliminate the 

obfuscation, has been presented in[ 19], using text 

classification methods it has been shown to improve 

the accuracy of the obfuscated samples. 

One of the best known machine learning 

algorithms is the Random Forest. This requires 

almost no data planning and simulation but usually 

results in an incorrect result — random collection of 

decision trees, making accurate predictions. 

The main idea is to evolve multiple decision 

trees based on the data set's independent subsets. 

The node, the n variable out of the set of features, is 

selected randomly, and the best split on these 

variables is found. According to[ 26], the algorithm 

can be described as follows: (1) Multiple treasury is 

based on approximately two thirds of the training 

data (62.3 per cent). Data shall be selected 

randomly. (2) Some parameter predictors are 

selected randomly from all variables. At that point, 

the best partition of the selected variables is used to 

break the node. Second, the number of variables 

chosen is the square root of the absolute number of 

all the predictors for classification and steady for all 

three (3) The frequency of misclassification is 

determined when the rest of the data is used. The 

total error rate is determined as the average out - of-

bag error rate. (4) Every qualified tree shall, on the 

basis of its own vote, give its own classification 

result. As a result, the class earned the highest 

number of votes. Transformation highlights the 

fundamental change in our world due to the 

pervasive existence and dissemination of digital 

technologies. We have entered the fourth industrial 

revolution, building on the past three, but using new 

"full-powered" digital technologies, allowing 

technology development and diffusion even faster 

than before [27]. The process of digital 

transformation has been extensively studied in a 

wide range of educational and industrial fields.  The 

digital world provides a different background to the 

old battle between content-creating companies and 

distribution-providing companies. In 2009, Apple 

managed to achieve the highest competitive 

advantage of digital convergence.  The price of 

depreciation was rapidly experienced by its 

competitors [28].  A new global economy, 

characterized by dynamism, customization, and 

intense competition, is developing, and the 

cornerstones for success are the integration of 

knowledge, technology, and innovation into 

products and services.
 

For several activities and organizational 

results in the 1990s, "Transformation" became a 

buzzword.  The concept has been divided into four 

clusters.  (1) Re-Engineering: improving overall 

organizational efficiency while only partially 

addressing better workforce engagement ; (2) Re-

engineering: improving efficiency without 

necessarily improving organizational capacity to 

achieve its long-term goals and opportunities ;(3) 
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Renewing: improving efficiency, efficiency and 

innovation through empowerment of employees 

without a clear focus on the desired outcome and (4) 

Regenerating: improving existing processes and 

fundamentally re-examining the direction and 

portfolio of available opportunities.  Digital 

innovation is perceived as new and relies on digital 

technology as the process and outcome of digital 

innovation. It is a question of combining digital 

technology in new ways or with physical 

components that enable socio-technical changes and 

create new value for consumers [25], [28].  

Digitalization, digital innovation, and digital 

transformation are closely related and connected in 

different ways.  Digital innovation is perceived as 

new and relies on digital technology as the process 

and outcome of digital innovation. It is a question of 

combining digital technology in new ways or with 

physical components that enable socio-technical 

changes and create new value for consumers.  Based 

on the features of digital transformation and 

connections from digitalization and digital 

innovation, defining digital transformation when 

digitalization or digital innovation is implemented 

over time to allow significant changes in how 

business is performed, is leading to a substantial 

transformation of an organization or sector. 

 

Figure 2. Random Forest Scheme 

Since RFT are efficient, multi-class, and it is 

ready to deal with adequate attribute space, they 

have been generally utilized in a few domains, for 

example, a real-time face recognition [26], 

bioinformatics [27], and there is also some research 

in the medical domain, for example [18][19],[20]. 

The author suggests the use of random 

forests to forecast malicious activity as they can 

process and collect change data over time as well as 

raw input values. San, B, man. Et., al tried to 

identify random forest malware families, to classify 

malware into families based on static features 

derived using features from three dimensions, 

including byte code features, assembly code 

features, and PE features. The choice and merger 

method received a score of 93.56% by random 

forest classifier. 

III. METHODOLOGY 

The researchers have used applied research; 

this is the stage in the life-cycle process in which we 

consider how well we have used our expertise to 

find a solution to an unyielding problem and to 

produce predictable outcomes. According to 

(Thoms W. Edgar & David O. Manz), this type of 

research is an important aspect of cyber security. 

Safety is mostly the application of knowledge in 

order to achieve the desired results. The findings of 

applied research, therefore, help to obtain the 

knowledge needed to advise and implement the 

process more effectively.  

 

Figure 3. The overview of the methodology used 
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This section describes the methods used to 

establish the proposed malware prediction as 

outlined in fig. 3. Two common methods random 

forest, vector support machines under the function 

are used to construct prediction models and 

compared to each other using 10-fold cross-

validation hold-out samples As a result, two distinct 

types of classification models were developed in 

this analysis. The performance measures of 

classification are determined using a 10-fold cross-

validation methodology. In this experimental 

methodology, the data set is partitioned into 10 

equal-sized different subsets. For each experiment, 

nine subsets were used for training and one part is 

used for testing. For each of the 2 model types, this 

process is repeated for 10 times. Instead, test results 

are aggregates to represent the model's "unbiased" 

performance estimate. 

 

 

Equation 1. Cross-validation [21] 

 As shown in the Eq section. (1) The performance 

measurement (PM) is averaged over k-folds (we set 

the value of k to 10 in this study). At the Eq. (1), CV 

is a cross-validation measure k is the amount of 

folds used and PM is the quality metric for each 

fold. Weka 3.6.8, a popular data mining toolkit, was 

used to describe and validate the proposed 

methodology. 

Data preparation 

 Preparation of data is a collection of techniques 

that integrate, clean standardize, minimize, and 

transform data such as a selection of features. The 

final dataset is supposed to be accurate and usable 

for training and testing activities after data 

processing tasks are performed. Quality ranges are 

generally similar through the frequency distribution 

(see fig. 4). 

 

  

 

 

 

 

 

 

Figure 4. Frequency distribution of benign and 

malicious samples. 

Classification: Machine learning Approach 

Random Forests: is an algorithm that learns 

from a poor template (like DT) to create a more 

robust one with a minimum cost to avoid over-

adjustment. The forest is built using well-known 

techniques of bootstrap. Bootstrapping's main idea 

is to merge learning models by increasing the 

overall outcome of the classification.  In order to 

achieve this, the following steps are carried out after 

a dataset XN of size N  is split with   the bootstrap 

technique [22] : 

1) Draw a random sample of the size n 

bootstrap (randomly select n samples from the 

replacement array of training) 

2) Build a bootstrap test decision tree. At 

every node: 

 • Pick d features at random without removing 

them 

 • Separate the node by using the correct split 

function 

3) Repeat steps from 1 to k times. 

4) Add the prediction by each tree to assign a 

majority vote to the class label: 

 • Choose D(XN)= Xb with non-replacement 

N samples. 

 • Create a bootstrap dataset B in 1, N with Eq 

2 being estimated with the previous assumptions. 

 

 

Equation 2. Probability Estimation [21] 
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Support Vector Machine (SVM). It is an 

algorithm projecting each observation as a point into 

an n-dimensional space (when it comes to the 

number of features of the dataset) where each 

feature is a value of a given coordinate. The main 

advantages of this algorithm are that the 

generalization error is minimized, and the 

overfitting consequences are effectively avoided by 

measuring the correct decision boundaries with 

large margins. Parallel to the decision boundaries 

are balanced to optimize the difference, positive and 

negative hyperplanes. See below formula 3-4 

explaining the context of the SVM: 

 

 

 

 

 Where w0 is a vector of input and where w
T
 is a 

vector of weight. The problem of generalization is 

solved when subtraction is applied to equations 3–4, 

as shown in equation 5.  

 

 Equation 5 is then standardized using W as shown 

in Equation 6 

 

 

 

Equation 7 provides the solution from Equation 6 

 

 

 On the left side of Equation 6, the distance 

between the positive and negative hyperplanes, 

which is the margin meant to be maximized, is 

denoted. Eventually, as shown in Equation 8, SVM's 

objective function becomes the most excellent 

maximization of its margin  

 

 

 Through maximizing w under the right 

classification criteria Equations, it is possible to 

rewrite 4-5 as shown in Equations 3-4 as shown in 

equation 9-10. 

 

 

It is inferred from Equations 9–10 that 

malware tests in the positive hyperplane and the 

good ones in the negative hyperplane will be put in 

our case study.  

 

 

Evaluation measure 

  Through evaluating the difference between 

the class it generates for a given input and the class 

it should generate, the execution of the classifier can 

be evaluated. They used common metrics. (1) We 

use a confusion matrix to quantify the classification 

results, which describes all possible predictive 

outcomes and has the following form: 

 

 

 

 

Figure 4. Cofusion Matrix used 

A "positive" performance in our experiments is one 

in which an anomaly is observed by the detector, i.e. 

a category of-1 is produced. We infer from this that 

if the classifier produces a-1 during malware 

execution, a true positive (TP) is possible; otherwise 

it is regarded as a false positive (FP). Negative 

results often arise when routine activity is detected 

by the detector. When malware does not run, an 

output of 1 is a true negative (TN); otherwise, it is 

regarded as a false negative (FN). A number of 

output matrixes can be derived from the uncertainty 

matrix shown in equation 11. 
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 Accuracy is the degree to which all newly checked 

data specimens are correctly identified by the 

detector, while accuracy is a proportion of the exact 

number of the positive classification. The recall 

metric is a test of the ability of the detector to 

identify an anomaly correctly; The final metrics are 

the harmonic mean (F measure) which provides a 

more rounded calculation of the detector output by 

counting to some degree for all effects. 

IV. RESULTS AND DISCUSSION 

A. Experimental result  

 The results of the models on all presentation 

investigations were reported in Table No.1 with a 

mean and standard deviation of the particular 

execution measured in each cell. On average, 

Random Forest received a higher accuracy rate 

(89,0323%) and a lower mean absolute error value 

(0,1097) compared to SVM with an accuracy rate of 

(85,4839%) and a mean absolute error value of 

(0,1532) respectively. Random Forest (RF) obtained 

a higher accuracy rate against the SVM as RF uses 

statistical learning theory to look for a regularized 

hypothesis that matches well with the available data 

in the absence of overfitting. RF also has very few 

parameters, which can be optimized using the 

principle of generalization without the need to 

separate validation set during learning. The rated 

significance of the predictor factors was also 

investigated in this paper to assess the relative 

contribution of each to the predictor models. To 

understand the relative importance of the features 

used in the investigation, Figure 3 shows the results 

of the selection of attributes performed using the 

Correlation Ranking Filter as assignment Evaluator 

and Attribute Ranking as search tool on prepared 

expectation models, in which the comparative 

significance. When the significant variables are 

determined for each of the 2 models, for positioning 

purposes they are collected and combined. of the 

input features in predicting the output was 

calculated.  

 

Figure 5. rank of (25) selected attributes. 

Similarly, the rank of each predictor factor is shown 

in Figure 5. Each variable is an essential predictor in 

the success rate of malicious and benign data. 

B. Discussion and Conclusion 

The effects of this investigation that, if proper 

preprocessing strategies are applied to sufficiently 

data sets with the rich arrangement of variables, 

investigation techniques are equipped to anticipate 

the success of high accuracy (nearly 90 percent) of 

malicious or benign data. From the usability point of 

view, both RF and SVM had improved expectations, 

and one might decide to use other classification 

techniques on the grounds that contrasted with RF 

and SVM, some of them may depict an increasingly 

straightforward template structure such as (DT) 

Decision trees. A unique quality of this paper is that 

it gives the meaning of the attributes used in 

prediction modeling to the rank ordered. In 

particular, the impact / review investigation is 
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applied to predictive models in order to identify their 

comparative value (i.e., additive contribution) in 

predicting the output factor. To create the final list of 

variable-value sets, the affectability values of all 

variables over each of the 2 template kinds are 

collected. These awareness helps improve models 

and helps decision-makers understand that factors 

are most critical in improving malware detection. 

Achieving an exam project is strongly dependent on 

the wealth (amount and dimensionality) of the data 

which contributes to the wonder that is being 

considered. Despite the fact that this investigation 

used an enormous example of information (covering 

some open-source information) with a somewhat 

rich collection of highlights, more data and more 

factors that help to improve the examination/forecast 

results. Potential future headings of this report 

include (i) expanding the prescient techniques for 

integrating troops (joining / intertwining models); 

(ii) updating data sources by including overview-

based information from institutional reviews. An 

analytics project's success depends heavily on the 

resources (quantity and dimensionality) of the 

information describing the considered phenomenon. 

Although this study used a large sample of data 

(covering many open-source data) with a rather rich 

set of features, more data and more variables could 

potentially help enhance the results of the analysis / 

prediction. Potential future directions of this 

research include (i) expanding predictive modeling 

methods to include ensembles (combining / fusing 

techniques model) and (ii) improving sources of 

information by including data from academic 

survey-based studies. 

Decision trees specifically illustrate the 

reasoning process for various forecast outcomes, 

supporting a common hypothesis, while RF and 

SVM are statistical models that do not provide such 

an unmistakable viewpoint on how they do what 

they do. (Which are carefully designed and 

painstakingly guided for the purposes of 

expectations), and perhaps in particular (iii) the 

sending of the data frame as a guide of selection for 

business and instruction, with the goal of assessing 

the advantages and disadvantages of the frameworks 

for creating and better adapting to the needs of 

individuals. 

  

Table 1. Ten Folds Cross-Validation Classification Performance measure of the Models 
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