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Abstract: 

The Internet of Things (IoT), which is projected to deliver end-to-end services as a 

transformative approach. Handheld smart devices become a key component of IoT. 

In addition, IoT advertising has contributed to issues of public safety, including 

individual privacy problems, organized crime risk, and cyber attacks. First, we 

describe briefly the well-known IoT reference model and its layers in order to 

achieve this goal. Secondly, we are discussing the feasible IoT applications and the 

probable motivations of the attackers targeting the intelligent environment. Thirdly, 

in each layer, we are discussing various security attacks. Fourth, we describe these 

attacks as possible countermeasures. We conclude with the present two budding 

security challenges that have not yet been explained in detail in earlier reviews. 
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I. INTRODUCTION 

The Things Internet (IoT) has no precise 

definition. A broad understanding of IoT, however, 

is that it offers any information services across the 

World Wide Web by facilitating interaction between 

things-to-thing, human-to-thing, human-to-human, 

and things-to-things [1]. IoT interconnection of 

heterogeneous objects, such as sensors, humans or 

anything feasible that can act as a service request / 

response [2]. The novelty of different 

communication protocols, hardware improvements, 

offers the possibility of changing an isolated system 

into a communicating object. The smart device's 

storage capabilities, computing power, and energy 

capacity have significantly improved and its sizes 

have been reduced. The measure of emerging threats 

and attacks against an object or an individual's safety 

has grown tremendously as a side effect. The 

significant development in secure smart devices will 

authorize people with a variety of services, ranging 

from health care to smart infrastructure, where very 

different things, such as temperature sensors, 

medical sensors, and light sensors, can communicate 

with each other or with a person handling smart 

devices, such as cell phones, tablets, or laptops, etc. 

The researchers are presently working to identify 

potential threats and present budding solutions. This 

paper summarizes in detail the IoT security issues 

and countermeasures. The aim of the survey is to 

provide readers with an awareness of the types of 

attacks and how they have been resolved, and what 

threats are still awaiting.  

A.  IoT Reference Model 

In industrial and academic publications, the IoT 

reference models have been widely discussed. Fig. 1 

shows the seven-level model of Cisco and its various 

levels. CISCO's seven-level model may be 

standardized, creating a widely accepted IoT 

reference model [3 ]. The information flow in this 

model is generally bi-directional. The predominant 
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data flow path, however, depends on the 

applications.  

 

Fig 1. Cisco’s seven level Reference model 

[3] 

Level 1-Edge devices: This reference model's first 

dimension typically consists of computer devices, 

such as RFID scanners, sensors, smart controllers, 

etc., and various versions of RFID tags. From this 

level, information integrity and privacy must be 

taken into account. 

Level 2-Communication: it includes all mechanisms 

that allow command or information to be 

transmitted: I first-level device communication, (ii) 

second-level component communication, and (iii) 

first-level and third-level data transmission (edge 

computing). 

Level 3-Edge computing: It originates from simple 

data processing. This is important to reduce the 

higher level computational load as well as to provide 

an earlier response.  

Level 4-Data abstraction: It becomes more efficient 

and simpler to process. At this level, the regular 

tasks of entities include standardizing, 

deformalizing, consolidating and indexing data into 

one spot. 

Level 5-Applications: The application delivers 

understanding of information where programming 

cooperates with levels of data abstraction and data 

accumulation. IoT uses are abundant and can vary 

considerably across the business and industrial needs 

sectors. 

Level 6- canters and users: The smart users are 

located at this top level. Users use their analytical 

data and applications. 

The spectrum of IoT systems and attackers is 

discussed in Section 2. In particular, we identify the 

IoT security requirements. We then define possible 

attacks against IoT in Section 3. In Section 4, we 

outline countermeasures to these attacks. We are 

addressing two new security challenges in Section 5. 

Lastly, in Section 6, we include with conclusions 

and recommendations for future research. 

II.  BACKGROUND 

A. Scope of Applications  

1. Smart vehicles: Small IoT-based systems can 

provide remote locking/unlocking of vehicles, access 

to traffic information and download of roadmaps. 

Besides, Internet-connected car gives significant 

security against theft.  

2. Smart buildings:Remote control devices receive 

and get direction from users to perform activities in 

the residential building.  

3. Health monitoring: The future of healthcare 

systems based on IoT lies in the development of 

personal health monitoring to allow early detection 

of diseases. 

4. Construction management: Significant IoT 

implementations are the control and maintenance of 

modern infrastructure, such as traffic lights, bridges, 

railway tracks and buildings [4]. 

5. Environmental monitoring: Having smart things 

with embedded sensors allows emergency situations 

to be tracked in the area, e.g. a flood requiring quick 

response. Therefore, IoT-based devices will analyze 

the quality of air, water, humidity and temperature 

[5]. 
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6. Production and management: Smart systems 

make it possible to produce new products and 

control / monitoring systems quickly [6]. In contrast, 

methodologies for intellectual management use real-

time measurements, which permits power efficiency 

and safety management. 

B. Probable attackers and their Intentions 

Probable attackers may hack IoT devices for the 

purpose of stealing sensitive information, such as 

location data, credit / debit card numbers, health 

information, financial accounts, passwords. We may 

also attempt to compromise IoT systems, such as 

launching attacks on a third-party organization, edge 

nodes. Also, attackers may be concerned in 

compromising smart devices to target against a 

group. 

C. The scope of IoT against Security 

Next, in the field of IoT, we define two of the most 

commonly used terms: a security attack and a safe 

thing. It is imperative to understand the attributes 

that define security while defining a secure thing.  

III.  IOT VULNERABILITIES 

Edge compute nodes: We instigate attacks on the 

edge compute nodes, such as detectors, RFID 

readers, and lightweight nodes. Equipment Trojans 

have developed as a major coordinated circuit 

wellbeing alarm [8]–[12]. Trojans are commonly 

separated into two kinds dependent on their systems 

of triggering [13]. The intruder can extract 

cryptographic information with a physical contact to 

the computer, alter the software, or change the OS. 

Physical attacks on the nodes of the edge can lead to 

complete destruction. The major intention is 

therefore to collect information for future reference, 

such as discovering the common key.  

 

Inventorying: Explicit kinds of labels convey 

significant data about the articles to which they are 

associated. Therefore, a person with an EPC tag is 

obligated for inventorying, for example a label 

peruser can break down the person's items. This risk 

prompts genuine inquiries regarding privacy. For 

instance, the gatecrasher can realize what kinds of 

therapeutic hardware, for example, wearing a 

patient, an insulin siphon, and in this way what 

illnesses he experiences, for example, diabetes. 

IV.  COUNTERMEASURES 

In this section several countermeasures for security 

issues and each defence in edge nodes level are 

discussed.  

A.   Computing nodes 

Policy-based approaches are the effective 

methods at this stage of IoT to address privacy and 

security issues. An IDS can be used to consistently 

experience the brutality of critical policies. An IDS 

ensures that there is no need to violate general 

standards. Policy-based approaches are consistent in 

dealing with deprivation attacks of sleep and battery-

draining by identifying unusual node requests. In an 

integrated circuit, a PUF is a noisy function. When a 

challenge is queried, a PUF produces a  reaction 

based on both and the unique characteristics of the 

device's physical properties. It is believed that PUF 

is physically unclonable, visible, and unpredictable. 

PUFs authorize unique device authentication and 

identification and provide mechanisms for Trojan 

recognition. 

 

Fig. 3 a) Summary of attacks 
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B.  RFID tags 

a) Anonymous tag: Kinoshita has suggested a 

unique idea based on the visualization of the look-up 

table. The real ID and each tag's anonymous ID are 

mapped and stored. Remember that an RFID tag 

produces the anonymous ID that does not have 

useful intrinsic data, it can allow spam time tracking. 

So, the anonymous ID can be generated periodically 

to address the tracking issue. 

b) Personal firewall: A private RFID firewall 

checks the tag requests of all users. The firewall that 

allows high processing facilities can be installed in a 

system and sufficient storage capacity, such as a 

mobile. it allows complex policies to be built. For 

example, if the user is not within 50 meters of 

workplace, "the tag will not miss its sensitive data." 

 

 

Fig. 3 b) Summary of countermeasures 

V.  EMERGING CHALLENGES 

We have summarized numerous attacks along with 

countermeasures on smart objects security. Next, we 

talk about two budding security challenges that have 

not yet been explained in detail in the earlier 

reviews. Most smart applications are based on Small 

battery-powered, low-storage devices and computing 

resources Over the past few years, some research has 

attempted to study the unpredicted uses of data from 

environment or an individual through internet-

connected devices. 

VI.  CONCLUSION 

Over the past decade, the emergence of the Internet 

of Things paradigm has exponentially lead to 

numerous threats and probable attacks on things or 

individuals ' security or privacy. This survey 

attempted to condense a level-by-level fashion 

against several IoT security attacks or concerns and 

countermeasures. This paper's primary goal is to 

provide an opportunity to the researchers to 

investigate which threats have been propelled and 

addressed, and which threats stay behind 

unaddressed. Furthermore, due to the tremendous 

growth of smart applications, both industrial / 

academic research communities and manufacturers 

should proactively and aggressively address these 

threats. 
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