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Abstract 

Electronic records management system (ERMS) is an application 

that has the potential to serve as a central repository for the 

electronic records keeping and management in the oil and gas 

(O&G) sector in Yemen. The application of the system would 

trigger changes to the management of records and could enhance the 

business continuity. Although ERMS is identified as one of the top 

priorities for supporting the management of records, but its adoption 

faces tremendous challenges and barriers, ranging from 

technological, organizational, and environmental issues. This paper 

presents an investigation of the conceptual framework and the most 

critical factors that impact the adoption of in the O&G sector of 

Yemen> the conceptual framework has constructed by integrating 

two of information system adoption theories which are the Unified 

Theory of Acceptance and Use of Technology (UTAUT) model and 

technology, organization, environment (TOE) model. 

 

Keywords:Adoption, Business Continuity, Electronic Records management 

System, TOE, UTAUT, Yemen. 

 

I. Introduction 

Oil and gas (O&G) organizations are relied on 

information and communication technologies 

(ICT) for conducting businesses which will lead to 

generate electronic records in tremendous 

volumes. The electronic records consider 

significant to organizations to achieve their 

organizational objectives and manage records 

systematically. Such records are usually created 

and kept to verify that certain task has been 

created by a given organization [1-3]. Therefore, 

records should be managed based on the concept 

of records lifecycle which essentially determines 
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three main phases including creation, 

maintenance, and disposal[4, 5]. The electronic 

records that constrained vital data must be 

managed effectively to avoid any change will 

causes problems particularly when organizations 

have involved in litigation cases and to avoid the 

circumstance of any hazard of fraud[4, 6]. In the 

digital era, the information contained in records is 

exposed to risks such as being tampered with or 

lost. Thus, records should be protected and 

maintained consistently according to the best 

standards [7-9]. 

 

In the digital era, the information contained in 

records is exposed to risks such as being tampered 

with or lost. Thus, records should be protected and 

maintained consistently according to the best 

standards [10, 11]. This can only be achieved by 

ERM which is a rigorous system for managing 

records to ensure that the embedded information is 

authentic, usable, reliable, accurate, trustworthy, 

and has integrity [12-14]. In addition, the 

principles of records management ensure the 

business continuity of the organization, support 

the decision making and enhance data security 

[15-17].   

 

Without proper guidelines to adopt the system, 

organizations might encounter difficulties to 

implement an efficient and effective ERM 

initiative that directs the complete life cycle from 

creation through the disposal to conservation of 

records [3, 18-22]. Furthermore, ignoring the 

significance of ERMS will put Oil and Gas 

organizations at the risk of losing their records 

that contained important information such as 

drilling log files, production information and wells 

regulations information. The loss of this 

information affects the operations of Oil and Gas 

sector. Therefore, there is a need to manage 

records by using ERMS which is considered an 

existing challenge. The sector is not only one of 

the most complex and regulated sector but in a 

constant state of change with mergers, 

procuration, acquisitions, and divestitures - the 

ease in which records can be tracked, managed, 

and audited is crucial[15, 23-25]. This paper aims 

to propose a conceptual framework for the ERMS 

adoption in the O&G sector in Yemen.This paper 

discusses the background of the study; the 

literature review; methodology; the conceptual 

framework, discussion and conclusion. 

 

II. Background of the study 

The economy in Yemen depends on O&G sector 

through production and exploration however the 

electronic records system  and digitalization 

transformation in this sector still not implemented 

completely [23, 26]. Many organizations in the 

O&G sector of Yemen are managing their 

important records manually which causes several 

problems such as delays in transactions and 

consequent damages in information of 

organization[4, 14, 27]. In O&G sector in Yemen, 

records are managed manually and that will 

impede the improvement of business. 

Furthermore, managing records without ERMS 

has disadvantages such as cost organization 

physical filing storage, decreased portability, huge 

volumes of unmanaged records, slow response 

speed in providing services, untrustworthy 

information, and the absence of system to 

information and records management. The 

adoption of ERMS will improve the management 

of records that still function manually such as 

billing, imbursement, and other business-

transaction records[4, 28]. 

 

The manual management of records in Yemeni’s 

Oil and Gas sector has caused poor record keeping 

due to the inefficiency of manual process, for 

example, requesting materials processing which 

follow the traditional procedure. The request is 

created by the employee and printed out to be 

approved by department manager. Next, the 

request then routed to logistics which may goes to 

a specific user in the logistics department for 
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approval, and takes time to be  served [29]. The 

process of material request was performed 

manually routed around an organization from one 

person to the next are time consuming and acquire 

a lengthy process to be completed. The process 

can also be unsecured and can put the 

confidentiality issue at risks [30-32]. Thus, ERMS 

has a valuable feature that accelerates the 

processes  , creating them more well-organized, 

removing the paper trajectory supporting the 

accountability for each activity created by an 

individual[3, 27]. 

 

The existing manual practices in O&G sector in 

Yemen do not fully support the business 

requirement which comes in the form of poor 

information delivery, poor quality of decision-

making, poor of quality of business activity, low 

quality of reporting and slow and inaccurate 

customer service [33]. In addition, manual records 

management could put the sector in hazard of 

losing information, which in turn, impedes the 

continuity of business[29, 34]. Therefore, records 

possessed by the O&G sector in Yemen need to be 

managed by ERMS because it has the ability of 

auto categorizing records and reduces the time of 

searching for specific records during any 

disturbing event. Further, ERMS makes the 

information continuously obtainable and available 

compared with physical records (records in 

paper), which cause delays in assisting users. 

Adopting ERMS increases effectiveness and 

efficiency and supports the business continuity 

(BC) which is emphasized the capability of 

operations during any emergency events[12]. 

A rigorous ERMS must be implemented in order 

to increase the efficiency and effectiveness of 

services in the organization because manual 

practices of records management is no longer 

suitable since the volume of records is growing 

and loss of records could lead to regulatory fines, 

business disruptions, lost productivity, failure to 

comply with organization requirements, damage 

to the brand, lost customers and more other 

problems that could potentially be avoided with 

ERMS adoption[16, 17, 27, 35]. This leads to a 

change in work processes from manual to an 

electronic system 

 

III. Literature Review 

Literature review provides a comprehensive sight 

of previous work on ERMS as well as underlying 

theories relevant to the aim of the current study. 

Literature review discusses the use of ERMS to 

support business continuity in the Oil and Gas 

sector and the past related work with a focus on 

the factors that influence the adoption of ERMS. 

1. Electronic Records Management System  

ERMS is known as a records management system 

that aids the administrative staff to conduct their 

day–to–day business that rely on records, data 

organization, and account integration. ERMS is a 

software application for organizations that manage 

user’s data with regard to the status of their 

records. ERMS reduces the time spent on 

administrative tasks and allows the management 

to access to users' records. It also processes and 

generates statements through the use of ID 

number which automatically shows the status of 

the records[36]. Furthermore, ERMS refers to a 

system that is intended for electronic records 

custody, archiving, storing, integrating records 

management capabilities[37]. Furthermore, ERMS 

provides functionality to capture, store, and 

process, circulate, preserve and dispose of 

electronic records [12, 38]. A reference[39]has 

defined ERMS as a management system for 

electronic and non-electronic records through 

computer and its applications according to 

acknowledged principles and performs. Moreover, 

ERMS was known as an electronic system used to 

manage all type of records. 

An ERMS is known as an automated tool or 

software application designed to support the 

workflow processes of an organization since it 
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helps the organization to create, manage, use, save 

and dispose of its records. Furthermore, this 

system has the ability to enhance the amendment 

of the electronic documents and to develop an 

organizations' daily work to provide evidence of 

its activities in the case of litigation[39].   

Therefore, the organization needs to adopt this 

system because of its advantages that differ from 

other systems. The adoption of ERMS is not an 

easy process that needs the support from top 

management.    

A study by [34]stated that the adoption of ERMS 

in organization has several benefits for managing 

records and protecting information. These benefits 

include, improving quality of records, reducing 

the time of managing records and supporting 

decision making process. In addition, 

reference[40]declared that ERMS supports the 

accountability of the records in organization. 

Thereby, an ERMS provides accurate 

responsibility in terms of managing. 

2. Business continuity 

According to ISO 22301: 2019, business 

continuity is defined as “a corporate capability 

that exists whenever organizations can continue to 

deliver their products and services at acceptable 

predefined levels after disruptive incidents have 

occurred. The management in any organization 

should set the process that is used to ensure that 

operations continue and that products and services 

are delivered at predefined levels, that brands and 

value-creating activities are protected, and that the 

reputations and interests of key stakeholders are 

safeguarded whenever disruptive incidents occur. 

This is achieved by identifying potential threats, 

by analyzing possible impacts, and by taking steps 

to build organizational resilience”. The key driver 

for the management of records in the organization 

is business continuity Business continuity can be 

described as an organization's ability to continue 

conducting business in a proper way during a 

substantial interruption that could affect its daily 

operation.   

The need to prevent records from change or 

deletion is necessary for organizations’ business 

continuity[41, 42]. An organization without 

records typically cannot operate and any loss of 

these records will cost the organization or lead to 

business stoppage. An ERMS enables the 

organization to protect its records and business 

information and guarantee the continuity of 

operations’ [43]. Business continuity guarantees 

that organizations are capable to continue 

conducting their business transactions after 

encountering substantial loss or disruption [5, 16, 

36, 37] 

In this perspective, businesses have to stay active 

during the catastrophe because if operations are 

closed for short term, there are many chances that 

the production in organization could be stopped. 

Organizations need records and information to be 

available in order to remain active, and losing 

such information will affect the business. 

Therefore, there is a requirement for supporting 

business continuity in the occurrence of disasters 

or changes which call for the rigorous technique 

of managing the availability of information 

permanently or temporarily until the normal 

operations are resumed[3, 6, 9, 13, 16, 37]. 

3. Previous work on the ERMS adoption 

The previous work on ERMS observed a good 

view that we need to specify the different 

arrangements, differences, and inclinations of 

opinions on the subject of study. We have 

accurately chosen a good articles related to ERMS 

adoption and discussing the part of conceptual 

framework and its factors. Adopting ERMS 

through proposing a framework explains the 

natural progression of the problem of this study 

and has linked with the concepts, empirical 

research and important theories used in promoting 

and systemizing the knowledge. In order to 



 

July – August 2020 
ISSN: 0193-4120 Page No. 6528 - 6538 

 
 

6532 Published by: The Mattingley Publishing Co., Inc. 

systemizing records in the Oil and gas 

organizations, there should be a new framework to 

help in adopting ERMS successfully. A 

framework is essential as it provides a guideline 

for the successful adoption of any system such as 

ERMS[3, 5, 24, 44]. ERMS devoted studies 

especially in the context of the Oil and Gas sector 

are scarce, but ERMS studies are widely available 

in the other public sectors. The findings of 

previous researches indicate that there is a need to 

adopt ERMS in the Oil and Gas sector in order to 

enhance business continuity. 

One study by [45]indicated that there is a strong 

relationship between the significant adoption 

factors and the level of use of ERMS. This study 

declared that the significant contribution to the 

development of ERMS refers to the human and 

organizational factors that have been investigated. 

The study also identified technological aspects 

positively affecting ERMS adoption. In contrast, 

in developing countries including South Africa, 

records are still managed physically as stated by 

[46]. This leads to the need for an ERMS 

framework that helps organizations to develop 

information management. This leads to the need 

for an ERMS framework that helps organizations 

to develop information management. Another 

study was conducted in three Oil and Gas    

companies in the Niger Delta region of Nigeria 

[47]. According to this study, ERMS design and 

deployment reflects the organizational and 

environmental practices and expectations. Thus, 

data that is embedded within the organization is 

likely to assist the successful adoption of systems 

in work environments. The findings of the study 

revealed that ERMS helps Oil companies 

increasing the accessibility to their data to make 

decisions, and protect their data when destructive 

events will occur. 

 

 

Table 1 indicates that most of the previous studies 

such as a study by [12], a study by [48] 

and[12]recommended that adoption of ERMS 

needs a new framework to be developed and more 

new factors to be investigated. These studies 

stated future studies should involve large 

organizations and a large number of respondents 

for ERMS adoption. However, no empirical study 

or case study was performed to test the behavior 

intention of Oil and Gas employees to adopt 

ERMS for enhancing the business continuity, this 

study conducts an online survey to measure the 

behavior intention of Yemeni Oil and Gas 

employees to adopt ERMS.  

The previous studies discussed in Table 1 have 

implemented and adopted ERMS for supporting 

decision making and individuals performance and 

none of them addressed the adoption of ERMS to 

enhance business continuity which is the gap of 

the current study [49]. Table 1 also indicates that 

factors that influence the adoption of ERMS are 

discussed from different angles and largely 

focused on organizational-level adoption.   

The results of the many previous studies had 

identified many factors influencing the 

implementation of EDRMS, ERMS, ERP, EDMS, 

and ECMS among users of such applications in 

the government sectors and there is no study 

discusses the factors in the Oil and Gas sector.  

However, no empirical study or case study was 

performed to classify the factors into TOE 

dimensions. Many previous studies have applied 

contents analysis to identify broad factors that 

were examined in a different context and cannot 

use in the context of Oil and Gas sector [50]. 

. Previous studies stated that ERMS adoption in 

the Oil and Gas sector still scarce and needs to be 

investigated.  
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Table.1Previous Studies on ERMS adoption 

Author Aim of the Study Method Finding Theory 

[48] Implement ERMS in 

Tlokweng land board 

(TLB) 

Case study 

Research design 

Adoption framework for the 

change management when 

implementing ERMS 

Kotter’s 

model 

[4] Develop framework for 

ERMS adoption to 

enhance the productivity 

and performance in 

Yemeni HPE 

mixed 

explanatory 

approach 

ERMS adoption framework  UTAUT 

[51] Propose a  Framework 

for ERM Based on 

Blockchain 

Literature 

content analysis 

ERM framework Evidence 

chain model 

[12] Develop a Framework 

for ERMS in support of 

e-government 

Qualitative 

method 

Framework for implementing 

ERMS in supporting  e-

government  

MoReq 

[52] Develop ERP adoption 

model in Bangladeshi 

public sector 

Quantitative 

survey 

Factors and ERP adoption model UTAUT 

[53] investigate the adoption 

and use of EDRMS 

Qualitative/ 

multi-case study 

Factors affecting  EDRMS 

implementation in Namibia and 

Zimbabwe 

DOI 

Olefhile, 

Athulang 

[54] 

Identify the factors 

influence EDRMS 

implementation in the 

ministry of trade in 

Botswana. 

Mixed method ( 

Case study and 

questionnaire)  

  Factors influence e EDRMS 

implementation  

TAM 

[55] Develop a model for 

EDRMS implementation 

in nuclear power 

company in China 

Case study Process model for EDRMS 

implementation 

Total 

process 

management 

theory 

[56] Identify the factors that 

influence the adoption of 

EDRMS in government 

sector in Malaysia 

Quantitative 

approach and 

experts 

validation 

support 

Factors influence EDRMS 

adoption in government sector in 

Malaysia. EDRMS adoption 

Framework 

UTAUT 

     

Mosweu, 

Bwalya 

[57] 

investigate the factors 

that influence the 

adoption and usage of 

EDRMS in Botswana 

Mixed method/ 

positivist 

approach 

Factors influence EDRMS 

adoption  

UTAUT 
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IV. Methodology   

Contents analysis has been conducted to investigate 

the published articles on the field of records 

management and related to this study. Narrative 

analysis involves content and setting investigation 

of required data to identify the practices and 

purposes of ERMS in the developing countries 

specifically in the “O&G sector”. In this study, we 

have searched for articles that delivered a 

comprehensive information related to the ERMS 

implementation or adoption. We have included the 

articles that meet the main criteria of describing 

ERMS implementation or adoption in developing 

countries. We have reviewed articles from the 

literature that highlighted ERMS, EDRMS, EDMS, 

digital transformation initiative in the O&G sector, 

records management, electronic records and 

archives roles from different practice settings 

including O&G sector in the developing countries. 

We have carefully chosen those papers that were 

found significant for implementing of ERMS and/or 

involved related systems to the records 

management that conducted in public and private 

settings. We conducted literature search in 2018 

from numerous sources including: Science Direct, 

Emerald Insight, IEEE, Jstor, ScienceDirect, 

Springer Link, Wiley and so on. 

Initially, we have used specific keywords in 

searching terms which are autonomously joined by 

Boolean operators “AND” and “OR” such as 

“electronic records, records management, electronic 

records management system(ERMS), electronic 

documents and records management system 

(EDRMS), business continuity and characteristics 

of ERMS)”. These keywords were used in 

combination with a scope of equivalents that 

communicated the semantics 'obstruction'; for 

example, issues, obstructions, problems, success 

factors, obstacles, challenges, difficulties, Failure, 

supporting business continuity. Extra companion 

evaluated articles were additionally sourced 

utilizing Google Scholar to build the decent variety 

and extent of papers recognized in this search. Both 

subjective and quantitative exploration were 

reviewed. Keywords related to the topics of 

adoption information system, records management 

policy, and the use of ERMS for supporting 

business continuity during any crisis were used in 

this contents analysis.  Accordingly, keywords were 

selected based on its explanation and significance 

for the practices in the ERMS. Articles were 

identified as “related” or “citing” by the databases 

were also vetted for significance. 

V. Results and Discussion  

The results of this analysis is represented in the 

conceptual framework and factors that influence the 

adoption of ERMS in O&G sector of developing 

countries including Yemen.  A conceptual 

framework is a structure that can be used for 

guiding this study and practice which can be best to 

explain the natural progression of the situation to be 

studied. The results reveal that this study proposes 

an ERMS framework that depends on three main 

dimensions: technological, organizational, 

environmental, the process (ERMS adoption), and 

the output (business continuity). The conceptual 

framework is constructed from integration of 

UTAUT and TOE theories. In this study, the 

conceptual framework is constructed based on the 

UTAUT and TOE models. UTAUT is considered a 

unique model that was empirically validated by 

many studies in developed and developing nations 

and UTAUT has a potential to measure behavior 

intention of individuals since it was combined from 

eight major models of system adoption and 

acceptance.  The potential of UTAUT appears on 

the important factors that might be crucial for the 

accomplishment of ERMS adoption in the O&G 

sector. The results indicated that the UTAUT is 

appropriate for this study because of the validity, 

viability, and stability of the model which have 

been proven in many studies in several contexts 

such as education, health, trading, and government 

sector.  
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 The conceptual framework proposes TOE 

theory to classify the factors into three dimensions 

namely “technological, organizational and 

environmental (TOE)”. The classification of 

dimensions applied to make the respondents aware 

of the importance of constructing their own answer 

to the questionnaire to take into account all possible 

feedback. The TOE theory includes important 

factors such as availability and policy influencing 

the adoption of ERMS and would be used to 

support the business continuity in Yemeni O&G 

sector. TOE is providing a richer theoretical lens to 

understand the categorizing factors into dimensions, 

provides beneficial guidance for researcher and 

practitioner in the IS adoption. 

The technological dimension contains 6 factors 

were selected to influence ERMS adoption in the 

O&G sector. As illustrated in Figure 1, 

technological factors are “availability, 

compatibility, effort expectancy, performance 

expectancy, security and system quality”. The 

organizational dimension includes 5 factors which 

are “accountability, change Management, 

facilitating conditions, social influence, and 

training”. Additionally, the environmental 

dimension contains 3 factors including “legislation 

and laws, policy, and trust in New System”. The 

conceptual framework is presented in Figure.

 

 

Figure 1. ERMS adoption Conceptual Framework 

 

VI. Conclusion 

This study has confirmed the need to adopt an 

effective ERMS to protect and manage tremendous 

records generated by the O&G sector employees in 

their workplace. This article introduces a proposed 

conceptual framework for adopting ERMS that will 

change the manual records practices to systematic 

which considers a major need for O&G sector. 

ERMS conceptual framework integrated from the 

UTAUT and TOE models which considers a 

comprehensive because the factors that shape the 

TOE dimensions are combined together in one 

framework. Furthermore, the framework is 

proposed to understand the factors related to the 

ERMS adoption and enhancing the business 

continuity. Therefore, the framework proposed in 

this study shows the key factors that influence 

adoption of ERMS. In addition, the conceptual 
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framework would be used to examine the 

relationship between the first level of the 

framework that contains technological, 

organizational and environmental factors and the 

intention to adopt ERMS. 
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