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Abstract 

 This paper proposes visualization of IoT cyber risks in designing strategies of supply 

chain and business. It is seen that cyber risk are presented by Digital IoT technologies 

in a supply chain which companies. The literature review comprise of government 

and industry papers and comparison is done between supply chain models and 

business with studies conducting on new technologies of IoT. The design parameters 

for support system of decision for looking at the cyber risk in digital economy from 

supply chain of IoT. A case study on two companies of IoT was done for grounding 

design process. This study includes methods based on discourse analysis and 

categorical and open coding.   
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I. INTRODUCTION 

A new category of cyber risk is exposed by 

digital supply chains from shared infrastructure 

in digital economy. The academic literature fails 

to discuss the impact of IoT on cyber risk of 

supply chain[1]. There is a negligence of cyber 

risk‟s visibility in the perspective of IoT digital 

technology in SME‟s supply chain. The 

resources and complexities are managed 

efficiently with IoT digital technology‟s 

integration need reference architecture which is 

standardised. There is a lack of clarification in 

digital economy on functional, operational and 

strategic challenges faced from IoT technologies 

in supply chain. 

II. METHODOLOGY 

The methodology of research is applied for 

building system of decision support including 

case study, literature review and synthesis of 

data by using the approach of grounded theory. 

This is done by theme based categorization of 

emergent concepts by using primary/secondary 

resources. The “Industry Classification 

Benchmark” analyses case study diversity 

which is represented in sample of population, 

for determining representatives of industry and 

elimination of industry bias [2]. Previously 

reviewed literature use this approach[3]–[6]. 

The findings are validated by the application of 

techniques of qualitative research[7]. The 

qualitative data is categorised and analysed by 

application of categorical and open coding. A 

complimenting method which is time tested for 

grounded theory is represented by it [8]. The 

collected data is reliably represented by open 

coding while profounder concepts are 

recognized by categorical coding [9]. The 

approaches of explicit state have connotation 

that is interpret and evaluated by discourse 

analysis [10].  

III. LITERATURE REVIEW 

Reviewed literature did not contain “mutually 

exclusive viewpoint of supply chains of IoT” 

and no visible cyber risk [11]. Supply chain 

models have just position and IoTdigital 

technologies [12]. Two areas of research are 
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placed together having contrasting effect [13]. 

The areas of horizontal and vertical integration, 

visibility of supply chain and smart supply 

chains are not addressed. Too many topics are 

represented and focus would lack. The best 

principles of design, practices, common 

approaches and standards that affect digital 

economy‟s supply chains [14]. The contexts 

which are related to digital capabilities of SMEs 

are identified for digital economy [12], which 

focus on IoT technologies in supply chains.  

 

IV. PROPOSEDFRAMEWORK 

Integration of supply chain and business needs 

consensus on recognition of best integration 

level, confirmation of compatibility of 

organisation, attention on collective 

performance, and integration of operations. It 

should be a priority to address obstacles of 

individual integration and collective factors of 

supply chain should be followed by 

strategies[15]. Different effect is created by 

visualization of different categories of 

integration enabled by holistic design. Figure 1 

represents holistic design approach. It is built on 

a notion of dynamic concept of supply chain 

and relation of interdependencies where 

structural elements of a supply chain are based 

on multilevel strategic themes of a business 

model which represents a structured system. 

Thus, decompositions of supply chain design 

are created by deconstruction of supply chains 

by applying hierarchical method for network 

design. Figure 1 illustrates the epistemological 

framework of knowledge synthesized by models 

reviewed.  

 

 

Fig. 1 “Framework synthesising the findings related to designing supply chain model with IoT technologies in the 

digital economy” 

       The differentiation of previous models by 

enabling the investigation of actual capabilities 

of supply chain by the analysis of digital 

operational activities in figure 1. A generic 

design is represented by framework but 

objectives of specific supply chain are not 

represented. Instead, the requirements for 

operational activities is presented as scaffolding 

by which the themes and categories with cyber 

activities are populated by enabling the process 

of design. The comparison of these activities is 

done with SME supply chains digital activities.  

4.1 The Framework - IoT and the Digital 

Economy 

The digital economy has business opportunities 

in supply chains networking. The productivity 

of resource is increased, business processes are 
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provided with flexibility and value opportunities 

are created by enabling customer requirements 

by smart manufacturing. The IoT theories are 

integrated and physical systems are controlled 

and humans and IoT 32 interact. An inherent 

risk of constant changes in cyber risk exists 

leading to a range loss and lack of online 

security threat understanding. The cyber risks 

are measured with an inconsistency. There is a 

need to quantify accumulated risk of cyber 

chain. It is vital to have shared risk in 

infrastructure in digital economy.  

4.2 Framework populating through a Case Study  

        The “Decision Support System (DSS)” for 

Digital Economy and IoT are designed by the 

application of case study research. The 

participants are requested for defining overall 

business objective to apply to the concept of 

IoT.The emerging concepts from interviews are 

categorised and analysed by applying 

summative, directive and conventional 

analysis. The methodology of grounded theory 

is given in figure 2. It is done for the relation 

and identification of functional themes that lie 

behind individual strategic themes[16].  

 

Fig. 2 Roadmap of DSS for visualisation of supply 

chain cyber risk 

4.4 Conclusion 

 This work grounds on the representation of 

generic roadmap for cyber risks segment in 

supply chains. It has been confirmed by DSS 

that integration of IoT technologies leads to an 

inherent cyber risk and the operational 

capabilities related to cyber are evaluated for 

visualizing the cyber risk. This work focusses 

on the development of a system for guiding 

practitioners and academics in the visualization 

of cyber risk of supply chain from IoT 

technology. The information is given by case 

study by “sustained engagement of the UK 

EPSRC IoT Research Hub „PETRAS‟ 

(https://www.petrashub.org)” with wide set of 

partners for wide variety of government 

agencies, charities and private sectors at 

international scale. 
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