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Abstract 

Information security and confidentiality are the prime concern of any type of 

communication. The techniques that utilizing inconspicuous digital media such as 

text, audio, video and image for hiding confidential data in it are collectively 

called Steganography. The key challenge of steganographic system design is to 

maintain a fair trade-off between, security, robustness, higher bit embedding rate 

and imperceptibility. Thus, with the massive progress in digital technology, to 

transmit secret messages through the internet effective steganography algorithms 

are required. However, the object which has been used to hide secret messages 

within may be exposed by compression or any type of noise which leads to extract 

secret message incorrectly. Therefore, utilizing the non-traditional basics for 

information security is required, such as swarm intelligence algorithms which are 

focused as a new aspect to achieve better security. In this paper, a survey of recent 

swarm intelligence algorithms based on steganography is covered. The objective 

function for swarm intelligence algorithms is realized in a way that the quality and 

robustness of the object that has been used for hiding messages are acceptable. 

With a particular emphasis on the main purpose and the objective of the proposed 

method based on the particular swarm intelligence algorithm has been reviewed. 

To present a more secure, efficient steganography algorithm based on swarm 

intelligence algorithms for future work, this will be helpful. 

Keywords: Data security, Image Steganography, Swarm Intelligence Algorithms. 

 

I. Introduction 

Information security was among the most central 

issues that attracted much consideration as it 

played a significant role in every-day life. This 

concern has grown considerably following the 

advent of computers, particularly when the 

computer was adopted in nearly all spheres of 

modern life. Computer security is a broad label 

for the array of methods, measures, and devices 

proposed to shield, secure and safeguard computer 

systems alongside their information and data from 

hackers by discouraging them from attempting to 

access such systems without authorization [1, 2]. 

Essentially, information security classified into 
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two main parts cryptography and information 

hiding. Information hiding is considered a key 

discipline of information security. Information 

hiding is a science used for secret communication 

among the source and the destination to protect 

secret data from a third party [3, 2]. 

Essentially, cryptography and steganography 

technologies are used to provide secret 

communication. However, steganography and 

cryptography differ considerably, Figure 1 showes 

the classification of the information security 

types. Both, of them technologies are utilized to 

achieve the different target. Cryptography is made 

up of two Greek words “kryptos” is meaning 

(hidden) and “graphein” is meaning (to write)  [4, 

2].The main goal of cryptography is to protect the 

secret message from unauthorized users by 

changing the real meaning of it into the 

unintelligible format without using any carrier 

which is called cipher message. In cryptography, 

the system will be break if the intruder can find 

the real meaning of the secret message which is 

called cryptanalysis. Therefore, the cryptosystem 

makes doubt in the mind of attackers because the 

cipher message is still known even after the 

encryption process. In contrast, steganography has 

been used to avoid the attacker's doubt [5, 6, 7, 

8,9]. 

Fig 1: Classification of Information Security Types 

 

 

The steganography notion is usually constructed 

by a pair of algorithms which are hiding and 

extracting secret message as shown in Figure 2. 

Steganography is one of the main areas of 

information hiding technologies. t is composed of 

two Greek words “steganos” which is means 

covered or secret, and “graphy” which is means 

writing. The main goal of steganography is to 

conceal the private or sensitive information within 

different carries. In steganography, the secret 

message must be converted into a binary system 

to embed it. Therefore, the breaking 

steganography system (steganalysis), will be done 

if the intruder detects the hidden message. Aa a 

result, steganography is considered as a higher 

security level than cryptography in terms of the 

braking system because the presence of secret 

messages cannot be known by unauthorized 

people [7, 8, 9]. 

 

 
Fig 2: General Process of Steganography [12] 

 

Throughout history, steganography has been 

utilized in ancient Greece and China in different 

forms [13]. During 440 B.C., an ancient common 

method of Greek had been demonstrated by 

Histaeus for hiding message. He used the head of 

trusted slaves to conceal the secret message. The 

secret information has been tattooed on the slave's 

scalp after shaving his hair. After growing slave's 

hair again, he was sent with the secret message to 

the destination place. The message cannot be 

detecting until the hair shaved again. Also, around 

480 B.C., Demerstus used a wooden wax tablet to 

hide the message. In the process of his technique 

the secret message was written on the wood after 

taking off the wax and then covered the wood 

again with fresh wax [11, 12]. The stomach of 
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rabbits is utilized for a hidden message, too [16]. 

Moreover, Jérôme Cardan invented another 

method to conceal the information. In his method, 

a masking paper that contains holes and blank 

paper was used as it is shown in Figure 2.2, mask 

located on the left side, cover located in the 

middle, and message located on the left side. In 

the process of hidden message, the mask was put 

on the blank paper and the message was written 

through the holes. After that, they were taking the 

mask and filled the blanks to appear the secret 

message [14, 15]. 

 

II. Steganography Types 

In general, the steganography systems are divided 

into three main categories based on the 

steganography methods. The main goal of them is 

to embed secret information within any carrier in 

different ways. Using each type with any method 

a stego carrier will be obtained but in the different 

levels of security. As it is illustrated in Figure 1 

there are three types of steganography are pure 

steganography, secret key steganography, and 

public key steganography. 

 

A. Pure Steganography 

Pure steganography is considered as one of the 

steganography systems. After combining specific 

carriers with a secret message by using any 

steganography technique the stego carrier will be 

obtained. Therefore, the process of this type does 

not require any secret key during the embedding 

process. Consequently, this type is considered as a 

mush less secure method because no key is 

involved. Thus, the security in this type is based 

on the privacy of the algorithm[16, 17].  

 

B. Secret Key Steganography 

Secret key steganography is considered an 

important type for protecting secret data from a 

third party. Unlike the previous type, the system 

of steganography in this type requiresa single 

secret key, this same key is also called a private or 

symmetric key. Therefore, the sender and receiver 

use the same key during carried out of both hiding 

and extraction. The main purpose of utilizing the 

key is to make the system more secure because of 

no one able to extract the secret message and read 

it only the one who has the key[21]. One of the 

great advantages of the private key is providing a 

fast process in both procedures. On the other 

hand, the drawback of this key is the system will 

become in risk if the key discovered by 

unauthorized users. Thus, this type of key should 

be changed considerably to keep the system 

securely [22]. The private key was the first type of 

key used in encryption before developing the 

public key in 1970 [23]. 

 

C. Public Key Steganography 

Public key steganography is also known as an 

asymmetric key. Unlike the previous type of 

steganography, in this type pair of keys are used 

one for embedding and another for extraction to 

provide multiple levels of security during public 

communication. The key which is utilized by the 

transmitter to conceal the secret information 

within the carrier is called the public key. 

However, the other key utilized by the receiver 

during extracting the secret message is labeled as 

a private key. Both of keys are mathematically 

related to each other because they are generated 

together. The main advantage of this type of 

steganography is providing more robust for the 

system because even one key is known, it is hard 

to find the other key by a third party [17, 21]. On 

the other hand, the main problem of 

theasymmetric key is slower than the private key 

about 100-1000 times. Also, the public key 

systems exposed to more efficient attacks due to 

the publishing of the key [19, 22]. 

 

III.   Steganography Applications 
Several applications represent a container of 

sensitive information. These applications are used 
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as cover objects or carriers in the steganography 

systems as it is shown in Figure 3.  Every carrier 

has it is own characteristics to serve the 

steganography technology. Also, steganography 

technology needs a sufficient region in each 

carrier to protect the secret data. Also, the amount 

of secret information to conceal within each 

carrier depends on the availability of the region of 

the specific carrier. Therefore, carriers are 

represented as an essential ingredient in 

steganography technology because they are 

determining the amount of data that can be 

hidden. Furthermore, to conceal the secret data 

within each carrier some parts of them will be 

manipulated by using different algorithms. 

However, maintain the accuracy and stay the 

format intact of each carrier after the embedding 

process or maybe modifying some parts of them 

to stay imperceptible to unauthorized people in 

public communication. 

 

A. Text steganography 

Historically, the text was an obvious carrier used 

to protect secret data from unauthorized people. 

Utilizing text as a carrier was the most important 

steganography method. In this method, each bit of 

secret data was concealed in every nth letter of 

text carrier. After increasing the using of the 

internet and discovering some other carriers, the 

significance of using text as a carrier among 

researchers is decreased because of a very small 

amount of redundant data compared with other 

carriers. However, stego text which obtaining 

after embedding secret data is often more 

imperceptible than other digital carriers [20, 26]. 

The main benefit of using text as a carrier in 

steganography system is that, it does not require 

much memory also it is easy to transfer [23, 24]. 

Several algorithms have been used to embed the 

secret message within the text such as open space 

methods [5], syntactic methods, semantic methods 

[29], shift coding [30], and feature coding [27, 

28].  

B. Video steganography 

Videos also as images are very common choice 

were used to hide secret information as a carrier. 

Steganography video is very effective and 

successful due it is a high capacity more than 

image capacity. Many different video file formats 

can be used in the domain of steganography 

videos such as Moving Picture Experts Group 

(MPEG), MP4, and Audio Video Interleave (AVI) 

[29, 30, 32]. Generally, steganography in the 

video is classified into two main types which are 

uncompressed and compressed video.  Essentially, 

hiding information in the video is similar to 

hiding information in an image where the data 

will be hidden within different frames of video 

(Chandel, 2016). Consequently, techniques of 

steganography in an image can also be applied on 

video [29, 31, 32, 33]. Especially, Discrete Cosine 

Transform (DCT) is the most common technique 

has been used in video steganography to achieve 

high security and high visual quality [39].  

 

C. Audio steganography 

In the field of information hiding, audio files have 

been utilized as a carrier for embedding secret 

data in digital sound. The process of 

steganography in audio will be done by changing 

the binary sequence of a sound file slightly. 

Hiding data in audio is usually harder than 

concealing data in other carriers. Different audio 

files have been used for protecting secret 

information such as WAV, AU, and even MP3 

[16][10,26]. Several algorithms have been 

presented to embed secret information within 

audio files successfully. List Significant Bit (LSB) 

coding, Parity coding, Phase coding, Spread 

Spectrum, and Echo coding are the most common 

methods were used to hide data in audio files [35, 

36, 37, 38, 39]. 

 

D. Image steganography 

Over the past few years, digital images became 

popular carriers for hiding secret information to 
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prevent from unauthorized users. Since the 1990s, 

we have seen a remarkable development in digital 

image processing. Due to high capacity in images, 

a low impact on the visibility, and the simplicity 

of their manipulation have attracted many 

researchers to work in the field of information 

hiding for digital images. Many different image 

formats can be used in the domain of image 

steganography such as Graphics Interchange 

Format (GIF), Windows Bitmap (BMP), Joint 

Photographic Expert Group (JPEG), and so on 

[29, 40]. Based on the spatial domain and 

transform domain several steganography 

techniques have been used for embedding secret 

data within the digital images efficiently. 

Recently, in the spatial domain immense schemes 

based on LSB technique [41, 24], Optimal Pixel 

Adjustment (OPA) technique [46,47], and Pixel 

Value Differencing (PVD) [49] have been 

proposed. Moreover, in the transform domain 

several methods based on the Discrete Cosine 

Transform (DCT) technique [50, 51] and Discrete 

Wavelet Transform (DWT) technique [52] have 

been presented. Furthermore, to increase the 

security level some researchers proposed a hybrid 

scheme by combining both spatial and transform 

domains [46, 47, 52]. 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3: Bock Diagram of Steganography Application 

 

Iv. Swarm Intelligence Algorithms in 

Steganography 

Swarm intelligence (SI) is a relatively novel line 

of research Artificial Intelligence (AI)[48, 50,54]. 

Natural biological simulations motivated (SI) 

through a set of locally naïve interrelated vehicles 

that react with the surrounding setting [59]. In the 

last period, a few SI algorithms, like PSO, FA, 

and ABC made various significant applications to 

the domain of steganography[51, 52], the 

mechanism of hiding secret message based on 

swarm intelligence algorithms has been illustrated 

in Figure 4. To preserve the quality of the image 

many techniques have been used with 

steganography in image. After that, metaheuristic 

algorithms named swarm intelligence algorithms 

have been used with images to find the best 

location where the secret message can be 

embedded as well as payload capacity. 

 
Fig4: Steganography Mechanism Using Swarm 

Algorithms 

A. Ant Colony Optimization (ACO) 

Ant Colony Optimization (ACO) [62] algorithm 

patterns the conduct of ants scrounging. It is 

valuable for issues that need figuring out the most 

express route as an objective. Practically, when 

ants discover their surrounding area, it leaves the 

pheromones to guide each other toward nutrients. 

ACO likewise recreates this strategy and every ant 

saves correspondingly its location to make more 

ants pinpoint better arrangements in future cycles. 

This pattern proceeds until the optimal route is 

established. Ants to construct their trip, their 

behavior is going via the vertices in the graph. 

Assume that the nest will be left by ants to find 

food. There are four various paths to four various 
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vertices v00，v10，v20 and v30, as shown in 

Figure 5. 

 

 

 
Fig 5: The Behavious of Ant Colony 

 

 

B. Firefly Algorithm (FA) 

Figure 6 illustrates Firefly Algorithm (FA) was 

promoted by Xin-She Yang in 2008, which 

depended on the glimmering examples and 

conduct of tropical fireflies. FA is 

straightforward, adaptable, and undemanding to 

actualize [63]. It may be utilized for limited 

optimization works. The glimmering conduct of 

fireflies occurs as a result of the bioluminescence 

process. Fireflies are capable of controlling their 

glimmering conduct relying on an exterior 

incentive. This process is utilized to draw in other 

members of their species or prey. In a Firefly 

algorithm, a population of fireflies is counted. The 

power of light that they emanate determines the 

attraction between fireflies. The flying insects 

with the greatest glow may attract more fireflies. 

The solution space is drawn on to these insects 

and the nature of the arrangement of every firefly 

is straightforwardly relative to its lighting level. 

Hence, fireflies that have better arrangements pull 

in its cohorts (paying little attention to their sex), 

this means that exploring the hunt space will be 

more well-organized[64]. 

 

 

 

 

 

Fig 6: The General Concept of Firefly Algorithm 

 

C. Artificial Bee Colony (ABC) 

The Artificial Bee Colony (ABC) algorithm is one 

more population-dependent offered by [65]. This 

algorithm emulates the smart conduct of 

honeybees and harnesses triple stages to locate the 

best arrangement: working honeybee, passerby 

honeybee, and scout honeybee stages. Working 

and passerby honeybees possess local seeking 

everywhere in the area and pick nutrient-based on 

the deterministic and probabilistic determination 

in their stages correspondingly. They pick 

nutrients in light of their knowledge and their 

home mates and adjust their locations. In the 

Scout stage, scout honeybees fly and pick the 

nutrients arbitrarily without resorting to prior 

experience. If the quantity of nectar in a new 

source is greater than that of the past one that is 

saved in their memory, they keep the new location 

and disremember the earlier one. In this way, 
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ABC offsets exploration and exploitation process 

with local and universal exploration techniques on 

working, passerby, and scout's stages and gets the 

best arrangement. Figure 7 ABC algorithm has an 

asset in local and universal quests. Additionally, it 

is actualized in a few optimization issues. 

 

Fig 7: The Behaviors of Artificial Bee Colony 

 

D. Particle Swarm Optimization (PSO) 

Particle Swarm Optimization (PSO) is a fruitful 

swarm intelligence strategy that relies on the 

capacity of assemblies. It turned out to be 

extremely famous nowadays as an effective 

search and optimization method. This procedure 

can be implemented where a question is raised, 

and its answer can be acquired from multiple 

means. PSO does not need any gradient 

knowledge about the function that will undergo 

optimization, and it utilizes just primitive 

numerical operators and its conception is 

extremely straightforward [57, 58, 59] PSO was 

presented by Russell Eberhart, an electrician, and 

James Kennedy, a social analyst, in 1995  [60, 

61]. It is motivated by the smart, encounter 

sharing, social-assembling conduct of birds, and it 

was initially replicated on a PC by Craig 

Reynolds, and further examined by Frank 

Heppner [62, 63]. Figure 8 shows PSO has drawn 

the consideration of a great deal of scholars 

throughout the world coming which resulted the 

introduction of countless fundamental versions of 

the algorithm and also numerous parameter 

computerization techniques [59,77, 65].  

 

Fig 8: The process of PSO Algorithm 

 

Table I briefly reviews the swarm 

intelligence algorithms used with steganography 

in the image. In this table, the purpose of using 

existing algorithm as well as the objective of 

applying swarm algorithm in this domain.To 

preserve the quality of the image many techniques 

have been used with steganography in image. 

After that, metaheuristic algorithms named swarm 

intelligence algorithms have been used with 

images to find the best location where a secret 

message can be embedded as well as payload 

capacity. Table I briefly reviews the swarm 

intelligence algorithms used with steganography 

in the image. In this table, the purpose of using 

existing algorithm as well as the objective of 

applying swarm algorithm in this domain. 
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Table I: Swarm Intelligence Algorithms with Steganography in Image 

feR mhtiroglA  rof desU evitcejbO 

[74] PSO 
For converting secret data, the best substitution 

matrix has been found 
To ameliorate the quality of stego carrier 

[75] PSO 

For any 8*8 block of the carrier the best 
substitution matrix has been found rather than 

only one matrix for the entire carrier then the 

convert the secret data by these matrices 

In order to increase the security, preserve 

quality, and more embedding capacity 

[76] ACO 
Helped to build the best LSB substitution 

matrix to obtain the new secret message 

In order to preserve the quality and to 

obtain more effectiveness 

[77] PSO 
Used in three schemes to obtain the best 

conversion matrix T 

First scheme to increase the security while 

other schemes to ameliorate the quality of 
stego 

[20] PSO 
Producing the secret key also to select the best 

pixel in cover image 

Ameliorated the performance of LSB and 

to reach the better quality. 

[77] PSO 
The best pixel positions selected to embed the 

pixels of secret image 
To preserve the quality of stego image as 

well as the robustness 

[78] PSO 
To choose the global best location for 

concealing data 

In order to increase the hiding capacity 

where more data can be hidden 

[79] 
PSO 

andACO 

To obtain the optimized edged cover and the 
optimum pixels of image are selected for 

embedding 

In order to preserve the quality and better 

security of stego image 

[80] PSO 
To select the best LSBs of carrier to embed the 
Most Significant Bit (MSB) of secret data as 

well as to find a key 

In order to enhance the performance of 

concealing 

[81] Firefly 

 

To select the optimum position 
 

In order to preserve the quality of image 

[82] PSO 
Used to conceal data within an image based on 

DWT 

In order to obtain the highest PSNR and 

better payload capacity 

[83] PSO 
Analyzing the hiding process to select the 
position of pixels for embedding the data 

In order to enhance the capacity and the 
performance 

[84] ACO 
The best set of pixel bits in carrier has been 

found to substitute with the secret data bits 

In order to present an efficient 

steganography method and comparison 

among Genetic Algorithm (GA) and ACO 

[85] ABC 
The best solution has been calculated in order 

to conceal the secret data within it 

To increase hiding capacity and to 

preserve the quality 

[68] PSO 

Used to embed the message within Integer 

Wavelet Transform (IWT) coefficients of the 
carrier and to generate a key 

To obtain more security, robustness, and 

the quality of stego carrier 

 

V. CONCLUSION 

In steganography technologies, the bits of the secret 

message should be encoded effectively, and the quality 

of the image should be preserved efficiently. Many 

researchers worked to hide secret messages in an 

image based on different technologies. Several 

approaches have been proposed and used to hide secret 

messages in an image. Thus, a review of several image 

steganography based on swarm intelligence algorithms 

has been presented in this paper. The main purpose of 

this paper is to show the importance of using swarm 

intelligence algorithms in image steganography. The 

swarm intelligence algorithm which has been used in 

the proposed work has been indicated. More so, the 

issue of the swarm intelligence algorithm used in 
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previous studies has been introduced. Finally, the main 

objective of the previous studies has been cleared. 
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