T IEST

Engineering & Management

Health Care Protection and Empowerment of
Internet of Things (loT) through Big Data

'E. Laxmi Lydia,?A.Sampath Dakshina Murthy, *Ch.Usha Kumari, “N.Arun

Vignesh,”T.Padma

'Professor, Vignan’s Institute of Information Technology (A), Department of Computer Science and
Engineering, Visakhapatnam, Andhra Pradesh, India.elaxmi2002@yahoo.com
?Assistant Professor Department of Electronics and Communication Engineering, Vignan'’s Institute of
Information Technology, Duvvada, Visakhapatnam, A.P, India

*Professor Department of Electronics and Communication Engineering, GokarajuRangaraju Institute of
Engineering and Technology, Hyderabad, India

*Associate Professor Department of Electronics and Communication Engineering, GokarajuRangaraju Institute

of Engineering and Technology, Hyderabad, India

*Professor Department of Electronics and Communication Engineering, GokarajuRangaraju Institute of

Engineering and Technology, Hyderabad, India

Article Info

Volume 82

Page Number: 1187 - 1196
Publication Issue:
January-February 2020

Article History

Article Received: 14 March 2019
Revised: 27 May 2019

Accepted: 16 October 2019
Publication: 06 January 2020

Abstract

Large organizations that deal with massive BigData has become a
challenging task to process with advanced technologies. Many loT
industries manifest the interrelationship among large organizations
mostly with healthcare sectors which advances in the well-being of
trendy society based systems, functions, and modern manufacturing
tendencies. 10T placed its importance in remote medical organizations
scrutinizing format that generates unceasing data on the web
information regarding the physiological situations of a patient. This
paper uses are fined collective network model to drop protection risks
and examine how phenomenal wearable gadgets are prodigious in
science and intelligent technology. Insurance policies from various loT
and eHealth regulations discover the perspectives of economics and
society needs regarding endless prosperity and yields expected out
come in research step in Big Data concerning physical disorders and
threats which are more beneficial in healthcare contexts. This research
paper provides a system to maintain enormous data in unfolding data
preparation, evaluation, and security using Big Data in IoT, and also
interpret design applications of Healthcare 10T. This directed to the
smart healthcare realm and locates the result of data fusion in the
framework of 10T networks and communication units, resides in edge
tools, and cloud platforms. The comprehensive work and
acknowledging the time of society healthcare utility services by
improving the maintenance of the 10T technologies in Healthcare.
Keywords: Internet of Things (loT), eHealth, Cloud
Computing, Technology, network model

BigData,
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I. Introduction

Smart cities with smart devices and appliances
originate with embedded processors, sensors,
and communication.  Advancement in
Information Technology creates a shrewd
society linked with the internet to progress the
effective management of devices. The
relationship among large organizations operate

Published by: The Mattingley Publishing Co., Inc.

on large data for evaluation basis has an
authoritative impact of data in 10T and brought
enormous data from associated gadgets
measures that develop the necessary initiative.
Progressive innovative technologies provide
effective tools to acquire, file, evaluate the
new observations in streams from the data.
Input data is acquired through the cloud and
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can be from other sources.It’s been a great
demand for the Internet of Things by coupling
applicability of service domains. There are
categorized functions comparable to the
availability of data, scalabilityof data,
insurance  planfor  data, heterogeneity,
repeatabilityof data, user involvement for data.
Major confidential applications exist in
mobile, utilities, specific entity healthcare,
enterprise as four domains. Surely healthcare
0T serves worldwide to provide a scope for
society, organizations and portable devicesthat
consistentlystretch  outtransverselyto  other
domains particularlythe role of connectivity
and scale. Internet of Things has set up a
healthcare network that administers the
isolating areas into three improved categories
and offering a compact on each category. A lot
of industries intend to merge their healthcare
innovations and work processes of healthcare
items with 10T. According to the healthcare
items, safety measures and related issues in
healthcare [31] were providedin HIoT.
Discussion regarding the supportapproved to
sciences that are authorizedtoacquireassorted
healthcare enforcedtechnical system which
isusedin the Internet of things. Producing
various insurance technological methods and
preparationbenefitinnovators and  different
organizational managing systems in merging
with 10T for the refinementof new healthcare
technologies. Conflicts among the approaches
and  problems thatarise  within  the
processoughtto send to accomplish loT-located
healthcare technologies incredibly.

Fig.1:Applications of Internet of things in
diversetechnology fields.

Various loT Applications [34-38]:
e Transportation
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Natural Monitoring

Infrastructure Management
Manufacturing

Restorative and medicinal services
Home automation

Media, Entertainment

Security

The most advantageous processing of
information in  BigData [26] allows
organizations to select shared messages by
varied web spiders and domains related to
facebook, twitter is accrediting associations to
determine their trained concepts.Basing on the
enhanced customer management, usual
customer inquirycombinationsabideby
assimilationsregained by different
designspositioned within Big
Data[30]expansions. In some specified modern
networks, BigData and
underlyingcommunicationconcerningadvance

ment are individually used to explore and
examine client responses.Humongous data
progresscontainsto be used for composing a
forming zone for contemporary data
previously acknowledging to stockroom what
data shall be relocated. Bigdata uses Hadoop
software for parallel processing of tremendous
data [27][29].Further, the specific addition of
BigData progress in development and
warehouse informationsupports affiliation to
offload divergent data that got into the
information [28].

I1. Literature Survey

E. Laxmi Lydia et al [1],recommended various
services and technologies for healthcare for the
well being of the society by allowing slack
protection risk. They described the insurance
policies and the protocols on wearable devices.
They have identified the threats and
irregularities of the loT healthcare network.
Illustrated the miniature contraptions, topology
with an Imaginative healthcare gateway,
structure-based health alliances, and remote
checking wearable.

Sujiatmo, B. P et al [2] suggested varied 10T
architecture based applications that assess,
collect, progress and provide preservation to
BigData. Use of web crawlers to obtain
communal data. Regrus communications with
customers  using  Enhanced  customer
management, infrastructure  management,
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transportation, empowering emergency clinics,
home automation, data management issues on
data deficiency that links lost spryness.
Dachyar, M et al [3] performed their research
over the lIoT growth from 2006-2018 using a
scientometrics approach. In this method, loT
study has been analyzed based on the most
occurred terms which are collected from the
Scopus database for Scopus,Scopus indexed
papers and a mathematical visual scheme to
maintain timespan. Major three 10T study
analysis is how loT change within the period
of time, different industries that got affected
by loT, various tools used to perform research
on loT.

Algahtani, F, H [24] suggested enabling
technologies  that  develop  healthcare
applications and industrial applications.
Healthcare applications based on medical
devices through wireless Sensors,
communication technologies based on the
long-distance and short-distance that differ
with transmission rates and maintenance [33],
Location technologies, sensing technologies,
and cloud computing. Remote healthcare
services contributed by the Glucose-level
monitoring, electrocardiogram monitoring, BP
monitoring, Body temperature monitoring,
wheelchair management, heart rate. Critical
issues over scalability, mobility and security.
Singh, P [6] identified monitoring systems
through body area networks using IloT
applications. Wearable Sensors are
communicated through the gateway of the
cellular and wireless networks which provides
access to the doctor, smart vehicle and
stakeholders.

Dewangan, K et al [4]identified the
effectiveness of 10T through location sensing,
traffic monitoring, environment monitoring,
remote e-health monitoring, remote
monitoring, secure communication, ad-hoc
network. Frequent security attacks in
electronics healthcare are privacy attack, data
inject attack, body-coupled communications,
attacks on wearable and implantable medical
devices, masquerade attacks, accountability
and revocability attack, traffic analysis attacks,
Intra-cloud and external cloud attacks. On
considering all secured mechanisms by
consideringthe patient’s vital parameters.
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Alansari, Z et al [5] worked on the rise of loT
in BigData healthcare. In their analysis,
Economic prosperity and Quality of life are
the two major principles to obtain topmost
priority for the continuous development of
IoT. Some top most healthcare fields in loT
are Ultraviolet Radiation, Dental Health,
Hygienic hand control, sportsmen care,
medical fridges, patient surveillance so on. A
method known asthe Fuzzy analytical
hierarchy process (FAHP) combination of
fuzzy logic and AHP is refined for the
analysis.

Sun, W et al [7] gave priority to patients, those
who travel all along to hospitals for their
health by providing them access to real-time
remote health monitoring services. Authors
developed MIoT, concentrating on providing
efficient security to the data and five different
technical issues, a designed system model
named m2-ABKS scheme, adesign model of
longitudinal data anonymization mechanismin
healthcare. Software applications incorporated
distinct medical tools to improve services.

Islam, S, M, R et al [8] performed a survey on
loT-based healthcare technologies and present
various healthcare network architectures and
principles that aid access to the loTcertainty
and further speedup the medical data
transmission and response. They
contributedspecific exploration
exercisesregardingpediatric address, elderly
care, chronic disease care, private health and
fitness authority using loT. Disparate issues
likeuniformity, network category, business
standards, the quality of assistance, and health
data protection predict to help the research
activities on loT-based healthcare utility.

Albesher, A. A [9] considering loT as primary
perception as a technological
investigationoverdifferent applications as a
continuous shift. Concerned to the issues
healthcare, plethora of 10T immediate indirect
services for emergency healthcare, ambient
support living, conflicting drug acknowledge
children health information report and
people’s healthcare. Countries everywhere
over the globe are generatingregulations and
guidelines for a lot of objectionsdeal with
IoHT baseplanning.
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Nayeemuddin et al [10], proposed
uninterrupted human services involving
frameworks that have been
enduredcontinuously. Healthcare specialists
make use of the developed framework to
screen the patient data, evaluate, and give
adviceto their patients regularly. The data is
distributed all over the connected web by
splitting ~ the  patient’s physiological
information.Accordingly, the human services
accomplished results can be screenedby their
patients originating from remote areas
whenever needed. This isa very productive
framework in healthcare. Patient physiological
conditions are provided by the sensors
connecting to the advanced converter. This
composed framework has made an easy living
for numerous people by stretching the model
over the cloud for storageand access purpose,
observed by means of classified tests.These
classified tests establish the proposed
framework that distributes remedialreports
obtained similarly by the existing medicinal
organizations.

Shetty, H, B,N et al [11], pointed biomedical
engineering as the application of engineering
fundamentals and different approaches to the
therapeuticapplicants. It merges skilled related
medical knowledge-based concepts using
engineering design and problem-solving to
promote  victim  healthcare and the
characteristic nature of individuallife. The
authors mainly concentrated on the design
work of monitoring systems related to
heartbeat and body temperature. The outcome
of the designed system generates the pulse rate
and temperature of the body per minute and
reports the information to an android
application. The patient's medical data is
viewed by the doctors through a database and
monitored accordingly. This is cost-effective
and user-friendly to use and is not restricted to
any category of users.

Nsengumuremyi, L et al [12] designed a model
on smart usage of a wheelchair for
disabledpeople. Their aim is to develop a
machine that allows a disabled person to move
freely and independently. Further, the people |
to take charge of disabled people can use less
power to push the wheelchair and have
complete control over the wheelchair easily.
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An efficient feature within the proposed model
generates a monitoring system for the disabled
person and transfers the information over
android mobile to the users.

Rameswari, R et al [13] reviewed alocation-
based technology to provide services for
healthcare organizations. This is the most
prominent and most used in this current
technology. In this paper, technology has
incorporated with medical information and the
physical needs of the people.Some of the
blooming technologies practice distinct
protocols in carrying data from user to
destination are MQTT, TCP/UDP, OCN
authenticated mode, WLAN computers. The
ECG, EMG monitoring signals are connected
to the android app.

Dang, L, M., [14]suggested managements,
institutions and investigationassociations from
any place of the world are jointlycollaborating
to establish a consistentrevolution that loT and
cloud computing transfer to healthcare. They
offered complete interesting concepts and
frameworks for learners related to healthcare
10T over cloud computing for healthcare that
encourageindustry in functioning the 10T and
cloud computing determination and gives a
principle to simplify the automatic
transmission of medical data among medical
devices and remote servers. This paper authors
have identified different hazards,
susceptibility, and attacks to evaluate and
essenceapplicable security methods to avoid
viable security risks.The number of healthcare
threats that block the development of IoT and
cloud computing, for instance, data security,
system evolution processes, and company
models.

Pavani Ramya, D et al [15]recommended the
patient’s healthcare system by allowing
parameter values through sensors like
ultrasonic, temperature sensor, pulse sensors.
The results were observed and encrypted using
a lightweight algorithm known as LICI. They
introduced an architectural model that
provideslow cost and efficient way of giving
security to the patient healthcare records.

Patil, Ashlesha A et al [16] determined the
differing applicational areas in loT.Health
monitoring wireless sensor networks are
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highlighted to find existing problems.
Advanced technologies minimized the issues
in healthcare by accomplishinga better status
including web based security concepts. These
advanced technologies and frameworks
increase the number of applications in
Healthcare 10T. Most implemented sensors in
healthcare 10T are Raspberry Pi kit, Wi-Fi
modules, temperature, blood pressure, pulse
oximeter, heartbeat rate.

Sathya, M [17] explained the importance and
fruitful benefits of the implementation of loT
in remote health monitoring systems. loT
using compact sensors influence patients
living in an unexpected way. It ensures that
patients havean immediate response to his/her
severe health condition even though they are
far away from hospitals and give less anxiety.
The designed sensors transfer the data to
workplaces or to home. Prediction of patient
disease data performing analytics s
highlighted and addressed to  have
logicalcombinationswithin the medical field.
Harshitha, S, R, P., [18] have represented the
major issues in social insurance applications
that handle body sensor arrange (BSN)
enabling security and protection.  They
identified that irrespective of the experimental
result analysis, BSN based research challenges
tonotice the concern of the security. A BSN-
care, insurance framework had proposed to
protect 10T data that are can adequately end
different insurancerequirements of the BSN
based medicinal assistancestructure.

Park, J., [19]explained a modernizeddesign for
computing based on loT systems by exploring
applications for the smart city with diversified
cognitive features can be carried out to resolve
real-time  solutions,  circumstances and
challenges. The need for smart-city based
applications that haveindependent
configurations for diverse is compressed.
CloT-Net architecture was proposed based on
the problems faced by society. Handling large
0T data its complexity and scalability issues
affect the smart cities

Razzag, M, A., [20] emphasize the major
security issues, countermeasures and attacks in
loTthey focused on the security mechanism
that keeps hold of the 10T devices reaching its
target  irrespective  of  the  victim’s
knowledge.In this paper, they discussed
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confidentially, integrity and authentication of
the users for security. Based on the level of
attack, they identified 12 different attacks.
They are classified as low-level, medium-
level, high-level and extremely high-level
attacks.

Bedmuttha, P., [21] identified the rapid change
of people with various physical illnesses and
considered healthcare as a challenge
globally. The worldwide active working of
hospitals was slow to reach every single
patient. Therefore to optimize the medical
resources, 10T has initiated home Healthcare.
It is described as an intelligent home-centric
healthcare platform with advanced sensors
fixed to the human body. It monitoring the
health condition and alerts the patient
mentioned as daily patient management.
Natarajan, K., [22]focused on loT technology
that brought benefits to patients and doctors in
healthcare. They pointed out the challenges
while managing the data and accessing the
attached data widely. Exclusively,the mobile
environment of real-time loT application
machines.They also identified that BigData
expanded by 10T devices generates a problem
for the 10T data ensurance.

Winnie, Y., [23] suggested fog computing
architecture that enables the overcoming
nature for different security issues in 10T cloud
architecture. Initiation of fog computing,
overall service quality is improved by allowing
the middle layer and operating at the edge
side. Therefore, data security, accuracy,
consistency, reduces the latency rateis
enhanced. A real-time monitoring system can
also be applicable to these architectures.

Dautov, R., [25]identified smart sensing
devices in this materialized healthcare
industryto implementappropriate data selection
and results.The authors implemented an
experimentally distributed hierarchical data
fusion  approach.The process involves
individual nodes, concatenate both edge and
cloud computing by performing splitting data
fusion. This involves three levels of
implementation. As it is a hierarchical pattern,
the patterns periodically practicedfacilitating
data fusion at varied levels of architecture.
Irrespective of the composed system, this
paper has a potential sequence of events exist
in healthcare, for instance,intelligent
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transportation systems, or smart surveillance.
Sensor-rich edge devices authorizecyber-
physical systems toregularlydevelop data
streams to be refined and tested in all the
systems. CEP technology uses data fusion
atvarious levels todiminishing the effect of
network latency correlatedwithcloud-based
data processing.

I11. Methodology

10T Healthcare Networks

For the well being of society, 10T healthcare
networks help to access relevant factors
without doubts. loT Healthcare networks
follows three major aspects, they are topology,
architecture, platform as shown in figure 2.

[ IoT Healthcare Network J

I I

[ Topology J [ Architecture J

Fig.2 Representation of 10T healthcare
networks

IoT Healthcare Network topology maintains
the unique components of healthcare which
deals with configurations, applicational
scenarios, activities, and its use-cases. loT
based pervasive healthcare provides solutions
to the patients having hybrid computing
networks that maintain sensors such as bp,
oxygen saturation, electrocardiograms, body
temperature.  This topology maintains the
community constitution. These networks are
like gateways to the end-user and server
(destination). AniMedPack shrew
pharmaceutical packaging consists of multiple
sensors connects through healthcare gateway
joining  wirelessly  from the patient’s
environment to the I1oT cloud. Internet
connecting through network topology, it has to
maintain a monitoring system which has a
medical monitoring approach [39-49].

The BigData [27] in loTNet Architecture can
be varied through three-layer architecture and
five-layer  architecture. The three-layer
architecture was design to  represent
perception, network and application layers.
Following  figure3  shows the flow
representation of loTNet five-layered
architecture
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e Perception Layer is a layer that
consists of sensors used to detection
and collection fo data. This layer is
also known as the physical layer,
observes physical parameters.

e Network Layer is a layer acts as an
interface  between the healthcare
sensor devices and the servers. It
prepares the communication path/
network to transfer data.

e Application Layer is a layer that
administrates the user by
characterizing different applications of
loT.

Business Layer
(System Management )

Application Layer
(Smart applications)

Middleware Layer
(Process Information)

Network Layer
{Data Transmission)

Perception Layer
{(Data gathenng)

Fig.3:10TNet five-layered architecture

e Middleware Layer is a layer that
processes the data and stores. This
layer is also known as the processing
Layer. This layer communicates with
lower layers to arrange data and
administer systematically as it needs
to manage and process numerous data.

e Business Layer handles entire loT
framework, business information,
application innovation and client
protection services.

loThNetdesign enables to the exemptstable

blueprint of the loThNet components,
functional association, its dynamic
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functioning, and measures. The
primarycomplications determined in the design
allows the devices to exchange information
effectively with the help of loT gateway, the
wifi within reach of field network or wifi
personal discipline society, a combination of
several interacting media flow, and
reservedtelecommunications surrounded by
IoT gateways. The design follows a tier
construction of the 6LoWPAN that allows an
802.15 protocol with loThNet conception,
widget, wearable’s permit Ipv6 and
6LOWPAN for knowledge transmission.
Analyzing the paths through routers using
graphs i.e, Directed Acyclic Graphs [32].
Gateway protocol permits current stack
operations such asperiod trafe, irregular trafe
oversimilarexperimentalcontributions.

eHealth technologiesacknowledge the
surrounding changes thatinclude three states
such as configuration, signalization and
knowledge  transmission.loThNet  offers
signalization protocol uses Complex service
composition, fine-of-provider(QoS)and
resource transportation. The production of a
network is too predictable. Clinical equipment
examines the network and observes the
wellness knowledge bythe Ipv6 software
servers route. Existence ofcolossal data,
healthcare services provides an extension to
the refinement of data and the reshaping of the
information constitution. The coupling of
networks in 1oT allows cloud computing for
the distribution of networks in
computingassimilation and also for queries.
IoTNet platform for the reason comprises the
architecture and platform composition.

V. Conclusion

For many years, people habituated towards
technological living. The technological trend
with large data (BigData) has further moved to
an advanced level of Cloud environment. 10T
in different fields provided an easy way of
living. 10T in healthcare provides services to
access and assist clinical knowledge to
transmit and accumulate. In this paper, loTcan
be involved for the healthcare management
through effective security services.
Informationfrom the network to the user data
has expected through advanced healthcare
services. The effect of this exploration
provides advantageousthrough loTNet five-
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layered healthcare architectures which is
described in the present paper. This also
provides a system to maintain BigData in an
unfolding data processing, evaluation, and
security using 10T, and also interpreted design
applications of 10T Healthcare. Thus, directed
to the smart healthcare realm and locates the
result of data fusion in the framework of loT
networks.
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